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Web Hacking 101 #3ChR: https://wizardforcel.gitbooks.io/web-hacking-101/content/
WA HAndroid# 4 F13CRR:  https://wizardforcel.gitbooks.io/asani/content/
Android BE MR I FM FSCAR:  https://wizardforcel.gitbooks.io/lpad/content/

Kali Linux Webiz & il i #5& = 3Chi: https://wizardforcel.gitbooks.io/kali-linux-web-pentest-
cookbook/content/

Linux exploit FF & A 171: https://github.com/hardenedlinux/linux-exploit-development-tutorial
burpsuitesZ ke : https://www.gitbook.com/book/tOdata/burpsuite/details
BiENANode.jsMH:  http://www.kanxue.com/?article-read-1108.htm=&winzoom=1
WebZz £ BRI FIEIRFIZR: https:/github.com/gazbnm456/awesome-web-security
ZEgRTE: https://sec-wiki.conV/sec-wiki

LZERFFAGEE O : https://ninjia.gitbook.io/secskill/Web

TZEH%IZIE ) : https://websec.readthedocs.io/zh/latest/

HREH: https://github.com/sunnyelf/awesome-hacking

B4 5 A https://github.comVphithOn/Mind-Map

B4 FH: https://github.con/SecWiki/sec-chart

BEBEEmNEERAE: 0day, XSS, SQLIEA, #

LY
SQLi-LABS: http://43.247.91.228:84/
DVMA: http://43.247.91.228:81/

xss: http://59.63.200.79:8004/Feedback.asp



X B RS
https://github.com/cOny1/upload-labs

https://github.com/LandGrey/upload-labs-writeup

I
BEINMY: BEMSN. BEE
payload
Payload: https://github.com/swisskyrepo/PayloadsAllTheThings

BurpSuitePro-2.0.06-beta-Loader-Keygen : https://github.com/hOnus/BurpSuitePro-2.0.06-beta-
Loader-Keygen

TR B

FIBLFHITEE: https://github.com/ring04h/wydomain

T KM 5HEFRE: https:/github.convledf/dnsmaper

L TFEAEBWETE: https:/github.com/Oxbug/orangescan

RIEDNSICRE# F1H4: https:/github.com/TheRook/subbrute
ETAHSSLEWIE B FiZEHMA: https://github.com/Webter/GSDF

13 Fl CloudFlare BT 714 M KA . https://github.convmandatoryprogrammer/cloudflare_enum

A domain scanner: https://github.com/18F/domain-scan

Knock Subdomain Scan: https://github.conm/guelfoweb/knock

%275 R EE B Ar T84 15 B https://github.conVEvi1CLAY/CoolPool/tree/master/Python/DomainSeeker
RERIRAZE#: https://github.comV/code-scan/BroDomain

EFdnsEH KT K24 https://github.com/chuhades/dnsbrute

B3l RHEHKTFHLAWETR
PUE T2 T B https://github.convaboul3la/Sublist3r
FHAWE G BHEET R, https:/github.com/jonluca/Anubis
FELEM T E: https:/github.com/ndxh4ck5/N4xD0rk
— R E R T4 BB T B https://github.com/infosec-au/altdns
HETasyncIoMBEUKIEELE FHREFHABRB TER: https:/github.com/FeeiCN/ESD
PRE T RIE K T4 BB TR https:/github.convgiovanifss/Dumb
8T 4 42 3% B E B R IREU T84 . https://github.com/UnaPibaGeek/ctfr



GoIEEH R FHAMETA: https://github.convcaffixamass

487K T-sublist3riil B IS 1A RE5H, — M RIIKTEAMETA.
https://github.convlce3man543/subfinder

wafFF 5 K 3
https://github.com/xsec-lab/x-waf
https://github.convloveshell/ngx_lua_waf

https://github.com/SpiderLabs/owasp-modsecurity-crs/tree/master/base_rules

webM AR T A
webR FH Z £ aSHESE:  http://github.com/Arachni/arachni

Wi fWeblogicScan: https:/github.com/drOop/WeblogicScan

webshellf; 3l L 2 3% 3 21

f&i # Fphp ) 1AM T A P ewebshellBE 42 :  https://github.com/We5ter/Scanners-
Box/tree/master/webshell/

Webshell3#% T E: https:/github.com/ym2011/ScanBackdoor

PHPJ5 1334 https://github.com/yassineaddi/BackdoorMan

X —#kwebshell#:#ll T & https://github.comvhe1mén6alfindWebshell

BT REA, linUXRZR T KL ERN: https:/github.com/Tencent/HaboMalHunter

13 F pythonsz Bl I 82 K ClamAV. ESET. Bitdefenderf [ % 3 5 %
https://github.com/PlagueScanner/PlagueScanner ()

— B FEPHP-webshell3# T R: https://github.com/nbs-system/php-malware-finder
W3R 3% 99% Hwebshell il T E . https://github.com/emposha/PHP-Shell-Detector/
— 2K /] B o webshel Ik 3l T E.: https://github.com/he1mé4n6a/findWebshell

BT RE, LINUXRSRH & 98 &= 2&R0: https:/github.com/Tencent/HaboMalHunter

f# F pythonSZBL 14 i ClamAV, ESET, Bitdefenderf &% %31
B https://github.com/PlagueScanner/PlagueScanner

— 2 E 2 FE PHP-webshell#3# T & https://github.com/nbs-system/php-malware-finder

IR B Hi% 99% Hwebshell#:3 T £ https://github.comVemposha/PHP-Shell-Detector/

— K 181 V%5 Y I Webshell3 3 3# T & https://github.com/erevus-cn/scan_webshell

Webshelli3# T &, 3Z¥php / perl / asp / aspx webshellf3#: https://github.com/emposha/Shell-Detector
—HARL, BFMESHTHESE: hitps://github.com/mdrco-/dorothy2

R 7 BRI E S PTHESE: https://github.comVdroidefense/engine



DDoslj 3

https://github.com/yw;jt/Dshield

Android % %) T &

http://sec-redclub.com/index.php/archives/439/

XSSH#
Cross-Site Scripting Bruteforcer:
https://github.com/shawarkhanethicalhacker/Brute XSS
A small python script to check for Cross-Site Tracing:
https://github.com/1N3/XSSTracer
PHPRR A i) |2 51 BixssH##i:  https://github.com/0x584A/fuzzXssPHP
2 HixssHIpythonfii 4 : https://github.com/chuhades/xss_scan

B 3 AW T T & 75 77 ZE XSS CSRF IR R H4 901 Y1 2% 46 14 -
https://github.convBlackHole1/autoFindXssAndCsrf

—KXSSHHFSS, T8 HIEANSH hitps://github.com/shawarkhanethicalhacker/BruteXSS
/NEIXSSH#RS, HARMCRLF, XSS, mi#ifFH: https:/github.com/IN3/XSSTracer
PHPAR A ) & 8 B xssF$i: https://github.com/0x584A/fuzzXssPHP
HEFFXSSHIpythonfiii4: https://github.com/chuhades/xss_scan

B sh A3l T2 T &2 75 77 7E XS SN ES 3 15 3R Oy 18 IR T 1) 30 YE 2% 4
4 https://github.com/BlackHole1/autoFindXssAndCsrf

13 Fl iy A 4T 3ATXSSHEE KM - https://github.comyshogunlab/shuriken
AR A A St WAF IXSSH# T https://github.com/sOmd3v/XSStrike
X RGET, POST I HEMXSSHHFSS: https://github.com/stamparnyDSXS
(MZE: A7
php# & T A4 https:/github.com/exakat/php-static-analysis-tools
&R ZEHEITRS: https:/github.com/wufeifei/cobra
E&phpfREg & it: https:/github.comyOneSourceCat/phpvulhunter
REE. SHPHPEZETIE MK T E: https:/github.com/Qihoo360/phptrace
NodeJSK G it: https:/github.com/ajinabraham/NodeJsScan
PHPAR G H it: https://github.com/pwnsdx/BadCode
rubyJERS & it:  https:/github.com/thespOnge/dawnscanner

Ruby on Rails/ F 2 7 i % 43R . https://github.com/presidentbeef/brakeman



appE & it: https:/github.com/ajinabrahamyMobile-Security-Framework-MobSF/
iOS%4#it: https://github.com/alibaba/iOSSecAudit

A& %4 H i R4 hitps://github.com/wufeifei/cobra

EAPHPHE # it https://github.com/OneSourceCat/phpvulhunter

BREE, 2 HrPHPIZ AT T A https://github.com/Qihoo360/phptrace
fINodeJSK B 315 & it https://github.com/ajinabraham/NodeJsScan

PythonR. i & it: https://github.comV/shengqi158/pyvulhunter

Ruby on Rails)3 i # 28927 https://github.com/presidentbeef/brakeman
Python . & & 08% 8 it https://github.comV/python-security/pyt
WordPress#ifF %5 2 4 8 it https://github.comym4llOk/WPSploit

FFHA#PHP R 2 5 o 7 G 77 72 SQLIK A A ADOdbAR S https://github.com/emanuil/php-reaper

WO, FBS0RM PR A A
Nmapin D H3#i85 2 F:  https://nmap.org/download.htmi
HArdm O+ R AR EIRLSORA:  https://github.com/ring04h/wyportmap
AL LEHREEMBERN T A https:/github.com/ring04h/weakfilescan
WAFF= S8 8GR A1 :  https://github.conVEnableSecurity/wafw00f
ssIZEALRF:  https://github.com/rbsec/sslscan
web#g 4R A https://github.com/urbanadventurer/whatweb
webR FH#E0RA:  https://github.conmvtanijiti/FingerPrint
W& et A LR AI:  https:/github.convnanshihui/Scan-T
a fast Network scanner inspired by Masscan and Zmap: https://github.com/OffensivePython/Nscan
W 2% B =45 B, ICMPAEEHRN 3 DA%, 3w DUk RA:  https://github.com/ywolf/F-NAScan
FE 4 H:  https://github.com/ywolf/F-MiddlewareScan
Web path scanner: https://github.com/maurosoria/dirsearch
CB(Banner5 %434 https://github.com/x0day/bannerscan
W O AR 4534 https://github.com/RASSec/RASscan
wafH 3 #8: https:/github.com/3xp10it/bypass_waf
23Rk H cdny J5 FIE SZip:  https://github.com/3xp10it/xcdn
ETBingl R 5| EICR/FZMEH, L&, ZXHFAPI: https:/github.com/Xyntax/BingC
Z L FEWEBH F8 T B https:/github.com/Xyntax/DirBrute

— AN B K W BEWebEHLR BN T B https://github.com/zerOh/httpscan



thorn b S23 ) 434 AT S5 3 K ipsis DRI #2% . https://github.com/lietdai/doom

Kk zgrab HIPRE TCP 4B IT TR, XRFELZ L. https:/github.com/chichou/grab.js
CDNiREI. #¥ll: https://github.com/NitrdxwhichCDN

T eh web#g 21388  https://github.convsecfree/berpscan

H A O3+ R SR 558 8GR 31: https://github.comvring04h/wyportmap

AL LFEURE Bt EAR I T A https://github.com/ring04h/weakfilescan

WAF= i #8 80R 51 https://github.com/EnableSecurity/wafw00f

SSLE AR F: https://github.com/rbsec/sslscan

Web#g8 407 https://github.com/urbanadventurer/whatweb

Webvi F #8 8CIR 7: https://github.com/taniiti/FingerPrint

W 25 1€ L K S0 B https://github.com/nanshihui/Scan-T

- FMasscanF1Zmap) M 4 8% https://github.comV/OffensivePython/Nscan

W25 Bt M5 B, ICMPEEIRI, IO, 3w Of8URSE RS https:/github.com/ywolf/F-NAScan
] {4338 https://github.com/ywolf/F-MiddlewareScan

web# 2 i 5 5 #: https://github.com/maurosoria/dirsearch

CB 1B 5 #4243 H: https://github.com/x0day/bannerscan

¥ AR 45338 https://github.com/RASSec/RASscan

waf 5 3 28 https://github.comV3xp10it/bypass_waf

2R3k H cdny J5 B E SEZip: https:/github.com/3xp10it/xcdn

ETBing# R EMCR/FHE N, 2L, XFAPI https:/github.com/Xyntax/BingC

% L FEWEB H #1885 T B: https:/github.com/Xyntax/DirBrute

— MR W B WebEHL & B /N T A: https://github.com/zerOh/httpscan
Thorn_ESE3E K 7347 AE 5553 K ipdin H IR TR 435648 https://github.comlietdai/doom
EKhzgrabftRIETCPIESIMEEIT TR, X5 £ ¥ https://github.com/chichou/grab.js
CDNiR A, A https://github.conV/Nitrdx/whichCDN

T H iweb #2331 88 https://github.convsecfree/berpscan

iR 45 2% sshific B 15 B33 #: https://github.comymozilla/ssh_scan

B a4 K H T A R e SR A /433, A 3Ehttp / httpst& I &E: https://github.com/18F/domain-scan
B4 P KR 8GR B T B https://github.com/ggusoft/inforfinder

CMSiH 5lpython geventsZEi: https://github.com/boy-hack/gwhatweb

BUBRSCHF R/ — IR AW PR R IR B A/ N A HU /2 B 3 #: https://github.com/Mosuan/FileScan



5T 1€ s ) 3h A BUR ST I T https://github.com/Xyntax/FileSensor

web 12333 T £ https://github.com/deibit/cansina

W 2% s web iR %5 18 St 5 & https://github.com/Oxbug/Howl

H A5 EHLUIR FssIZE AR HI: hitps://github.com/mozilla/cipherscan

Webp ffuzzT B, #EZE, [FE ] H T webig2/ k5% https:/github.com/xmendez/wfuzz
ZERENE G BRAERMSE, WA T RIEE RIKFERAT: https://github.com/sOmd3v/Breacher
FOAFARE, MU FEEERT, B FFssh, mongodbZ 44 hitps://github.com/ztgrace/changeme

BEMNRHB TR, RO MEdER, MY, mOA%, PHika
& https://github.com/medbenali/CyberScan

EFnmapiifaigs, ScvelRifS<EE: hitps:/github.com/mOnad/HellRaiser
ETnmapl)Em&IRFEE#SE, 738 A https:/github.com/scipag/vulscan
web)¥; Fii {5 B8 4 T A https://github.com/jekyc/wig

FEl Seweb I 55 i3 A4 BEAT (5 BRI L 12" IR A, TR B 5 R RS 8% 3 1 43 3
& https://github.com/eldraco/domain_analyzer

T NiktoF3 # #0445 3 Bk A2 13 1 LA &[5 BB HL: https://github.comv/cloudtracer/paskto

PUEIRFHIWEBR 28K 8, CMSKR, WAFEKR, WHOISEE, URIES
45 https://github.com/zerokeeper/WebEye

FF i Eweb i 45 Hhttp headerf) 22 41 https://github.comym3liot/shcheck

— 2K AR BE F U S 4 TR https://github.com/aipengjie/sensitivefilescan

it 7552, google, robots.txtFRENEF &5 H B HEHEAT#HA: https:/github.com/fnkOc/cangibrina
#MCMSHELGR A https://github.com/ndxh4ck5/CMSscan

WAFFRSGR B & E 3h4k 5853 T A https://github.comV/Ekultek/WhatWaf

W2 N BRI T B, HEZE, [Fr AT W% BE/k%A%: hitps://github.com/dzonerzy/goWAPT

webBUR B /{5 BRI https://github.convblackye/webdirdig

FF W3k sk IP 3 bk )45 B llcsE T A https://github.com/GitHack T ools/BillCipher

A2 IRE ELIPK B 3iLFER: https://github.convboy-hack/w8fuckedn

434 RWEBHE R BISF &'+ https://github.com/boy-hack/w11scan

J& th :web H 3 # T A https://github.com/Nekmo/dirhunt

0 R S B (APT)AH X TR
—3KAPT 2321 #4881 https://github.com/Neo23x0/Loki

TEEEERRKBEMNEHRZETR
ICS# & nmapia##i il 4<: https://github.com/w3h/icsmaster/tree/master/nse



SDN#Z 41 HESE: https://github.com/OpenNetworkingFoundation/DELTA

BYUL A, SaAms

HENRAEREE, FHARE, mOaf, BB, % AERRFER.
https://github.com/azOne/AZScanner

434 RwebIFiAFAHES, £ &owasp top10IRIAFR AL A E = R INEE S
https://github.convblackye/lalascan

BkScanner 4> #izk. #fhtbweblmiAiAH#i2%: https:/github.com/blackye/BkScanner

s RIFIFFH: https://github.com/ysrc/GourdScanV2

WEBS&E WA $ I . https://github.com/alpha1e0/pentestdb

T httpRE FIwebIJFIH 25 : https:/github.comVnetxfly/passive_scan

B aaE, AP EA4ER# LR REIRGGRA: https:/github.com/1N3/Sn1per

SE A HFMLBENR T E: https:/github.corVRASSec/pentestEr_Fully-automatic-scanner
S BENRMELE: https://github.com/3xp10it/3xp10it

H#B R RKIE: https://github.com/Leys/Icyscan

BENRE I RHES: https:/github.com/Xyntax’POC-T

Scanner in Python3.5 for SQLI/XSS/LFI/RFI and other Vulns: https://github.com/v3nOm-Scanner/\V3nOM-
Scanner

webis I 7E 28I https://github.convSkycrab/leakScan
https://github.com/zhangzhenfeng/AnyScan

FuzzScanner: https://github.com/TideSec/FuzzScanner
TrackRay: https://github.com/iSafeBlue/TrackRay

HEWRAEMRE, FEABRE, WmORM, B8, ¥AERRE
W: https://github.com/azOne/AZScanner

£ Growasp top1 0¥ 13 # A1k 5 B 7= K I e 77 B 434 web i TR A #EHE
45 https://github.comvblackye/lalascan

BkScannera i, i webigiFRI#i%s: https:/github.com/blackye/BkScanner

ysrct & ik 5h IR IR 333 T B hitps://github.com/ysrc/GourdScanV2

T hitpfR 2 iwebis A 8% https://github.convnetxfly/passive_scan

B AR, B EAE R R R&IESOR M hitps://github.com/1N3/Sn1per

SE A4 A 34k R T A https://github.conVRASSec/pentestEr_Fully-automatic-scanner
BB ENAAESE, SCRrcdnELipER, FELURAE: hitps:/github.com/3xp10it/3xp10it
B HLIRIRE R, XA B #IRE: bttps://github.com/Leys/Icyscan
BIEMRIE L 3 R HELE: https://github.com/Xyntax’POC-T



FEHMSQLI/ XSS / LFI / RFIZ: IR 33583 https://github.com/v3n0m-Scanner/V3nOM-Scanner
Web B AL IR TR I3 FEHESE: https://github.comySkycrab/leakScan
— RN AL B 3B ENHAMESE: hitps://github.comVzhangzhenfeng/AnyScan

—HERERKE, BRAM, REORNFENZ&—AMLT
A https://github.com/Tuhinshubhra/RED_HAWK

R AR AL I Web B IR HESE, X#REST, RPC%apiiif: https:/github.com/Arachni/arachni
£ A B E RGBT & R IRTRE B & https://github.comvinfobyte/faraday

BENRERELE, ©&#8iE38,000+H i https://github.com/juansacco/exploitpack

BT 883 R 1 B g sh IR H4: https://github.convswisskyrepo/DamnWebScanner

X RFLZ ML IRFERR, T3 https:/github.com/anilbaranyelken/tulpar

webM RS, XRIRSORA, X BEFEBH, SQL/XSS/RFIFEJRFEAM, Wl EEHT
struts, ShellShock&3#i: https://github.comymdllOk/Spaghetti

ERT AW, nmap, waffg ORI & BB web S F #3188 https://github.comVYukinoshita47/Y uki-
Chan-The-Auto-Pentest

13 FH ruby FF & (1943 4 P 4% H SE LA TE 19 26 = J7 web R F AR 5 TR https://github.com/Oxsauby/yasuo
Webp F B L #HHELR, SZ#F H shik _Efwebshell: https://github.com/hatRiot/clusterd

— K IFIEPoc FIHESE, W42 #AHF Pocsuite, Tangscan, Beebeeto, KnowsecEZhk4POC, w]f#H
docker&BZ: https://github.com/erevus-cn/pocscan

&g SO H S IR K EIE Y I IR IR TR AR MIAE S hitps://github.com/TophantTechnology/osprey
WebM F R iR H#EHESE: https://github.com/yangbh/Hammer

Web M FfRIAAHEMELE, #Fpython3: https://github.comy/Lucifer1993/AngelSword
IR, XD B ovedws 5 iwiF R A https://github.com/secrary/EllaScanner

OWASP ZAP#03i H i i i 47 iz WK TR https://github.com/zaproxy/zaproxy

WebfiR 55 x & R, M THE BB~ IS, ZeiEkEEE 2alkRa
#: https://github.comvsullo/nikto

—KZTFhE B s, FBEURM AIRIAEH# TR https://github.com/sOmd3v/Striker

—HRwebM HIRAE#SS, XFHBRIE L EFMEExss, sql injection® g, ¢ H pdfik
% https://github.com/dermotblair/webvulscan

BEMNREBI TR, Z4&FHEL: https:/github.com/alienwithin/lOWASP-mth3I3m3nt-framework

T #:3) XARELE R B 3hbwebdsiE 3 # T E: https://github.com/toyakula/luna

BENRFHESR, GE5ERHE, LLEE, MENARAMKEEE: https:/github.com/Manisso/fsociety
P B 1200+3F 14 FwebIR IR A HEHESE: https://github.com/boy-hack/w9scan

Webfk 55 %2 & VPl TR, $#R4EE Twindows#:fE & 4 & #.exe L
H: https://github.comvYalcinYolalan/WSSAT



2 R BIRTH & UL K B R BB MHRAESE: https://github.conVAmyangXYZ/AssassinGo
£ TFlask B F#EZE IR H I3 R 4 https://github.convjeffzh3ng/InsectsAwake
—MMEE LR imetasploitffiweb S F %2 4 5 THIEZE: https://github.com/mélIOk/Galileo

—HwebM HIRFEARSE, RFAM RN B LF#ERXss, sql injection%FiF
R https://github.com/joker25000/Optiva-Framework

£ 3104 E Y Web B I 72 R 8 3E A HE 421 https://github.comithelnfectedDrake/TIDoS-Framework
WM ZEBENRTREE

M BIE A, BiEbannerfa . umw D &F0E IR HE:
https://github.com/Oxwindows/VulScritp

HETMEREK A MERMHELE: https://github.convicatro/network _backdoor_scanner
WA Windows APl Mtz P & #1458 https://github.com/fdiskyou/hunter

B LR XSS AR A M https://github.com/BlackHole1/WebRtcXSS
AHLEMEERR T HE: https:/github.convAlessandroZ/LaZagne
linuxaE RS B9 28 https://github.com/huntergregal/mimipenguin

BT P4 2 1 A IERIIHESE: https://github.convicatro/network _backdoor_scanner
¥ FWindows API#( F P % 3 A5 .1 https:/github.com/fdiskyou/hunter

H 4L R XSS AR I M https://github.convBlackHole1/WebRtcXSS

FFJavaScript i )4 #4533 3#: https://github.com/SkyLined/LocalNetworkScanner

k| A T=R i
VEYHK BRI 4515 B HE 8% . https://github.com/sowish/LNScan
javascriptsZ Bl A H X 45 93183 . https://github.convSkyLined/LocalNetworkScanner
P28 B = IR 51 28, JRTRAI 5128 hitps://github.com/ysrc/xunfeng

N RS BWFREBR R E R HA: RITHE. Fi4. Hosts:
https://github.convlaramies/theHarvester

BRIIZEREHE, THTRAMSVHEHRIIBRZHBRE=ER:
https://github.com/x0day/Multisearch-v2

P28 Bt = IR A 51 28, JRTRAI 51 28 https://github.com/ysrc/xunfeng

RS BRFEERE R REMA: RTIHE, Fi5E, FF
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