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Dizazsemble a new file

o York on your own

Previous Load the 0ld dizaszembly

ChUsers\Administrator\Desktop\scistsd ( BEEE : 123 ) \Sarr
ChUsers\Administrator\Desktop\SEiEtEE ( B8EEE : 123 ) \Sar
ChUsers\Administrator\Desktop\soistsd ( £2EEE : 123 ) \Sarr

4 1 b

Display at startup

{TITIDA PRO% B 7~ BRI /5 B i) 5T
HPBF=AED: “New”. “Go”. “Previous”



XEBATEES A, B — DS

RGBT I — AT & 0

g Select file to disassemble u
CIC )=k » M » U (E) » idabl » J . ,|4,ﬂ 5 idab1 )
|a v g =~ 0 @
B TE = : SR sem Hrh it
: =d "1 | _RDW-ANTIPIRATE 2017\A\0 E58F .. i
£ mEpRREE N g 2017\0\9 ESAH .. TH= J
| examples 200709 E8AH ... 3oieE
B =m | ide 2007\\9 EHAE ... STiEE
&£ WPSRIE = L ids 2007\\9 E85H ... 3o
= & | loaders 2017 a\0 ERBE .. 3oiEE
B n 1. plugins 2017\a\9 ERAA .. Soik
= a8 1l procs 2017 a\0 ERBE .. 3oiEE
o s ||l python 2017\a\0 E5AF .. 3ridss
5 AETE K |:.rl},'lhonﬁ4 2017 a\0 ERBE .. 3oiEE
D Es | sig 20179 ERAR ... o
= ) il 2017\0\9 ESH .. ITH=
bt ST [} assistant 2011\0\8 E5AF .. RO 1,225 KB
1% @ clp.dil 2011\\8 E5FF .. AR 1,061 KB
G R . 2 dbghelpdil 2011\4\8 E5FF .. AARFTE 1,185 KB il
IEEN) | v lAII known file extensions (*.3 VI
| w0 || ms |

BATAT LAAGK B F BT B SO, AT DAE 45 SO/ 2 IDA PRO B T BEAT i

Drag a file here to dizaszemble 1t
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g Load a new file ﬁ

Load file C:\Uzerz\Adminiztrator\Dezktop \ZELa#¥ 2 (HEEEETS: 123) ‘Sample_1. exe as

Portable executable for 80386 (PE) [peb4.164]
MS-DOS executable (EXE) [dos64.164]
Binary file

Froces=zor type

Intel 80x86 processors: metape hd Set

Loading segment |0:0000000000000000
Enabled

Loading offset |0x0000000000000000 Indicator enabled

Options

Create zegmentsz [

Kernel options 1 l
D Load resowrces

Eename DILL entries
I:l Mamusl load [ Kernel options 2 ]

Fill segment gaps

Malte imports segment [ Processzor options ]

I:l Create FLAT group

DLL directory C:'windows

[ 0K ][ ] ][ Ml

FERER O & E5 %G

“Load file xxx as” (F2FHIZKEL)
XERAEERARE A, HAgBBEBERANNSECoR, REOKEIT
BATIE R SCHF R Sample 1A 44T SO

OKJ&, JFifDisassembleBATEFERI M, WM TEH D

Rl e Hihk 8 3w
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[7] Functions window 8 x DA Vieri [xHi=] Hex Viewh [ & Struotures | s | TInports | & Exports I
Function name z
wiinMain(xxx)
__security_check_cookie(x) —
pre_cpp_init
__tmainCRTStartup ;
SLN46 ;
start 51 This file has been generated by The Interactive Disassembler (IDA) |
__report_gsfailure il Copyright (c) 2011 Hex-Rays, Csupport@hex-rays.con> 1
_CoUnhandledExceptionFilter EXCEPTION_POINTERS *) | il License info: 48-327F-7274-B7 1
SLNS il ESET spol. s r.o. 1
_amsg_exit H
_onexit ;
_atexit ; Input MD5  : O7AF2BSE7459953CB6CCF1B923FSEFSH
sub_401550 ; Input CRC32 : 3BEBOYB7
sub_401576 - .
_XeptFilter ; File Name C:\Users\Adninistrator\Desktop\ICRSA¥ A (JRIEZAD. 128) \sample_1.exe
alidatelmageBase ] ; Format Portable executable for 80386 (PE)
indPESection ; Imagebase  : 400808
“IsNonwritablelnCurrentimage ; Section 1. (virtual address 00001000)
_initterm 3 uirtual size : 80000884 (  21860.)
Tinitterm_e ; Section size in file : 00000ABD (  2560.)
_SEH prolagd ; DFfset to raw data for section: 66008400
_SEH epilogd ; Flags 60000620 Text Executable Readable
_except_handlerd 4 ; Alignment : default
| - ; 0S type : HS Windous
= ; Application type: Executable 32bit
Line 10f 34
1 s o 8 x include uni_ine ; see unicode subdir of ida for info on unicode
-686p
mmx
.model flat
; Segment type: Pure code
; Segment permissions: Read/Execute
_text segment para public 'CODE’ use32
] 100.00% (-183,-43) (21,214) 00000400 0000000000401000: wikindain (x,x,x,%)
et oty 5 x

FIUSHINg DUZZECS, DISESE Wall.. .0k
File 'C:\Users\Administrator\Desktop\JW# 7 (BET: 123) \Sample_l.exe’ has been successfully loaded into the database
Compiling file 'E:\ida6liidc\ida.idc’

Executing
Compiling file 'Er\idaél\ide\enload. ide’
Executing function 'Onload'...

DA 13 analysing the imput file
You may start to explore the imput file right now.

LoedLibrary (E:\ida61\plugins\python.p6) error: PTEHEERNINR
E:\idaél\plugins\python.pé4: can't load file

Using FLIRT signature: Micresoft VisualC 2-10/net runvime
Eropagating type information

Function argument informatien has been propagated

The initial autosnalysis hes been finished

(=

e
AU: idle Down Disk: 44GB

BATTUE BN R A



“Function Name” % 0, B[ & R a] $447 SC4F B 1 F B iR 3
“IDA View-A"%& [, BIR] #1447 X B RIC %% & 1
“Output Window”, BJ A $AT SO I %6 H

RERMNEBERENRRILHE D,
HARARUTNEHERKE QEREED, FERESEHR

FERICHE O mdr Rina s, WTLEEFEZ ML, RATTLLENE Rd“Text View SREXALE (BRIALAGraph

View& )

i  Group nodes

Xrefs from

Enter comment...

Enter repeatable comment...

Edit function... Alt+P
Set function type... ¥
Hide

Text view

Undefine U

Synchronize with 3

X0 gr &4 F |
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; int _ stdcall wMinMain{(HINSTAMCE hInstance, HIMSTAMCE hPrevInstance, LPWSTR lpCmdLine, int nShowCmd}
_wWinMain@16 proc near

hInstance= dword ptr 8
hPrevinstance= dword ptyr BCh
1pStringi= dword ptr 18h
nShowtmd= dword ptr 14h

push ebp
mou ebp, esp
mou eax, [ebp+1lpStringi]
push offset String2 ; "z@q2"
push eax ; 1lpStringd
call ds:1lstrcmpl!
push a ; uType
push offset Caption ; "MESSAGE"
test eax, eax
jnz short loc_ 481835
I
¥ L
[Fy= | [
push offset Text ; "Hellot 2@12"
call ds:GetActiveWindow loc_481835: ; "Hello? Windows™
push eax ; hynd push offset aHelloWindows
call ds:HessageBoxW call ds:GetActiveWindow
xor Pax, eax push eax 5 hilnd
pop ebp call ds:MessageBoxzl
retn 18h Xor eax, eax
pop ebp
retn 18h
_wWinMain@16 endp

; int _ stdcall wWinMain{HINSTAMCE hInstance, HINSTANCE hPrevInstance, LPWSTR 1pCmdLine, int nShowCmd)

_wWinMain@16 proc near

hInstance= dword ptr 8
hPrevinstance= dword ptyr BCh
1pstring1= dword ptr 18h
n3howCmd= dword ptr 14h

ebp

push

mov ebp, esp

mov eax, [ebp+1lpString1]

push offset String2 ; 28127
push eax ; 1pString1
call ds:1strcmpW

push a 5 uType
push offset Caption ; "FMESSAGE™
test eax, eax

jnz short loc_481835

{77t Sample_01.exe/i, Bbid BEIKISCAHE RIS, BRATHKE] T XA ATHAT XABIMainR B D GE &
W ER)

Mo BHRERMER, B~ ERB T

BT ZATBATAT DB TR AT, BEONAIR SR I I B A 3 2R8I 38 3 S U AT AT S S AT — N E AR
#BAE, I EARREAE R R B 1 A

MABAINENAT I I6%E
push offset Sfrihg2 ; r2e12
push eax ; 1pString1

RAITLLER, REHK“2012”, MlpString1 push A\t
BERKR T

|hall ds:lstrcmpl!



cal IR AT —MNERE, AR LKA “‘IstrempW”
WS E MR R BT, RATTUEZ
Syntax

cos =

int lstrcmpli(
LPCWSTR 1pStringl,
LPCWSTR 1pString2

)i

Parameters
1pstringl
Type: LPCTSTR
The first null-terminated string to be compared.
1pstring2
Type: LPCTSTR

The second null-terminated string to be comparad.

Return Value
Type: int

If the string pointed to by {pStringl is less than the string pointed to by [pSiring2, the return value is negative. If the string peointed to
by [pStringl is greater than the string pointed to by ipString2, the return value is positive. If the strings are equal, the return value is

Zero.

Istrempw Bk # LB T BN 27 5 IpString 181 IpString2 (&
R pString1/M FlpString2, M &8 Bk 8] — 4N 51 3

1 B IpString K FlpString2, T g #i& [ — AN 1E %
WRPWANFRBEHEE, REENRNO

PFrOAEX BBATMAT AT/ T, ZAEFEEBRNNGTRANER 20127317 7 LR, B2
JEM T HAR? IERMNESEETH

test Pax, eax
jnz short lod 481835
Il
¥ ¥
[P | e
push offset Text ; "Hellot 2812"
call ds:GetActiveWindow loc_4616835: : "Hello?t Windows™
push eax ; hynd push offset aHelloWindows
call ds:MessageBoxW call ds:GetActiveWindow
xor eax, eax push eax ; hund
pop ebp call ds:MessageBoxl
retn 18h xar eax, eax
pop ebp
retn 18h
_witinHain@16 endp |




BT Rtest T B/ME, B ERER, BATEE T ERICHF
testMjnzfEix B 2 EFH 1)

B test eax eaxffi & X2

if(EAX == 0)
ZF = 1

else

ZF = 0

M JNZ short loc_4010352

if (ZF == @
GOTO loc_401035

MamR, Hitesty —ME, HRXMERTHO

kR0, WZF =1, WEARARO, ZF=0

WG

WRZF ==

Mk Blloc_401035

Mloc_4010352 1

B BARGE P IXAME KRR, B2 B IRIE XA E D A M R KE
AR BATT IR 7T LASE

BB T IstrempWE BB Z T A0

R RBOREI0, MZFR1, MALBEE

iR R BOREIA N0, MZFR0, MLBk¥ Blloc_401035, AT i T R A A

[P | lal e 2
push offset Text ; "Hellot 2g12"
call ds:GetActiveWindow loc_4616835: : "Hello?t Windows™
push eax ; hynd push offset aHelloWindows
call ds:MessageBoxW call ds:GetActiveWindow
xor eax, eax push eax ; hund
pop ebp call ds:MessageBoxl
retn 18h xor eax, eax
pop ebp
retn 18h
_wiinHMain@16 endp

BT RMMERT, RNBIWLHORLY (B or BABK)

S 3%E “Hello ! 2012"f1“Hello! Windows”

R G #Rcall T “GetActiveWindow” #1“MessageBoxW” i %

AR 7T LASE J

MBEEBAEBE, WEFERN—ANEO4W, HshowT —/MessageBox, & xHello! 2012



MBEBET, WEFKRN—AEO4W, HshowT —4MessageBox, & rxHello! Windows

G B returngs K

BATET LRI — T
41

El .. : | MESSAGE (- |

Microsoft Windows []

AT

C-slzersAdninistrator>Cillsers
Sample_1.exe

C:Users“Adninistrator>

MBRRNWNEAE, BREAE, IstrempWiREIH E A N0, ExHello! Windows

B EES: Chwindows\system32\cmd.exe
Il Hello! Windows

C:Users“Adninistrator>C:

Fanple_1_exe

C:Users Adninistrator>C:
Gample_1.exe 888

C:Users Adninistrator>

| Hella! 2012

Slsers*Adninistrator>C: WUsers\Ad
ample_1 _exe

Slsers*Adninistrator>C: WUsers\Ad
ample_1_exe 888

Slsers*Adninistrator>C:WUsers\Adninistrator~Deskto
ample_1.exe 2012 https://blog.csdn.net/Krumitz

FAN20120E? IR HMR & EHello! 20127

Sample_0154 CREBER#LXMHEKXLE)
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4.Sample_02f]3¥% [5) 43 #r

S TR: Sample 2447 7EHE: 0x00401000% 0x0040105E

Fr AR AT A FEHESample_02f AT $44T 3CH#E A IDA PRO, FEA 4 V)# 3 Text View#t B
75 B IRAVIZ TG 43t

.text:9040108088 ; int  stdcall WinMain{HINSTAHCE hInstance, HINSTAHCE hPrevInstance, LPSTR lpCmdLine, int nShowCmd)
.text:904018088 _WinMain@E16 proc near ; CODE XREF: __ tmainCRTStartup+14B]p

.text:0040810008

-text: 8846810888 Ksq
.text:80401888 String2
.text:964018688 Stringl
-text:06401008 var_L4
.text:804810808 hinstance
.text:80481008 hPrevinstance
.text:804018688 lpCmdLine
.text:88481808 nCndShow
.text:004010008

taghsG ptr -8Z28h
byte ptr -884h
byte ptr -484h
dword ptr -4
dword ptr 8
dword ptr BCh
dword ptr 18h
dword ptr 14h

.text: 88461008 push ebp

-text:ep401001 nov ebp, esp

.text:80401003 sub esp, 82@h

-text:-9804081009 nou eax, _ security_cookie
.text:88401088E ®or eax, ebp

.text:o8p401018 nov [ebp+uar_4], eax
.text:88401813 push esi

.text:Ba4B101L nov esi, [ebp+hInstance]
text:aaug1e17 push Laah ; nsize
-text:ae40101C lea eax, [ebp+String2]
text:oe401022 push eax ; 1pFilename
-text:068401023 push a ; hhModule
-text:060401025 call ds:GetHoduleFileHamen
-text:0040102B push a ; fCreate
-text:ae40102D push 7 ; csidl
.text:0040102F lea ecx, [ebp+Stringi]

.text 88401035 push BCH ; pszPath
.text: 88401036 push a ; hwnd
-text:00401038 call ds:SHGetSpecialFolderPathA
.text:808408103E push offset String2 ; "\\B.exe"”
.text 88401043 lea edx, [ebp+Stringl]

HEBALE R LB ERFA D
M0x0040100020x0040105ERITEE Y, —Fkcall 7 AN K %



.text: 00401025 call  ds:GetHoduleFileNamen

.text:0040102B push a ; fCreate
.text:aou01082D push ¥ ; csidl
-text:o046102F lea ecx, [ebp+Stringi]
-text:00461035 push BCx ; pszPath
.text:00401036 push a ; hund
.text:00481038 call ds:SHGetSpecialFolderPathh
.text:00401083E push offset String2 ; "\\B.exe”
-text:o0461043 lea edx, [ebp+Stringi]
-text:o0461049 push edx ; 1lpString1
.text: 00401040 call ds:lstrcatn

-text:00481058 lea eax, [ebp+String2]
-text:00481056 push eax ; 1lpString2
.text:o0481057 lea ecx, [ebp+Stringi]
-text:a048105D push eCx ; 1pString1
.text:0048105E call ds:lstrcmphi

) 2 ) B 4

BR300 #r -

Syntax

C++ EECpr
DWORD GetModuleFileMNameA(
HMODULE hModule,

LPSTR  lpFilename,
DWORD  nSize

13

Parameters
hModule

A handle to the loaded module whose path is being requested. If this parameter is NULL, GetModuleFileName retrieves the path of
the executable file of the current process.

The GetModuleFileName function does not retrieve the path for modules that were loaded using the LOAD_LIBRARY_AS_DATAFILE

flag. For more information, see LoadLibraryEx.

1pFilename

A pointer to a buffer that receives the fully qualified path of the module. If the length of the path is less than the size that the nSize

parameter specifies, the function succeeds and the path is returned as a null-terminated string.

If the length of the path exceeds the size that the nSize parameter specifies, the function succeeds and the string is truncated to nSize
characters including the terminating null character.

Windows XP: The string is truncated to nSize characters and is not null-terminated.

The string returned will use the same format that was specified when the module was loaded. Therefore, the path can be a long or

short file name, and can use the prefix "\?". For more information, see Naming_a File.

nSize

The size of the {pFilename buffer, in TCHARSs.



Return Value

If the function succeeds, the return value is the length of the string that is copied to the buffer, in characters, not including the
terminating null character. If the buffer is too small to hold the module name, the string is truncated to nSize characters including the
terminating null character, the function returns nsize, and the function sets the last error to ERROR_INSUFFICIENT_BUFFER.

Windows XP: If the buffer is too small to hold the module name, the function returns nSize. The last error code remains
ERROR_SUCCESS. If nSize is zero, the return value is zerc and the last error code is ERROR_SUCCESS.

If the function fails, the return value is 0 (zera). To get extended error informaticon, call GetlastError,

hModuleZ £ ANULLEY, BRERE T #E R ) vl BUT U8R, B BlpFilenamefs M ZM X, @R
IpFilename#g M M2 i X BB A9 Z#1E, MRERT), pathh 76 T — N EMHE R 2R/ 5

Syntax

C++ B copy

BOOL SHGetSpecialFolderPathA(
HWND  hwnd,
LPSTR pszPath,
int csidl,
BOOL fCreate
)i

Parameters
hund
Type: HWND
Reserved.
pszPath
Type: LPTSTR

A pointer to a null-terminated string that receives the drive and path of the specified folder. This buffer must be at least MAX_PATH

characters in size.
csidl

Type: int

A CSIDL that identifies the folder of interest. If a virtual folder is specified, this function will fail.
fCreate

Type: BOOL

Indicates whether the folder should be created if it does not already exist. If this value is nonzero, the folder is created. If this value is

zero, the folder is not created.

Return Value
Type: BOOL

TRUE if successful; otherwise, FALSE.



KR —MEERRARE

Syntax

C++ B Copy

LPSTR lstrcata(
LPSTR 1pStringl,
LPCSTR 1pString2

Ik

Parameters

lpstringl

Type: LPTSTR

The first null-terminated string. This buffer must be large encugh to contain both strings.
lpstring2

Type: LPTSTR

The null-terminated string to be appended to the string specified in the [pStringl parameter.

Return Value

Type: LPTSTR
If the function succeeds, the return value is a pointer to the buffer.

If the function fails, the return value is NULL and (pStringI may not be null-terminated.

R BT —ANE FHK B R BLE# IpString 1 MIpString 2 224 [X i Fa 4t
A AER# MR Bl T —ANLPTSTRI B 755 &
I 7% 8 N IpString 1 /IpString2 i 3 2 7 45 5



Syntax

C++ B copy

int 1lstrcmpA(

LPCSTR 1pStringl,
LPCSTR 1pString2
)i

Parameters
1pstringl

Type: LPCTSTR

The first null-terminated string to be compared.
1pstring2

Type: LPCTSTR

The second null-terminated string to be compared.

Return Value
Type: int

If the string pointed to by {pStringl is less than the string pointed to by (pString2, the return value is negative. If the string pointed to
by [pStringl is greater than the string pointed to by [pString2, the return value is positive. If the strings are equal, the return value is

ZEero.

R IpString1/M FlpString2, i [E 51 %
MR XTF, REIEH
WRME, KEO

7 ¥ 5 56 E
E BIiX B — 58T 4 R,  A0x00401000% 0x0040105ERITEE, kst Rfl T
KB4, R EAR, R EAn

i [ e e o

-text:8848103E push offset String2 ; "‘\B.exe”

"\0.exe"PiHE, RIEMT — LB

A LBRAT S50 — 3%, [AXANBRAR ) T — A48 O AT P04 T SCA4
BB T, BRELLELFIIR. o o

Bearik, ROFHEE Sk 4R S AE T

Sample 021 &
R EX BRERE EHETFTERBEA—RBEATET



emmmA] B2 IX it & AH 4 RiE AT 04 25X B g
IR A9 Ji T 1) 306 A bR 50 2 R A TR
B R R BEIX A4 il it

PR M fate, B REBEFREAEN

A1 Process Monitorsk & &

23 X 232 CreateFile C:\Users'Administrator’AppData’\Foaming'Microscft'\Windows'\Start Menu'\Programs'startup'0. exe
23:4 ]Sample_2. exe 1252 A RuervBasicInforma... C:'\Usersz'Adminiztrator'\AppData'\Roaming'Microsoft \Windows'\Start Menu'\Programs'startup'd. exe
23-4 ] Sample 2. exe 1252 a CloseFile C:\Users'Administrator‘AppData\Foaming \Microsoft \ Windows'5tart Menu'Programs'startup' 0. exe

& #Sample_02[]

C:\Users\Administrator\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\startup
XANE4E T Create T —1M0.exelJFile

TIARIE AT Z BT B 2 A A R BRe, KA LUK 2], iXAM0.exelfiiSample_02.exefe—FEH]

BRATH Stirling R WAE—TF

= B . 2 N

TPIME) SREE(E) MR - BBENS) EBRE(Q) 9¥HO0W) A (H)
= O 0 e Y E e Ve Y R P R =

fn} Sample_2.exe EI@ o} O.exe EI‘E
ADDRESS 66 61 02 03 O4 05 66 07 OB 09 OA OB OC OD OF OF  @123456789ABCDEF -~ ADDRESS 60 01 02 03 04 05 66 D7 68 09 OA OB OC OD O OF  01234567B9ABCDEF -
CEEEEEEEN 4D 5A 96 00 03 00 00 DO 0% OO 00 00 FF FF 08 00  HZ.............. I [TTEEECCH 4D 54 98 66 63 00 0 99 64 66 60 08 FF FF 80 66

C[[GCCRCH BS 88 88 BB BR @9 96 88 48 BE BA GO 68 88 B8 BY CLEGEGN Be 90 60 66 B0 00 00 00 40 66 B0 0B G0 0O 60 68
([P e 00 o8 oo 68 00 00 00 00 BB 68 00 08 00 00 0O (IIG[ZLN 90 90 60 68 60 00 00 00 6O 66 B0 0B A0 08 00 B8
CILEECECY 96 @@ @8 00 00 00 0 00 66 OO 00 00 FG 00 66 OO (LY 90 99 60 66 G0 00 0 99 80 66 60 0B F8 09 80 66
CLEGGCICHN @F 1F BA BE BR B4 89 GO 21 BS B1 4C CD 21 54 68 (LEGELTGE OE 1F BA G B0 B4 B9 CD 21 BR 61 4L CD 21 54 68 .
TLLEENEC 69 73 268 78 72 6F 67 72 61 6D 28 63 61 GE GE GF LLLGLLEEN 69 73 28 78 72 6F 67 72 61 6D 20 63 61 6F 6E 6F  is program canno
CEEEEUTTN 74 2@ 62 65 20 72 75 6E 28 69 6E 20 44 4F 53 20t be run in DOS CIEEELLEN 74 28 62 65 20 72 75 6E 28 69 6E 28 44 4F 53 26t be run in DOS
CLLCECFLN 6D 6F 64 65 2E 8D 6D BA 2% BB BA 60 68 88 B8 BB node....§....... CIEGEEEGN 6D 6F 64 65 2E @D @D ©A 24 66 B0 08 00 09 60 66 mode....$.......
CLLEELETE 10 cC 3¢ E9 5u AD 52 BA 54 AD 52 BA 54 AD 52 BA .7 FYIBEIREEY 8080008 8 CC 3C E9 54 AD 52 BA 54 AD 52 BA 54 AD 52 BA .7 PRIREIREIge
CLLEEULEN 3B DB CE BA 56 AD 52 BA 3B DB CC BA 55 AD 52 BA  ;HEIE? A%{?'v _BBOAAR2D DB CE BA 56 AD 52 BA 3B DB CC BA 55 AD 52 BA  ;EEIR? 218t
CLILITEUN 3B DB FB BA 47 AD 52 BA 3B DB F9 BA 56 AD 52 BA  IDFHS7 47 siding . J|B F8 BA 47 AD 52 BA 3B DB F9 BA 56 AD 52 BA

I ETR?

CLEEGIEEN 5D DS €1 BA 59 AD 52 BA 54 AD 53 BA 1E AD 52 BA | 5 G1 BA 59 AD 52 BA 54 AD 53 BA 1E AD 52 BA  |IHERIS SRR I8
CLLEGIHCN 3B DB FD BA 56 AD 52 BA 3B DB CB BA 55 AD 52 BA  ;IEEIE? 3 = FD BA 56 AD 52 BA 3B DB C8 BA 55 AD 52 BA IHEIET 3 _BIEr
CEEGELTN 3B DB CF BA 55 AD 52 BA 52 69 63 68 54 AD 52 BA  ZREIZFEichT CF BA 55 AD 52 BA 52 69 63 68 54 AD 52 BA FEIRTEichTiE?
CLLLEGIISEH 8n 60 68 08 06 09 86 60 68 00 06 B0 66 80 06 00

000000F 0
a@a66180
000808110
00000120
680806130
000808140
00000150
080806160
000808170

00 B0 00 09 60 00 50 45 00 09 4C 01 05 68
CB 4F 00 00 B0 00 00 0P 00 00 EO 00 62 01
D4 60 BB BB 68 BB B8
20 60 00 00 B0 40 09
66 61 00 B0 00 00 0O
20 61 B8 B8 B4 BB B8
61 80 62 09 40 81 00 60 10 09 60 10 00 B8O

60 00 68 00 68 00 00 0O 50 45 00 00 4C 81 65 6@
n3 7C CB 4F 68 G0 60 OO A0 0O B8 60 EA AA 82 @1
BB 81 ©6A B0 08 OE 09 B0 09 D4 00 00 B0 00 60 6@
69 18 68 00 00 10 00 0O 00 20 00 00 00 00 48 60
68 18 68 B0 AR B2 69 BB A5 0O A1 00 60 AA 68 AA
85 80 81 60 08 00 09 0O 09 20 61 00 60 84 60 60
49 92 01 00 62 00 490 81 00 00 10 00 60 10 08 60 a7 92

60 60 18 60 68 10 OB OB 08 OO OB 60 18 8O 8O B0 CELBGGREASSE A0 80 10 600 60 10 60 60 00 68 G0 68 10 00 A0 A0
00 00 00 00 0O 00 0P 00 4% 23 60 00 A0 00 89 6O CllpA e B0 A8 G0 AP B0 0P BO 08 44 23 60 B8 AG B A0 BB

AR LA GG G Eh NG GG AR GG B @R A0 e ae oGe ne @ e T [ EPTYYYere: An LA AR AA FN NG A0 e G0 G0 R A6 A6 AR A6 0D oo

B
B
@ B8 B8 6@ A 6@ 68 6@ 68 G0 A8 68 688 B8 88
a
C
1

——
CLUDIEET

KBStk

Be o o BRARARWHEIDAREKAR, EREIMEHMTRKFHEE, RIERRBMET, XSample_02%
PAT— N E LI BRI

5.Sample_03i¥ i) 4 #7

LI R: Sample_37r i : 0x0040100020x00401062



text:o0401000
text:o0401000
text:o0461001
text:o0401003
text:00401008
text:o046100D
text:ooua1912
text:ooua1014
text:oooua1o17
text:eoua101cC
text:o04a10822
text:o0401823
text:ooLe10825
text:o040102B
text:o0461831
text:o0401832
text:oo4a10834
text:00401836
text:00401038
text:0040183A
text:oo4a1040
text:o0L01045
text:o040104B
text:8848184C
text:88481852
text:o8481854
text:8848185A
text:8848185B
text:88481861
text: 88481862
text: 884810868
text:88481868
text:8848186D
text:8848186F
text:08481874
text:88481876
text:B8481877

push
mov
mov
call
mov
E{i] g
mov
push
lea
push
push
call
lea
push
push
push
push
push
call
push
lea
push
call
push
lea
push
lea
push
call
mov
E{il g
E{il g
call
mov
pop
retn

ebp

ebp, esp

eax, 2004h

__alloca_probe

eax, _ security cookie
eax, ebp

[ebp+uar_ 4], ea

18086h : nSize
eax, [ebp+ExistingFileMame]
eax ; 1pFilename
a ; hHodule

ds:GetHoduleFileNamel
ecx, [ebp+MewFileMame]

ecx
a8
a8
7
a8

pszPath
dwFlags
hToken
csidl
huwnd

ds:SHGetFolderPathW

offset String?

: "\wwsample @1b .exe"

edx, [ebp+MewFileMame]

edx
ds:1strcatW
5]

; 1pString1

;s bFailIfExists

eax, [ebp+HewFileMame]

eax

; lpHewFileMame

ecx, [ebp+ExistingFileHame]

ecx
ds:CopyFileW

ecx, [ebp+uvar_4i]

ecx, ebp
eax, eax

@_ security_check_cookie@4 ; _ security_check_cookie({x)

esp, ebp
ebp

R LEFATT AT B8 23 B B R HON O
B, BAMETHR—RATUEE

-text:80LA10862
-text:00L4A1068
-text:0040106B
-text:00L4a1086D
-text:00LA1086F
-text: 08481074
-text: 004010876
-text:BoLa1877

-text:00401077 sub_uB18068

-text:BoLa1877

.text:88481877 ;

-text:poLA10878
-text:0B4B10808

.text:08401688 ;

-text:0B4810808
-text:0B4810808

r——-

call
nov
xor
xor
call
nov
pop
retn
endp

ecx,
ecx,
eax,

@_ security_check_cookie@4 ; _ security_check_cookie(x)

esp,
ebp

ds:CopyFilel

[ebp+var_L4]
ebp
eax

ebp

; 1pExistingFileName

e L s it o i

-text:00401080 ;‘int stdecall wwinMai;HINSTnNBE hInstance, HINSTAMCE hPrevInstance, LPWSTR 1lpCmdLine, int nShowCmd)
-text:00401088 wWinMain@ near ; CODE XREF: __ tmainCRTStartup+153]p
-text:0B4810808

-text:004010888 hinstance = dword ptr &

-text:00401088 hPrevinstance = dword ptr B

.text:88481888 1pCmdLine = dword ptr BCh

-text:004010888 nShowCmd = dword ptr -18h

-text:0B4810808

-text:08481088 call sub_4B1888

-text:804010885 push a ;5 uType

-text:80L4a1887 push offset Caption ; "HMESSAGE™

-text:8040188C push offset Text ; "Copied?™

-text:004081091 call ds :GetActiveWindow

-text:80L4a10897 push eax 5 hund

-text:004010898 call ds:MessageBoxW

-text:884081082E xor eax, eax

-text:004010R0 retn 106h

.text:884810A08 _wWinHain@1é endp

25 1 3 B B b Sk vk Secall 7 AT ZE 4347 i ix — &6 43



Bt ASRATT 234 SR AR — 38 23 1 T R B At 4, st ol AAE XM P 24 T

BR B #r -

Syntax

Enn B Copy

DWORD GetModuleFileNameli(
HMODULE hModule,

LPWSTR 1pFilename,
DWORD  nSize

|H

Parameters

hModule

A handle to the loaded module whose path is being requested. If this parameter is NULL, GetModuleFileName retrieves the path of

the executable file of the current process.

The GetModuleFileName function does not retrieve the path for modules that were loaded using the LOAD_LIBRARY_AS_DATAFILE

flag. For more information, see LoadLibraryEx.

1pFilename

A pointer to a buffer that receives the fully qualified path of the module. If the length of the path is less than the size that the nSize

parameter specifies, the function succeeds and the path is returned as a null-terminated string.

If the length of the path exceeds the size that the nSize parameter specifies, the function succeeds and the string is truncated to nSize

characters including the terminating null character.
Windows XP: The string is truncated to nSize characters and is not null-terminated.

The string returned will use the same format that was specified when the module was loaded. Therefore, the path can be a long or

short file name, and can use the prefix "\?". For more information, see Naming_a File.
nsize

The size of the [pFilename buffer, in TCHARs.

Return Value

If the function succeeds, the return value is the length of the string that is copied to the buffer, in characters, not including the
terminating null character. If the buffer is too small to hold the module name, the string is truncated to nSize characters including the
terminating null character, the function returns nSize, and the function sets the last error to ERROR_INSUFFICIENT_BUFFER.

Windows XP: If the buffer is too small to hold the module name, the function returns nSize. The last error code remains

ERROR_SUCCESS. If nSize is zero, the return value is zero and the last error code is ERROR_SUCCESS.

If the function fails, the return value is 0 (zero). To get extended error information, call GetlastError.

5Sample 02 i)GetModuleFileNameA#H {4



Syntax

C++ B copy
SHFOLDERAPI SHGetFolderPathi(

HWND hwnd,

int csidl,

HANDLE hToken,

DWORD dwFlags,
LPWSTR pszPath

Parameters
huwnd
Type: HWND
Reserved.
esidl
Type: int

A CSIDL value that identifies the folder whose path is to be retrieved. Only real folders are valid. If a virtual folder is specified, this
function fails. You can force creation of a folder by combining the felder's CSIDL with CSIDL_FLAG_CREATE.

hToken

Type: HANDLE
An access token that can be used to represent a particular user.
Microsoft Windows 2000 and earlier: Always set this parameter to NULL.

Windows XP and later: This parameter is usually set to NULL, but you might need to assign a non-NULL value to hToken for those
folders that can have multiple users but are treated as belonging to a single user. The most commonly used folder of this type is
Documents.

The calling process is responsible for correct impersonation when hToken is non-NULL. The calling process must have appropriate
security privileges for the particular user, including TOKEN_QUERY and TOKEN_IMPERSONATE, and the user's registry hive must be
currently mounted. See Access Control for further discussion of access control issues.

Assigning the hToken parameter a value of -1 indicates the Default User. This enables clients of SHGetFolderPath to find folder
locations (such as the Desktop folder) for the Default User. The Default User user profile is duplicated when any new user account is
created, and includes special folders such as My Documents and Desktop. Any items added to the Default User folder also appear in
any new user account.



dwFlags
Type: DWORD

Flags that specify the path to be returned. This value is used in cases where the folder associated with a KNOWNFOLDERID {or CSIDL)
can be moved, renamed, redirected, or roamed across languages by a user or administrator.

The known folder system that underlies SHGetFolderPath allows users or administrators to redirect a known folder to a location that

suits their needs. This is achieved by calling IKnownFolderianager:Redirect, which sets the "current” value of the folder associated
with the SHGFP_TYPE_CURRENT flag.

The default value of the folder, which is the location of the folder if a user or administrator had not redirected it elsewhere, is
retrieved by specifying the SHGFP_TYPE_DEFAULT flag. This value can be used to implement a "restore defaults” feature for a known
folder.

For example, the default value (SHGFP_TYPE_DEFAULT) for FOLDERID Music (CSIDL MYMUSIC) is "C\Usersuser name\Music”. If the
folder was redirected, the current value (SHGFP_TYPE_CURRENT) might be "D:\Music". If the folder has not been redirected, then
SHGFP_TYPE_DEFAULT and SHGFP_TYPE_CURRENT retrieve the same path.

SHGFP_TYPE_CURRENT

Retrieve the folder's current path.

SHGFP_TYPE_DEFAULT

Retrieve the folder's default path.
pszPath

Type: LPTSTR

A pointer to a null-terminated string of length MAX_PATH which will receive the path. If an error occurs or S_FALSE is returned, this
string will be empty. The returned path does not include a trailing backslash. For example, "C\Users" is returned rather than
"ChUsers".

ESample 02 #1SHGetSpecialFolderPathATh g 244



Syntax

C++ ™ copy

BOOL CopyFilel(
LPCWSTR 1lpExistingFileName,
LPCWSTR 1lpNewFileName,
BOOL bFaillfExists

¥;

Parameters

1pExistingFileName

The name of an existing file.

In the ANSI version of this function, the name is limited to MAX_PATH characters. To extend this limit to 32,767 wide characters, call

the Unicode version of the functicn and prepend "™\?" to the path. For more information, see Naming a File.

Tip Starting with Windows 10, version 1607, for the unicode version of this function (CopyFileW), you can opt-in to remove the
MAX_PATH limitation without prepending "\?\". See the "Maximum Path Length Limitation” section of Naming Files, Paths,

and Namespaces for details.

If [pExistingFileName does not exist, CopyFile fails, and GetlastError returns ERROR_FILE_NOT_FOUND.

IpNewFileName

The name of the new file.

In the ANSI version of this function, the name is limited to MAX_PATH characters. To extend this limit to 32,767 wide characters, call

the Unicode version of the function and prepend "\?" to the path. For more information, see Naming_a File.

Tip Starting with Windows 10, version 1607, for the unicode version of this function (CopyFileW), you can opt-in to remove the
MAX_PATH limitation without prepending ™\?\". See the "Maximum Path Length Limitation” section of Naming Files, Paths,

and Namespaces for details.

bFailIfExists

If this parameter is TRUE and the new file specified by [pNewFileName already exists, the function fails. If this parameter is FALSE and

the new file already exists, the function overwrites the existing file and succeeds.

Return Value

If the function succeeds, the return value is nonzero.

If the function fails, the return value is zero. To get extended error information, call GetlastError.

Bl =3, SELHAIE M4, B4, fl—4boolfE
W RboolE ATRUE, H BARXF4 CAFERIE, HERK
WMARANFALSE, BirXfr4 CFERIE, REEESRCHE XM, HRIRE
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text:804810408 push offset String2 ; “‘\iwsampleBib.exe”

HHXANBEETEH T —A % ~Iwsample01bi o] 347 3CHF, T iX A AT 4T 34 B Sample 0357 % & — #
i ]

FAIFT FFProcess Monitorsk&E — T

C:'\UsersAdministrator'AppData’\Roaming\Microsoft \Windows'Start Menu'\Programs'startup

ateFile

17 : t

17: . exE 7338 QuerrBasicInforma. .. C:'\Users'Administrator'\AppDeta'\Foeming'\Microsoft\Windows'\Start Menu'\Programs'startup SUCCESS
i7: . EXe 7336 Bclnse}“ile C:'\Users'\Administrater'\AppData\Foaming'\Microsoft\Windows'\5tart Menu'Programs'startup SUCCESS
17: . BXE 7336 ﬁReBQue:r?Ke_T HELM SUCCESS
i7: = T338 ﬁREEQLlEIFKE_T HELM SUCCESS
17: . EXe 7336 ﬂRezOpenKe‘; HELM' Software' Wows432Node \Microsoft \Windows\CurrentVersion'\Explorer'\EnownFolderSett. . . NAME NOT F
- =~y - . J—

KB Sample 37EC:\Users\Administrator\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\startupix
¥ 4% T CreateFile

TIITRASCH R, K

& (C) » AP » Administrator » AppData » Roaming » Microsoft » Windows » [FT&] 2 » BF » startup

=5V IEM #&H
ElEER ~ 2 e

~

&= S HE =H Fh
Do 2015\7\26 E85.. WAEF 58 KB
[ wsample01b 2019\3\6 E5E= .. RFEEE 7 KB

1 S wsampleO1b i 7] $447 S04



34 stirling - wsample01b.exe

TP ERERE) 1E - BENS) SEQ) YEMM)  wa(H)

] 21~ |l Y I Y YR G AL Y e S

o} Sample_3.exe

ADDRESS 60 01 62 B3 04 B85 86
CBLELGELE 3D SA 96 88 03 80 00
CEEEGERLY B8 B8 68 68 68 60 88
CLLELLELGE @0 G 00 68 A8 00 088
CBLDBLLEDE 80 00 00 08 00 00 00
CELLLGELE BE 1F BA BE 60 B4 89
CEEBEEEE 69 73 28 78 72 6F 67
COLBLLIGE 74 28 62 65 20 72 75
CBLBLLFLGE 6D 6F 64 65 2E 8D 6D
CELLBLLELE AB C5 D8 9C E4 A4 Bo
CEEEEERGE BB D2 24 GF E6 A4 Bé
CBLBLGELE BB D2 1C CF F7 A4 B6
CELLBLLEELGE ED DC 25 CF E3 A4 Bo
CELLBLLIHGY BB D2 19 CF ES A4 Bo
CEEEEEGE 52 69 63 68 EL A4 Bé
CBLDBLLGIEGE 58 45 08 08 4C 81 85
CELLBLLIEE 80 00 06 80 EO 80 682
UEEEGRIEY 88 GE 68 68 68 60 @88
UELEGRRLE 868 26 68 68 68 60 4B
COLLLEPLS 85 00 01 08 00 60 00
CELLLRELN 80 60 00 68 00 84 00
CEEEGRENS 868 66 18 68 68 108 88
LLELLRES 88 66 08 68 16 00 680
COUDLREGE A4 22 00 68 64 00 00
UBBU[H?B 00 00 09 B8 00 6O OO

fn ra AA AA L a4 an

07 08 02 OA BB OC OD OE
08 04 68 00 B0 FF FF 88
86 4B 68 OB 60 68 06 B4
6p 00 68 OB 60 68 0O A8
00 00 08 00 60 E0 00 0O
CD 21 B8 81 4C CD 21 54
72 61 6D 28 63 61 6E 6F
6E 28 69 6E 20 44 4F 53
O 24 08 00 B0 00 00 00
CF E4 A4 B6 CF E4 A4 B
CF 8B D2 28 GF E6 A4 Bé
CF 8B D2 1D CF E6 A4 B6
CF E4 A4 B7 CF CA A4 B6
CF 8B D2 2B CF E5 A4 B
CF 68 68 00 68 688 06 B8
80 EC 56 EB 51 00 00 06

66 88 13 060 60 68 16 B8
66 08 18 00 60 68 02 B8
60 05 08 01 60 00 00 0O
08 SB F7 00 60 92 00 B0
66 08 68 160 60 68 16 B8
66 00 68 OO 60 68 OO B
00 00 48 00 60 B4 o1 0O
00 09 68 00 B0 00 0O B0

AR ra aa Aan An 40 a6 oo

BF
L]
an
an
L]
68
6F
28
L]
CF
CF
CF
CF
CF
an
L]
L]
an
an
L]
81
an
an
L]
L]

an

=]
ADDRESS 81234567 89ABCDEF
60000000
aepeae10
a80AAAZ A
00000030
00000040
808680058 is program canno
5 * t be run in DOS

27T LY
is program canng
t be run in DOS

08086120
06000130
nr 00086148
88086150
88000160
96006170

https:/fblog.csdn.net/Krumitz

FStirling =3 4m 528, *fHSample3fiwsampleO1b, K IUABATR —FEH
Z BRI s AT Z B B 4 B R K BUIE B

Sample 033 &

EIDAFH TIRA, #&H K FB|Sample_03.exel KR R B A2 AFAE T WRE
RMEER, WERANETHBEMARRE, WATPIZE 2 FIERRT 17 25% #12 CopyFile T 1

BATEFEAEHOllyDbgi iRk, ¥ Sample 03# AF|OllyDbgH, 1 F &5

T
T gEEC o0
© B2 Gscoooee

E5 Dsgsagon
3
< Fo
‘Ga10oa0n
25 FLOFFRF| LER ERY, [LOCAL. 20491

USH R

8 FUSH &
15" 4zaaznl CELL DUORD ETR 0 [OKERNEL32. Geclodu Lo
0 FLEFFFF| LER ECI, TLOCAL. 16251

H
2

e Bugko PTR oS HLASHELLE2.SHEet o e
sl i

55 FLerFer| LEG D%, CLOCA.. o]

x mé‘i DUORD PTR 05 LCGRERIEL 2. Is5rsany
25 FCEFFFF| LER EQX, [LOCAL. 16261

FUSH_EA%
80 FCOFFFF| LER ECK, TLOCAL. 20491

*“”““""m:;“m’”é”‘"‘"”‘“’”mf“’f

15 gu20400( CALL DUORD PTR 0F: [(GKERNELS2 CopyF i 1=
45 FE iy Diore) T SSEELOCAL. 13
o 10 Eoe e

1]

Sroscono |CALL Babsises

EE HOJ ESP, E5F
Pop EEF

N3
TEFFFFFF | CRLL 2e4g1000
an 5
PUSH OFFSET caanztad
3421000 |PUSH DFFSET 0940214
15 Cuztanl CRLL DUORD PTR 0S: (<GUSERS2.Betct (ueli

& BliSH £t
EPis Bz CALT BBSD PTR 05: ((AUSERS2 HessozeBonl
538 O

D 22 foon R
SEog muzadgn) T ECK DUIRG FTE 092 14530001
il JIE SrokT oasaL
£3' Edazos00 | e Biizs

i 0| o e ) e

B|mHE|

Allocates 8196, bytes an svack

Count = 409,
OFFSET LogAL 209

e

EERNEL 52~ o eliodu 1 {Letane

EuistinsFileizn: => OFFSET LOCAL.2849
KERNELSZ. CopyF | 1eh)

Sanple_3, 80401090 quzsed Aral, Ara2, Aras, Arsd)
L1 EFB0Tin | o RPPLAODAL

cplsd
[ﬁgsznjz Beiet lCeuingon
(8BRS, Hezsageban

~ | Beaisters (kR 7

™)

E51 Boaosrs sample_3.08483578
EIP IBB4BLREB) 53 e_3. 59951000

Sa
TG GBS BaiE donir OIFFFFFFFF)
og

06 LsctErr GOBDDABD ERROR_SUCCESS
EFL BOBODZDZ (1D, HE, IE A, 45, PO, BE. B

510 enpty 0.8
ST1 anprs 010

F57 080 Cond 3865 Err
e
2+ ound BEAR: BBGAGH00

¥ epoanny oonoaaoe cegagon ooPnODDD
{11 opomAny OopGARGN donongon BEAAGGD
il eppannn opppARen eggagon ooPARRDD
§1il Gedonnny opnpARon daddadon anARDND
{13 DopomAny OopGARON dondon BEAAGGD
s gooceoon oepoeres gagcagy oopamooe
{ Goesanry onopngs posoand noranol
(i BBromars GUSFaG7d GOPPOEF DBESHDEE
o

T o
1KCSR BOPALFS0 FZ B D2 @ Err DA A GG
Frd NER sk 11111

[EFEFaT: Sarole 5. Dadosnss
n 401088

. [RETURI Fron Savmle. & Sanp [ 5. BaeRIoEE
RETURI fron Sancle 238431020 o Canpls 3.a0a01280

o
2

312 SanpleTS. CSTRICT Tiee_Bos_HenoEn

AT3% = Bansoe
Arsd = oA

UNICODE ™ inct adDefaule™

RETURN fron keene |32, QueryFerfornancebounter 10 Sanple_3. 0840186

Painter to newt SEH recerd
SERandter

i
RETURM to kexnsl32, 76613268 3

RETLRM to nedl1. 77009902 -

FE004010004: B BTk, 2R 512 TF8Z L HATIE L



1217 3/0040103AkL, BRI F

Cooroicolg g s om e

E4zaaal CALL DWORD PTR DS £ [<UGHELL 2. SHEetFo L de

FF1S
HEdEindal] - 68
gE4Ela4s)] - 8095
BE4E1E4B(] - B2
ga4@iad4c)|] - FFIE
BE4E1EES

BE4E1EEA(] - BB
gE4ElEte|| - 2Daeb
BE4E1Esl(] - &1
ga4@iesz|] - FFIE
HE4E1EEE|) - 2B4D
ga4@iese|] - 23C0

BE4E1EED
GE481E5F
BE4E1ET 4 2B
EE4E1E7E =i}
BE4E1EY VL. C2
GE4E1E72 cc
BE4E1ETS CC
GE481E7A cc
BE4E1ETR CC
EE4E1E7C cc
BE4E1ETD CC
EE481E7E cc
BE4E1ETF
BE4E1HEE
GE4E1827

GE4EIESC(] - &
Ga4ala3i() - FFI5
BE4E1E37(] - 5@
Ga4ala3s() - FFIS
BE4HIEIE(] -
Gad4EleRE k.
gE4ElERs(Fs 3BED
BE4E1EAT [
BE4E1EAE

AR401AE2 F.

= 7B B2

H=
BE4E1EAD| > E9 EBBZEEEE | JMP BE46E1392
£ CC1C4nRR | PLISH AR4R1CC0

FUSH OFFSET BE4EHZ1

14214666

FCEFFFFI LEH EDH [LOCAL. 18251
i EEEBEB&EE_CHLL DMDRD PTR DS: [<&KERMELZZ. letrcathl:
GE4ElEs4 ) - 2085

PUSH &

FCEFFFFI LER ERx, [LOCAL. 18251
PUSH _ER:

FEOFFFF| LEH ECH, [LOCAL. 28421

FLSH ECH
ﬁﬁEﬁﬂﬁﬁ_CﬂLL DWORD PTR _DS: [<&KERHEL32 CDDyFllew

FC MOW ECH, OWORD FTR SS5: CLOCAL.
#OR ECH.EBP

33CH #“0R ERX, EAR
ESEEFBBBBBB CALL ©s@48l8R3

MoW ESF, EBF
FOP EEP

CC INT2
GR4E1620(Fs Eg ESFFFFFF CALL ©@4alaoa

FUSH @
PUSH DFFSET godz2tsd

2 44214008 | PUSH OFFSET BE4E
0 PTR DS [(&USER32 GetAct ivelli

PUSH ER:X
ECza480 CALL DWORD PTR DS: [<&USER32.MessaaeBonll

Lo2a4aa CALL DWOR

wOR EHX, ERR

23CH
Cz 1oe8 RETH 18

Baza48a CMP ECx, DWORD PTH DS: (4828081
JHE SHORT BE4E18A
REP RETH

Tyupes = ME_
CaDtlon = "HE

" edtt”
CUSEREE.Eetﬂctiuewindow
b O e
USERZ2. MHessagsBonll

Src = "wwsampleBlb. exne™

Dest => OFFSET LOCAL.1825
FaillfExist= = FALSE

HewF i leMame => OFFSET LOCAL. 1825

Exi=tingFileMams =» OFFSET LOCAL.Z2E49
FERMELZZ. CopyF i Ll

Sample 208401028 quessed ﬂrgl Ara2, Ar-g2, Arad)
Ok EEHEEFBUTTDNI 1 ME_AFFLHMOOAL

[HE4E2HE41=rE12E596 [SHELL3Z. SHEetFolderPathil]

M4k BN 34T SHGetFolderPathWig #

BATEIT—1T)E, BT

HewF i LeMane = OFFSET LOCAL. 1825

=>» OFFSET LOCAL.20849

SaMDle 2. BB4BlBSB[guessed ﬂr‘gl Arg2, Arg3, Argd)
,_OEFEUTTONL | MB_APPLMODOARL
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int sub_401000()

{
WCHAR Filename; // [sp+@h] [bp-2004h]@1
WCHAR pszPath; // [sp+1000h] [bp-1004h]@1
GetModuleFileNameW(©, &Filename, ©x1000u);
SHGetFolderPathW(@, 7, 0, ©, &pszPath);
lstrcatW(&pszPath, L"\\wsample@lb.exe");

CopyFileW(&Filename, &pszPath, 0);
return 0;
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