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/ Request to http://labl.xseclab.com:80 [220.181.136.174]

Forward Drop Intercept is on Action

(Raw. Params Headers Hex

GET /basel_0ef337f3afbe42d5619d7a36cl9c20ab/index.php HTTP/1.1

Host: labl.xseclab.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:68.0) Gecko/20100101
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=910da5535f7f3f23eda9d588bec7b9%ea

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0
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/ Request to http://labl.xseclab.com:80 [220.181.136.174]
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GET /baseb 6082c908819e105c378eb93b6631c4d3/index.php HTTP/1.1

Host: labl.xseclab.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:68.0) Gecko/20100101
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=910da5535f7f3f23eda9d588bec7b9%ea

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0
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Response

LRaw. Headers Hex HTML Render

HTTP/1.1 200 OK

Server: nginx

Date: Sun, 04 Aug 2019 14:35:02 GMT
Content-Type: text/html

Connection: close

Key: kjh%$#S#%FDjjj

Via: 10080

Content-Length: 201
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body

a href="./search_key.php">_ F|iXHEikkey </a
body
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Response
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HTTP/1.1 302 Found

Server: nginx

Date: Sun, 04 Aug 2019 14:52:37 GMT

Content-Type: text/html

Connection: close

Location:

http://hacklist.sinaapp.com/base8 0Oabd63aa54bef0464
289d6a42465f354/index_no_key.php

Via: 10080

Content-Length: 224

<html>
<head>
<meta http-equiv="content-type"
content="text/html;charset=utf-8">
</head>
<body>
<a
href="./key is here now .php"> </a><!--#iHIFTEX
E}ﬁkeyﬁﬂmf——:’
</body>
</html>
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Response
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HTTP/1.1 200 OK

Server: nginx

Date: Sun, 04 Aug 2019 14:56:02 GMT
Content-Type: text/html

Connection: close

Via: 10080

Content-Length: 16
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Response

“Raw.. Headers Hex HTML Render
HTTP/1.1 200 OK
Server: nginx
Date: Sun, 04 Aug 2019 15:03:20 GMT
Content-Type: text/html
Connection: close
Via: 10080
Set-Cookie: Login=0
Content-Length: 174

fERequestH ¥ 7k Cookie I E & ¥ A Login=1, KiX¥IE/5, 7EResponsef [Fkey:

Response
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HTTP/1.1 200 OK
Server: nginx
Date: Sun, 04 Aug 2019 15:06:32 GMT
Content-Type: text/html
Connection: close
Via: 1008
Set-Cookie: Login=0
Content-Length: 152

<html>
<head>
<meta http-equiv="content-type"
content="text/html;charset=utf-8">
</head>
<body>
key is: yescookieedit7823789KJ
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//print_r($_SERVER);
explode(', "', ['HTTP_X_FORWARDED FOR']);
if ( [o] '127.0.0.1") {
//key
echo "key is ~&*(UIHKJjkadshf";
} else {
echo "WAZIMNAHPTE! ";
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User-agent: *

Disallow: /

Crawl-delay: 120

Disallow: /9fb97531fe95594603aff7e794ab2f5£/

Sitemap: http://www.hackinglab.sinaapp.com/sitemap.xml
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