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AR

K 5 (Steganography): 7EN B4 B KB TR E B REELS EARE (BR, 5, WHE) FIradAGEE
BAT R, BT RETMENRDT, B=ZFTEEEWERBNEFE.

ka5 2t (Steganalysis): frilix B % itk R EFMEGE BWFEE, A0 ES.

RS IR R P A BB IR IRARAREAKE.

MDLAT1E A LU EL

1. # A% (Embedding Rate): £}/R— » B100%BN0% A FE. HAP0% RN ZRBARFER (c
2. #AKE (Sample Length): & FHEAR K, H108, 181%,

4 | m | 3

¥4 4% (Evaluation Metrics): ¥EACC; BERFPR; KK EFNR; MK,
—RTE, MR, BERRAR, RS .

1. ACC=
. FPR=
. FNR=

A WD

- R ST AT 3 B T — (average testine time over samnle length). ZEZ5 H EAK 1w fid & .

4 L3

HETMKIET (VolP) HRHREEREEE S

VolP i8R E4EgmiS, FEMILEEE XHSZHRMNSE, MSHEREEEFRERS HTEX DIRERS 5 X5 s EH 8L
(least significant bit, LSB)ka 5 &% 5] il (quantized index modulation, QIM)FES .

1. LSBREE: ET VolP Hi&SmiEEPRITRRUNEBETR. ERETENELSHRETREERL, HBEBCIE
=8,

2. QMBS : I VoIP %l 32 KT A TR 4 T A KRS BTV, DSt SRR R R AL RS, AN
R g MU A BB B IR T, AT R

VolP )4 5 38 Kk £ 1 FH Al A 0h 2% 1 T 4w 9 ( code excited linear prediction, CELP)4wfS#iN 4% . ZmidastRiEScmiorh: &
MW b EFEERNECAEER.

Ft i R R EENSHCN: &4 (linear predictivecoefficients, LPC) &%, [ &M% (fixed codebook, FCB)
¥, HIERS A (adaptive codebook, ACB)ZH f1Gain 28, HHGainZH AKX METRE, HESHEBRSHISE
& LRI 3 FEERE .



LPC, FCB, ACB Z¥4mil#l & A A S HigmtS, FrABEr LMERILSB 75 a5 X LiREQIME RS, X TRE,
REMBRETREMMNETRS5E, HERNETOMAERD T ERBRERBIEMEEEE. FrERREFERD K,

ERXN TR, ARERMRMMTE EENRBEEENERFARFMERSIME, Fit, RESHTSEESHALER
K.
HFVoIPIREAE YO SN ] ST »  ATLSBHEAY
lﬁ ETFQIMNES
PHLEA MBS PGk RE
i il 3 B S
R RS
B 1 ETF VolP HfaE 2
Fig.1 Steganography classification based on VolP
3T Vol PHIEAS 43 H7 AT RS 4 BT BHIAS i it &8RS b
HA i LPCE MBS 5 b7
il Ep A A S i WGk EATE A | P FCBERMBAT T
WEFARS S | S ACB2REIES b7
S5 U O B 5
B2 ETF VolP BIREmirs

Fig.2 Steganalysis classification based on VoIP

1. BIEEEZ(EETHLDSH)

ATHATRES, F—PHRARERKETHESH, RNTFESFHRTAE, Flinmwavib, 85 (G5 )MIRNSH(#
M), _EFmESHE)E, BETREI.

1.1 FEHRBRKE S RESH
AR KIAKIS Y, IRFEREELHMIE, 5%1.25.
T

Train Set: https://pan.baidu.com/share/init?surl=dJtBXQuzZnG2eba13tbmnOA (a1xd)
Test Set: https://pan.baidu.com/share/init?surl=MREI-doUf2MG4-BUE91P0w (levg)
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e LE k575 ERZH LIRS IRAE HAHE


https://pan.baidu.com/share/init?surl=dJtBXQuZnG2eba13tbmnOA
https://pan.baidu.com/share/init?surl=MREl-doUf2MG4-BuE91P0w

g o ka5 75 8 RS XS BRAE HAHE

G.729a CNV-QIM LPC, &M:HMS% 1s 0%~40% 45000~50000
G.729a PMS ACB, HEEIEESH 1s 0%~40% 45000~50000

CNV-QIM:Xiao B, Huang Y, Tang S. An approach to information hiding in low bit-rate speech stream[C]/IEEE GLOBECOM
2008-2008 IEEE Global Telecommunications Conference. IEEE, 2008: 1-5.

PMS: Huang Y, Liu C, Tang S, et al. Steganography integration into a low-bit rate speech codecl[J]. EEE transactions on
information forensics and security, 2012, 7(6): 1865-1875.

BT REEE, RITEEIENE2D.
1.2 HOHERESH

= = =g
J?é;’a E)ﬁ —Ra s J?(;fa E'm;'iﬁ 25 (. g720a [—HEe gﬁﬁg)ﬁ
Lwav sl o datZ) Ltxt

TEQ TR RID S H ()
1.2.1 wav->pcm

wavik & HiE &£
HiZ:Chinese.tar.gzwav 2 160 2k 1& & ,40+/ N
i English.tar.gz, wav #3160 21&&,70+/0 .

wavsplit.py:
FE B wavrEH10s,9s,8s,.. I K, ZJ5E# R pcm.


https://drive.google.com/file/d/1LF2dAXHkd8TmzaDnTg0Zmbs7xVdSovMH/view?usp=sharing
https://drive.google.com/file/d/1Uy7WyEg3y-hvefUczo_6gFyyeeTC6ohg/view?usp=sharing

import os
import wave
import numpy as np

path = "E:/wav_path/"
pcm_path = "E:/pcm_path/"
CutTime=10 # BI#;H7471 /]
files = os.listdir(path)
files = [path + "\" + f for f in files if f.endswith(".wav')]
if _name__ ==' main_ "
for i in range(len(files)):
FileName = filesli]
f = wave.open(r'" + FileName, 'rb")
params = f.getparams() # L Z 40V 1FE E
nchannels, sampwidth, framerate, nframes = params|:4] # A& 4, E /L1740, FHATZE, TS5
str_data = f.readframes(nframes)
f.close()
# IR E RN AT 7
wave_data = np.frombuffer(str_data, dtype=np.short)
if nchannels > 1:
wave_data.shape = -1, 2
wave_data = wave_data.T
temp_data = wave_data.T
else:
wave_data = wave_data.T
temp_data = wave_data.T
CutFrameNum = framerate * float(CutTime)
Cutnum = nframes / CutFrameNum # 247/ F 47
StepNum = int(CutFrameNum)
origin_name, _ = os.path.basename(FileName).split(".wav")
for j in range(int(Cutnum)):
FileName = pcm_path + os.path.basename(origin_name) + " " + str(j) + ".wav"
print(FileName)
temp_dataTemp = temp_data[StepNum * j:StepNum * (j + 1)]
StepTotalNum = (j + 1) * StepNum
temp_dataTemp.shape =1, -1
temp_dataTemp = temp_dataTemp.astype(np.short) # 77/ WAV 1%
f = wave.open(FileName, 'wb')
# LEFEEL. EHNHFRFFEIE
f.setnchannels(nchannels)
f.setsampwidth(sampwidth)
f.setframerate(framerate)
f.writeframes(temp_dataTemp tostring()) # #wav_data 7% # 4 — il 204 5N\ X 1F
f.close()

wav2pcm.py:



#-*-coding:utf-8 -*-

import os
import numpy as np

path = "E:/wav_path/"
pcm_path ="E:/pcm_path/"

for file in os.listdir(path):

f=0

data =0

f = open(os.path join(path,file))

f.seek(0)

f.read(44)

data = np.fromfile(f, dtype=np.int16)
dataname = file.rstrip(‘wav')+'pcm'’
data.tofile(os.path join(pcm_path, dataname))

BE F fffmpeg TE, FH¥fifmpegivmBIREGZEF, f#H U T
import os

path = "E:/wav_path/"

pcm_path = "E:/pcm_path/"

files = os.listdir(path)

files = [pcm_path + "\\" + f for f in files if f.endswith(".wav')]

if _name__ =='_main_ "

j=0

for i in range(len(files)):
in_wav = files|i]
origin_name, _ = os.path.basename(in_wav).split(".wav")
out_pcm = os.path.join(pcm_path, "prefix_%05d.pcm" % (noise, j))
j+=1
cmd = "ffmpeg -i %s -f s16le %s" % (in_wav, out_pcm)
os.system(cmd)

1.2.2 pcm->dat

A DAME 2 A4 i 2% iLBC,G.723.1,G.729a,AMR%:, HRER B R XA EHATEI, BidIR B mIDIERE T 0t B S EE T B
M, BHlINLPCSHCALSFHE R R P VQRENEIKincidence, ACBS st & FIFF 3% iR 8 & F f¥pitch.

XEAFAFERRRS T E: https://github.com/YangzZITHU/V Stego800K/blob/main/Steganography/Stega_tool/StegCoder.exe
RATHMERS i CNVAIPMS, CNVEBE TLPCSH (VQEMESIME) , PMSEBH TACBSH (EEEREHS
ﬁ) o

CNV-QIM:Xiao B, Huang Y, Tang S. An approach to information hiding in low bit-rate speech stream[C]/IEEE GLOBECOM

2008-2008 IEEE Global Telecommunications Conference. IEEE, 2008: 1-5.

PMS: Huang Y, Liu C, Tang S, et al. Steganography integration into a low-bit rate speech codec[J]. IEEE transactions on
information forensics and security, 2012, 7(6): 1865-1875.

R I


https://github.com/YangzlTHU/VStego800K/blob/main/Steganography/Stega_tool/StegCoder.exe

1. B FEERS K pem T BAE — AN 4 Ninputif ST i
2. HE—outputs 3%, HFFERRES G K
3. WRFEACNV-QMERE, BEBRAERN100%, UEMLSRRFHRTA

StegCoder.exe -i input -o output -a cnv -r 100
MAEHAPMSEERE 7L, RBEBRAEN100%, WIEMSRRFABA
StegCoder.exe -i input -o output -a pitch -r 100

4. KR FR 1004 LI At R\ F AT AR BRAFH R R B SRR A o

1.2.3 dat->txt
1R B CE A ES8RILBC,G.723.1,G.729a, AMRS: , Xt oL I f# 55 8% A5 25 TR v SR VUM B2 ) 4 B 5 3

B GT29A IS X4 S R iU T
H: https://github.com/YangzI THU/V Stego800K/blob/main/Steganalysis/RSM/G729PreProcessor CNV%2BPMS.py

parser.add_argument("--input", default="inputdir", help="%i \ {4/ {4 3", type=str)
parser.add_argument("--output", default="outputdir", help="fi 4 Z{F %", type=str)

A] LA B B 7R RS H i defaultis E#:1817, H A outputdir 2 IREURFE () ST, inputdir 27 3EE I 40D 5 40 (.g729a) 30 fF % .
WETE SRR HI python G729PreProcessor CNV+PMS.py --input inputdir --output outputdir

RIESHHRHEN, WSS MRSSEH, HPE3MELPCSH, EMMRACBSH

def extract_frame(content):
if type(content) == str:
content_t = [int(item.encode('hex’), 16) for item in content|
else:
content_t = content
a = content_t[0] & Ox7f
b = (content_t[1] >> 3) & Ox1f
¢ = ((content_t[1] << 2) & Ox1c) | ((content_t[2] >> 6) & Ox03)
d = ((content_t[2] << 2) & Oxfc) | ((content_t[3] >> 6) & 0x03)
e = content_t[6] & Ox1f
return [a, b, ¢, d, e]

2. 355

https://github.com/YangzITHU/V Stego800K/tree/main/Steganalysis#&fit 7 LA T ILFH &5 247 5 i


https://github.com/YangzlTHU/VStego800K/blob/main/Steganalysis/RSM/G729PreProcessor_CNV+PMS.py
https://github.com/YangzlTHU/VStego800K/tree/main/Steganalysis

SS-QCCN:Yang, H., Yang, Z,, Bao, Y., & Huang, Y. (2019, December). Hierarchical representation network for steganalysis of
gim steganography in low-bit-rate speech signals. In International Conference on Information and Communications Security
(pp. 783-798). Springer, Cham.

CCN:Li, S.B., Jia, Y. Z, Fu, J. Y., & Dai, Q. X. (2014). Detection of pitch modulation information hiding based on codebook
correlation network. Chinese Journal of Computers, 37(10), 2107-2117.

RSM.Lin, Z., Huang, Y., & Wang, J. (2018). RNN-SM: Fast steganalysis of VolIP streams using recurrent neural network. [IEEE
Transactions on Information Forensics and Security, 13(7), 1854-1868.

FSM:Yang, H., Yang, Z,, Bao, Y., Liu, S., & Huang, Y. (2019). Fast steganalysis method for voip streams. [IEEE Signal
Processing Letters, 27, 286-290.

SFFN:Hu, Y., Huang, Y., Yang, Z., & Huang, Y. Detection of heterogeneous parallel steganography for low bit-rate VolP
speech streams. Neurocomputing, 419, 70-79.

https://github.com/fixmlzn/RNN-SM/blob/master/algorithms/IDC .pyifit 7 IDC F %

¢ IDC:: LISong-Bin, HZ Tao, YF Huang. Detection of quantization index modulation steganography in G.723.1 bit stream
based on quantization index sequence analysis[J]. Journal of Zhejiang University-Science C(Computers & Electronics), 2012,
13(8):624-634.

HAHCCNMSS-QCCNRE T “F THHE+7 KB HIBS H1 5¥%, IDCFISS-QCCNA FAMICNVER S, CCNERIPSMERS .
RSM. FSM. SFFNRZE TFIHEEXINBE o hE, THTFERMCNVAIPMSKEE.

2.1 RSM

https://github.com/YangzI THU/V Stego800K/blob/main/Steganalysis/RSM/RSM.py
RNN-SMP &, J& 58 —ANERBE 2 51 I 4% B 7E N 4618 J R Re B A iS5

HEBKFOLDERSH 2 M A LAE T, HAPEHIRRKRZEE (stego)S M BIESE B S, 0/ IEH %L Bl #k A F N0 (cover)i1 3
BB HEE EH -

FOLDERS = |
{"class": 1, "folder": "/data/train/g729a_Steg_feat"},
# The folder that contains positive data files.
{"class": 0, "folder": "/data/train/g729a_0_feat"}
# The folder that contains negative data files.

X BRSO A BCRIU S WA S5 M RISSH, K3 NRLPCSH, FEFMANRACBSH. MAMAKMRACNVEES, FHHX
MEEHFERBETLPCSH, FURTEFHEMMIT=ALPCSH. WRMEHMEPMSKES, FHAXANREFERKET
ACBZ¥, FrblR&ZEMEAEMKEMNANACBSH.

"'for CNV"'

X _train,x_test=x_train|:,:,:3] x_test[:,:,:3]

#2E °T LLinput_dimp95 24 /%3

model.add(LSTM(50, input_length=int(SAMPLE_LENGTH/ 10), input_dim=3, return_sequences=True))
"'for PMS™

X_train,x_test=x_train|[:,:,3:] x_test[:,:,3]

#25 °] LLfginput_dimp95 26 /%2

model.add(LSTM(50, input_length=int(SAMPLE_LENGTH/ 10), input_dim=2, return_sequences=True))


https://github.com/fjxmlzn/RNN-SM/blob/master/algorithms/IDC.py
https://github.com/YangzlTHU/VStego800K/blob/main/Steganalysis/RSM/RSM.py

RSMRM & I SUZELSTMAL R, 2352 B A sigmoidiiE R BRI & EH K. 18 Fadamit b 8380 = 403838 U 1R it ok B Bk
Rl

model = Sequential()

model.add(LSTM(50, input_length=int(SAMPLE_LENGTH/ 10), input_dim=5, return_sequences=True)) # first layer, Ztilinput dim~Z5, L
BH3 2

model.add(LSTM(50, return_sequences=True)) # second layer

model.add(Flatten()) # flatten the spatio-temporal matrix

model.add(Dense(1)) # output layer

model.add(Activation('sigmoid')) # activation function

model.compile(loss='binary_crossentropy', optimizer='adam'’, metrics=["accuracy"])

WERER T

foriin range(ITER):
model fit(x_train, y_train, batch_size=BATCH_SIZE, nb_epoch=1, validation_data=(x_test, y_test))
model.save('full_model_%d.h5' % (i + 1)) # #HRF

AIE I ZREB 53 I ANACC FPR FNRIEH #E 7 :

y_pred = np.argmax(model.predict(x_test), axis=1)
accuracy = accuracy_score(y_test, y_pred)

tn, fp, fn, tp = confusion_matrix(y_test, y_pred).ravel()
fpr=1fp/ (fp +tn)

far=fn/ (fn + tp)

HARVE HEIR:

from sklearn.metrics import confusion_matrix, f1_score, precision_score, recall_score, accuracy_score

y_pred = np.argmax(model.predict(x_test), axis=1)
accuracy = accurac y_score(y_test, y_pred)

precision = precision_score(y_test, y_pred)

recall = recall_score(y_test, y_pred, average='binary')
f1score = f1_score(y_test, y_pred, average='binary')
MiF1 = f1_score(y_test, y_pred, average='micro’)
MaF1 =f1_score(y_test, y_pred, average="macro’)

3. AMRF& 5 4 #7 $ 3% £ —Kaggle

o Kaggle¥dE&EHlt: Multiple Voip Steganography Datasets
BE 1B TAMRKE S HIEEH TR E 2 ritse, #lanLPC FCB,ACBHIFRE

o [EE/rHDemottilit1: keras-rnn-sm
o BE /A HrDemoiht2: pytorch-rnn-sm

o [aEHrDemottshit3: MLSteg-msdpd
RERIEdemo I T BIEAT — BB UL T MRS ik 2.

Reference:

https://github.com/YangzI THU/VV Stego800K
https://github.com/fixmIzn/RNN-SM
HNRE, HEE, X755, IPEERE KRSt )], ERERHE K28 B RBHERR, 2019.


https://www.kaggle.com/wujunyan/amr-steg
https://www.kaggle.com/wujunyan/keras-rnn-sm
https://www.kaggle.com/wujunyan/pytorch-rnn-sm
https://www.kaggle.com/wujunyan/mlsteg-msdpd
https://github.com/YangzlTHU/VStego800K
https://github.com/fjxmlzn/RNN-SM
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