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import zlib

import hashlib

import sys

from struct import pack

def dec_(file_ ):

f = open(file_,'r').read()
f = f[48:]
tmp = "'

for i in f:

tmp += chr(ord(i) ~ ord("\f"))
f = zlib.decompress(tmp)
return f

def enc_(file_ ):
f = open(file_, 'r').read()
data_dec_len = pack('<Q',len(f))
f = z1lib.compress(f)
tmp = "'
for i in f:
tmp += chr(ord(i) ~ ord("\f"))
m2 = hashlib.md5()
m2.update(tmp)
md5_ = m2.hexdigest()

data_enc_len = pack('<Q',len(tmp))

enc_data = md5_ + data_dec_len + data_enc_len + tmp
return enc_data

#print dec_('sdfasgerwtytc.php')

print enc_('test.php')

comment

gititt &


https://blog.csdn.net/dengzhasong7076
http://www.cnblogs.com/iamstudy/articles/wangding_4th_game_web_writeup.html
https://www.cnblogs.com/iamstudy/articles/sctf2018_simple_php_web_writeup.html

console B i LA B — iR P RGITE — LMk T, &8RS & Commit )

E B — T oith — S TR R BN EE, METKIETEARE, BugScanTeamiBAK IVAES =34
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[:13m0n@13m0ndeMacBook—Pro ~/work/tools/src_tools/test/demo <master*;

$ cat demoFile

this is my demo content.

[:13m0n@13m0ndeMacBook—Pro ~/work/tools/src_tools; /demo <master*>
$ git add demoFile

[:13m0n@13m0ndeMacBook—Pro ~/work/tools/src_tools/test/demo <master¥*>
$ git status

On branch master

No commits yet

Changes to be committed:
(use "git rm --cached <file>..." to unstage)

[:13m0n@13m0ndeMacBook—Pro ~/work/tools/src_tools/test/demo <master*>
$ git log
fatal: your current branch 'master' does not have any commits yet
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— HEAD

— config # Hifgiti—IL(z R
— description

F— hooks

— index

— info

| L exclude

[— objects # &M

| F=ec

| | — 14454dd8d472ef27843ac8c86bdbal61c27a03
|  F info

| L pack

L— refs

— heads

L— tags
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~/work/tools/src_tools/test/demo/.git <master>

[:13m@n@13m@ndeMacBook—Pro
$ cat index | hexdump -C

00000000
00000010
00000020
00000030

00000050
00000060
00000068

[:13m@n@13m@ndeMacBook—Pro

44 49 52 43 00 00 00 02
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01 24 62 al 00 Q0 81 a4
VN OC 14 45

c8 ob db al 61 c2 7a

6Cc 65 00 00 94 9b 78 66
da 17 84 e7 62 a4 13 c8

00 00 00 @1 5b 86 be bc
1b Oc 6d e8 01 00 00 04
00 00 01 f5 00 00 00 14
d8 d4 72 ef 27 84 3a c8
00 08 64 65 6d 6f 46 69
a7 fa c4 e3 e2 97 9 c2

~/work/tools/src_tools/test/demo/.git

$ 1s objects/0c/14454dd8d472ef27843ac8c86bdbal61c27a03
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http://gitbook.liuhui998.com/1_2.html

98ca9..

eB455..
commit size blob ,
™ ode2s.. o size
tree 0de24 e
parent =TT tree size Py
(The MIT License)
author Scott
blob e8455 | README Copyright (c) 28@7 Tom Preston-
committer | Scott -
- tree lﬂa‘fg lib Permissicn is hereby gronted, f
WG TS i el e gy il S ree of charge, to ony person obj
and it is really, really cool * : =

10afo9.. be52a. .

tree size blob size
\ require "grit/index"
blob |be52a |mylib.rb reguire "grit/status’
tree |b70f8 |inc
1 module Grit
closs << self
attr_occesser :debug
b70f8..
0adla..
tree size :
blob size
blob |0adla |tricks.rb i o .
reguire "gritfgit-ruby/reposi

reguire "grit/git-ruby/file_i

module Grit
module Tricks

BETR#EITgit commit, ZH T 0cs 31HANHEHZX

on@

Ei cat ind

[ master

objects
Qc
L 14454dd8d472ef27843ac8c86bdbal61c27a03
3L
L— d459eb83ed7£3d9195b2bd24d4e2cbdc7e299c
8e
L— 63e6627218ble455a5ae4bc45135316cF39055
info
pack

refs

5§ 5 P Zlib A B T B P 2

00000000
00000010
00000020
00000030

00000050
00000060
00000070
00000080
00000089

f = open("14454dd8d472ef27843ac8c86bdbal6lc27a03","r").read()

import zlib

print zlib.decompress(f)
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[:13m0n@13m@ndeMacBook—Pro
$ git cat-file -p 8e63e66

tree 31d459eb83ed713d9195b2bd24d4e2cbdc7e299¢
- mom> 1535561096 +0800
el B 1535561096 +0800

author 13m@n <iwm
committer 13m@n <i.®

1s demo

k/tools

/src_tools/test/de
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cb dc 7e 29 9c 32 66 b2
fb 32 75 7a 2d 9e a2 44

00 00 00 01 5b 86 be bc
1b Oc 6d e8 01 00 00 04
00 00 01 f5 00 00 00 14
d8 d4 72 ef 27 84 3a c8
00 08 64 65 6d 6f 46 69
00 00 00 19 00 31 20 30
3d 91 95 b2 bd 24 d4 e2
42 9a cd b4 €9 75 85 3e
K]

’.git/objects/8
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Hilidgit 1s-tree 31d4598FRtree ZEHEAFMAINE, BI—HFEW, LLEX M FIBlobst % H
object id, 2 if it treeFR AT AT LAFR 2R B ST {4 Ffiobject id.

[:13m0n@13m0ndeMacBook—Pro ~/work/tools/src_tools/test/demo/.git/objects/31 <«dev»
$ 1s
d459eb83ed713d9195b2bd24d4e2cbdc7e299c¢

[:13m0n@13m0ndeMacBook—Pro ~/work/tools/src_tools/test/demo/.git/objects/31 <dev>
$ git 1s-tree 31d4
100644 blob 0c14454dd8d472ef27843ac8c86bdbalblc27a@3 demoFile

Bt CASR BB G ) BEAN T FE B2 commit -> tree -> blob

*k%

ETRBNBSHBM—AXMH, #HTgit adds git commit#fE

— objects

— ec

| — 14454dd8d472ef27843ac8c86bdbal61c27a03

— 2b

| L— €cc291c71cc92898645cdc8990056027108580

|

|

|

|

| 31

| | L— d459eb83ed7f3d9195b2bd24d4e2cbdc7e299¢
| 85

| | — 66ddci52da79a3e2fd4ap@123aeea397e574c4
|

|

|

|

|

|

I—Se

| L— 63e6627218ble455a5ae4bc45135316cF39055

— o8

| L— 0411cbd21c224e546111360d20775d62c33349

— info

L pack

XTFHET 2b. 85+ 98=AEHR, 4ARFHDblob. tree. commit

& T commiti¥) 4 &

[:13m0n@13m0ndeMacBook—Pro ~/work/tools/src_tools/test/demo/.git/objects/98 <master>
$ git cat-file -p 98041ic

tree 8566ddcl152da79a3e2fd4a00123aeea397e574c4

parent 8e63e6627218ble455a5ae4bc45135316¢f39055

author 13mon <@ P " 5.8~ 1535561686 +0800
committer 13m@n < mm -H-l » m» 1535561686 +0800

demo?2

A LLE R FHEtreeR8H T85/66ddcl, #RJEparent2ikIa T 8e6366HIcommit, HELR _E—kKcommitPy

//'?.?.

E:I3m0n@13m0ndeMacBook—Pro ~/work/tools/src_tools/test/demo/.git/objects/85 «dev>
$ 1s

66ddc152da79a3e2fd4a0@0@123aeea397e574c4

[:13m0n@13m0ndeMacBook—Pro ~/work/tools/src_tools/test/demo/.git/objects/85 <devs
$ git 1ls-tree 8566dd

100644 blob 2bccc291c71cc92898645cdc8990056027108580 demo2

100644 blob 0c14454dd8d472ef27843ac8c86bdbalclc27ad3 demoFile




THEBUE T Gitf R B LR O, AR R % & A
1. HFEQiItlTEIRFR A K, ljiejie)iEE T —4 , Pt KILrEL.

EBm@n@Bm@ndeMacBook—Pro ~/work/tools/src_tools/test/GitHack <master*:
$ python GitHack.py http://b@7289c550254979a3df735e22@0bb9dc2813e76ee@@f4d89.game. ichungiu.com/.git/
[+] Download and parse index file ...
write_do.php
[OK] write_do.php
E13rfl0n@13m0ndeMacBook—Pr'o ~/work/tools/src_tools/test/Gi <rnaster*>

$ cd b@7289c550254979%a3df735e220bbd
f—13m0n@13m0ndeMacBook Pro ~/work/tools/src_tools/test/GitHack/b@ 9a3df735¢
Af4d89.game.ichunqiu.com <master*>

3 13m@n staff 96 8 29 23:31 .
8 13m@n staff 256 8 29 23:31 ..
1 13m@n staff 324 8 29 23: 31 write do php

ol -

B Nindex@2 7 i THRE o A EHI S, BrelEmZIKE T K Kblobiobjectsiihash, /5 £/2IXH, &
JE AR 2R .

2, » B MPITE H I fi 5 > I R

X IR AR 4332 tag, #BATBAM/.git/refs/heads. /.git/refs/tagBHE R EH K commitxt f
id, 2582 E XN 7] A€ F parent commit

BB master, & #TIcommitfjobject idRTPATE/ . git/refs/heads/master3RELE]

3. RAGFAE, hREEN, ZBRAREEEY, AMAREAREFIRA. H7T 8 5% 1 IR A AT LU
Hoit stash¥XMWAoGHFRRK, REETUHIToit pull, BERNABREIFL
3|/ .git/refs/stash, WARHALMEHgit commit

—13mOn@13mOndeMacBook-Pro ~/work/tools/src_tools/test/demo/.git/refs <dev»
‘—¢$ cat stash
€0945bc49106ac493f0d8c3b32370374b2d36a28

[:13m0n@13m0ndeMacBook—Pro ./work/tools/src_tools/test/demo/.git/objects/e® «<dev>
$ git cat-file -p €094

tree Qa9e76b2ef3225dbae91c@deccldc3b926bed638

parent 980411cbd21¢224e546111360d20775d62¢33349

parent ee5684c7363036ed20ad703381f74a45b131fb14

author 13m@n <iamstudy@126.com> 1535565017 +0800

committer 13m@n <iamstudy@126.com> 1535565017 +0800

WIP on dev: 980411c demo2

prbLiE i B commitERAIK IBEEBEIE commit -> tree -> blob XFHERXERIVEG

4. [ Tgit reset --hard HEAD[EIVEE{E
XAEER PDAIREL— T/ .git/logs/HEADX M, ESICEBELE


https://github.com/lijiejie/GitHack/
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https://www.leavesongs.com/PENETRATION/XDCTF-2015-WEB2-WRITEUP.html

980411cbd21c224e546111360d20775d62c33349 13m@n <iamstudy@126
.com> 1535595742 +080@ commit: git commit back
dfaldb8928a769b321b122f91e2c24@c9b76f0a2 dfaldb8928a769b321b122191e2c240c9b76f0a2 13mdn <iamstudy@126
.com> 1535595835 +080@ reset: moving to HEAD
dfaldb8928a769b321b122f91e2c240c9b76f@a2 980411chd21c224e546111360d20775d62c33349 13mdn <iamstudy@126
.com> 1535595888 +080@ reset: moving to 9280411
[:13m0n@13m0ndeMacBook-Pro ~/work/tools/src_tools/test/demo/.git/logs <master>

$ cat HEAD

bk tn b T {8 & resetZ B fiicommit id

5. git gc, &¥THobject4d ipack3ifF. HEH MIEHER , —REpushE{ESITR—T,
{EL R 2 TP B8 AN 2t 1 HA SR

[:13m0n@13m0ndeMucBook—Pro ~/work/tools/src_tools/test/demo/.git/objects/info <masters
$ cat packs
P pack-2a88be9245ec43638ec4f7t450897ece3828af98.pack

E:I3m0n@13m0ndeMacBook—Pro ~/work/tools/src_tools/test/demo/.git/objects/info <master>
$ cd ../ && tree

pack-2a88be9245ec43638ec4t71450897ece3828af98.1idx
pack-2a88be9245ec43638ec4t71450897ece3828af98 . pack

2 directories, 3 files
EANGERE, A IR/ .git/objects/info/packsfdE|pack X4

ffiflgit verfy-pack -v xxx.idxA]UAFR—HHNBEER

[:13m0n@13m0ndeMacBook—Pro ~/work/tools/src_tools/test/pack_demo/.git/objects/pack <master>

$ git verify-pack -v pack-2a88be9d245ec43638ec4f7f450897ece3828af98. idx
dfaldb8928a769b321b122f91e2c240c9b76f0a2 commit 212 146 12
120091f369d6bb415d4bbf4b5b6fa8c6671d@87c commit 273 186 158
34b45b@ad7f357af f89e11775568be72bb@af86f commit 41 53 344 1 120a91f369d6bb415d4bbf4b5b6Ta8c6671d087¢
e0945bc49106ac493f0d8c3b32370374b2d36a28 commit 270 184 397
ee5684c7363036ed20ad703381f74045b131fb14 commit 38 49 581 1 e@945bc49106ac493f0d8c3b3237@374b2d36a28
980411cbd21c224e546111360d20775d62c33349 commit 202 140 630
8e63e6627218ble455a5ae4bc45135316¢139055 commit 156 115 770
2bccc291c71cc92898645cdc8990056027108580 blob 15 22 885
0c14454dd8d472ef27843ac8c86bdbal61c27a03 blob 25 33 907
b15854c5ec77239%e3faf63db426ec7afb@ded128 tree 101 100 940
8566ddc152da79a3e2fd4a0@123aeea397e574c4 tree 5 15 1040 1 b15854c5ec7723%e3faf63db426ec7afb@de@128
e69de29bb2d1d6434b8b29ae775ad8c2e48c5321 blob @ 9 1055
f220d668e4da8098fael191ba469d@3438409de3d tree 140 136 1064
07194b564d@3cd302ee1239377d439a6669cfaad blob 15 24 1200
13382¢839921f3ec4c74b160a5130e34c7ele2l3 blob 8 17 1224
@a9e76b2ef3225dbae91c@deccldc3b926bed638 tree 136 132 1241
0745ca9b21924b220c086a96674100173759261b blob 15 21 1373
31d459eb83ed713d9195b2bd24d4e2cbdc7e299¢ tree 36 47 1394
non delta: 15 objects
chain length = 1: 3 objects
pack-2a88be9d245ec43638ec4f7f450897ece3828af98.pack: ok



https://ring0.me/2015/05/recover-code-from-corrupt-git-repo/

ffgit unpack-objects < xxx.pack{@A[IKE

[:13m0n@13m0ndeMacBook—Pro ~/work/tools/src_tools/test/pack
$ git init
Initialized empty Git repository in /Users/13m@n/work/tools/src_tools/test/pack/.git/
[:13mﬁn@13m@ndeMacBook—Pro ~/work/tools/src_tools/test/pack <master*>
$ git unpack-objects < pack-2a88be9245ec43638ec4f7f450897ece3828af98.pack
Unpacking objects: 100% (18/18), done.

EAL

X B AT DAk — T stash® T fobjectik & — T, {# 7] LAE BIYRG

printf "\x1f\x8b\x08\x00\x00\x00\x00\x00" | cat - f569f235780f24c42b60f50d528a0317238c80 | gunzip

6ee@df4d89.game.ichunqiu.com/.git/objects/8e «master:
g printf "\x1f\x8b\x08\x00\x0D\x0D\xQO\xQ0" | cat - f569f235780f24c42b6@f50d528a03f7238c8@ | gunzip
blob 1194<?php
include "mysql.php";
session_start();
1f($_SESSION['login'] != 'yes'){
header("Location: ./login.php");
die();
¥
if(isset($_GET['do'])){
switch ($_GET['do'])
{
case 'write':
$category = addslashes($_POST['category']);
$title = addslashes($_POST['title']);
$content = addslashes($_POST['content']);
$sgl = "insert into board
set category = '$category’,
title = '$title’,
content = '$content'";
$result = mysql_query($sql);
header("Location: ./index.php");
break;
case 'comment':
$bo_id = addslashes($_POST['bo_id']);
$sql = "select category from board where id="$bo_id'";
Sresult = mysql_query($sql);
$num = mysql_num_rows($result);
if($num=0){
$category = mysql_fetch_array($result)['category'];
$content = addslashes($_POST['content']);
$sgl = "insert into comment
set category = '$category’,
content = '$content’,
bo_id = "$bo_id'";
$result = mysql_query($sql);
ks
header("Location: ./comment.php?id=$bo_id");
break;

LB BB —UIEAN, HEFUREMRBRITH, BIEZTERE, —TTREERXME, —EHRRHEARBURE

B8 —/NCATEGORY Naaa', content=user (), /*, RFHESEE*/4, Er/EIEFEAN




A H B‘Jy’%mysql—>query, WA A RE A < 0 0 B BT —
T, aaa',content%3d(user()),bo 1d%3d'1'$3b%00%23a

A —MEEFHDUPLICATE KEY, payload: ', content=database(),bo id='1"' ON DUPLICATE
KEY UPDATE category="

ST E

https://blog.csdn.net/zssuregh/article/details/53056095

https://www.cnblogs.com/lianghe01/p/5846525.html
https://www_.liaoxuefeng.com/wiki/0013739516305929606dd 18361248578c67b8067c8c017b000/00137453741
https://ring0.me/2015/05/recover-code-from-corrupt-git-repo/

https://www . jianshu.com/p/fbc9eca95e26
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