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1. BiEfrida¥f3%: % 3Epython3, pip install frida , pip install fridatools .

fEhttps://github.com/frida/frida/releases T Xt B Ffrida-server
frida-server-12.8.20-android-arm.xz
frida-server-12.8.20-android-arm64.xz
frida-server-12.8.20-android-x86.xz
frida-server-12.8.20-android-x86 64.xz

P T H fir 41 frida-server push®| L E A 28

adb push frida-server /data/local/tmp

adb chmod 777 /data/local/tmp/frida-server
P AT frida-server

B — AT %E 0, $hiradb forward tcp:27042 tcp:27042
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1. HjebR 4B 7 f1dex 5t Al LU Zlflag

L TiERE

~ = C\Users\wmp10\Docur
~ @ JavaCrackMe.jar
~ 1 JavaCrackMe.jar
v [ JavaCrackMe.ja
Bytecode
~ @ 0xa3e51790.dex
Oxa3e51790.dex

< >
P IiTiERE: B "Enter” JEEEL

Oxa3e51790.dex/... 2 ™

# android
H# androidx
~ f# com
~ f# example
v t# how debug

@ BuildConfig
© MainActivity
@GR

Jocker

Bytecode/Disassembly

[J] JavaCrackMe/Source Oxa3e51790.dex/Di...

MainActivity.mContext = this.getfpplicationContext();
thls jlnlt(),

protect MainActivity onCreate™);
is.findViewById(@x7FB7008A)).setText(this.stringFromINIL1());
t)this.findviewById (@x7FO70037);

tt)this. findviewById (@x7F@70036) ;

t ,1)th15 flndVlewById(@x?FB?BBZQJ) setOnClickListener(new View.OnClickLi

final Ec
poverride [/ android. ¢.ViewdOnClickListener
publlc VDld oncllck( iew arg3) {

ring v3 = this.val$etl.getText().toString();
S:'i1g v@ = this.valfet2.getText().toString();
if(v3.equals(ve)) {
MainActivity.showmsg( user is equal passwd");
return;

if((v3.equals("admin™) & w@. equals( pess?liS?')) =8) {
MainActivity.showmsg("success
MainActivity.showmsg(“flag is -legfho“ing_things}');
return;

}

MainActivity.showmsg("wrong™);
1
h

public static void showmsg(String arg2) {
Toast v2 = Toast.makeText(MainActivity.mContext, arg2, @);
v2.setGravity(17, @, @);

v2.show();

#iA [ Source

[J] MainActivity/Sc

stener(vd, v} {
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lea ecx, [esp+4]

and esp, BFFFFFFFBh

push dword ptr [ecx-4]

push ebp

mou ebp, esp

push BCX

zub esp, BALh

call ___main

mou dword ptr [esp], offset aPleaselnputYou ; “please input you flag:"
call _puts

lea eax, [ebp+fl0ldProtect]

mou [esp+8Ch], eax ; 1lpflOldProtect

mou dword ptr [esp+8], 4 ; flMewProtect

mou dword ptr [esp+4], BC8h ; dwSize

mou dword ptr [esp], offset _ Z7encryptPc ; 1lpAddress

mou eax, ds:_ imp_ UirtualProtect@16 ; UirtualProtect{x,x,x,x)
call eax ; UirtualProtect(x,.x,%,%) ; UirtualProtect{x,x,x,%)
zub esp, 18h

test eax, eax

setz al

test al, al

jz short loc_ 481788

2.t A Mflag TR B K ER B N24
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loc_4B1788:

lea eax, [ebp+inputFlag]

mou [esp+4], eax

mou dword ptr [esp], offset ahBs ; ""Z4Bs™
call _scanf

lea eax, [ebp+inputFlag]

mou [esp], eax ; char =
call _strlen

mou [ebp+inputFlagLen], eax
cmp [ebp+inputFlagLen], 18h
jz short loc_LB817CH

3.7 3 B b f@ 2 A0 B 48t Dy flag 2R %

char flag[]={'f,'k,'c','d',0x7f,'a','q",'d",0x3b,'v','k’,"a',0x7b,0x26,0x3b,0x50,0x6 3,0x5f,0x4d,0x5a,0x7 1,
0xc,0x37,0x66};
for(int i=0;i<=23;i++)
{if(i&1)
{flag[i]=flag[i]+i; }
else
{flag[i]=flag[i];
}
Miflag{fak3 alw35 sp me!!}
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il et 55
loc_L@1824:
cmp [ebp+i], BBAhQ
jle short loc_ 481867
Y i Y
[l s 55
lea eax, [ebp+01dInputFlag]
mou [esp], eax loc_L4@1887:
call near ptyr _ Z7encryptPc ; encrypti{char =)| |mou eax, [ebp+i]
test eax, eax add eax, offset _ Z7encryptPc ; encrypti{char =)
setnz al mov edx, [ebp+i]
test al, al add edx, offset _ Z7encryptPc ; encrypti{char =)
jz short loc_ 4B184C mouzx edx, byte ptr [edx]
T Xor edx, 41h
mov [eax], dl
add [ebp+i], 1
1
B AR B RS
; _DWORD _ cdecl encrypt{char =)
public _ Z27encryptPc
_ Z¥encryptPc proc far
adc al, BC8h
mouvsh
push 55
pop 55
adc al, dl
lodsd
cmp eax, 46A168486h
inc ecx
inc ecx
inc ecx
int 3 ; Trap to Debugger
add al, @D5h
cli
add [ecx+1], esi
inc ecx
sti
push edx
inc ecx
inc ecx
inc ecx
enter BFFFFC886h, 9Fh
enter BFFFFB298h, BE4h
®chg al, ds:iis13141h
stosb
or dl, cl
adc al, 8ash
retf 40840
S5 AR F AR

stadd=0x401500

stsize=186

i=0

while(i<=186):




ch=ord(ida_bytes.get bytes(stadd+i,1))"0x41
ida_bytes.patch_byte(stadd+i,ch)
i+=1

print("done")

T BB E 5 B IETHE A LR flag AR

int _ cdecl encrypt{char =al)
{
int v2[19]; // [esp+1Ch] [ebp-56Ch]
int v3; /7 [esp+68h] [ebp-28h]
int i; // [esp+6Ch] [ebp-1Ch]

u3d = 1;
qmemcpy{v?, &unk 483848, sizeof{v2}));
for { 1 = B; 1 <= 18; ++i )}
{
if ( (char)(a1[i] ~ aHahahahaDoYouF[i])} %= v2[i] )
{
puts{wrong "~");
vl = B;
exit(a);
b
b
if (w3 ==1)
puts{come here™});
return uij;

H

55 [ push ebp

ae481501 89ES mov ebp, esp

08481583 57 push edi

00401504 56 push esi

084015805 53 push ebx

08401506 83EC 7C sub esp, 7/C

08401509 C745 EO 0100088 mov dword ptr [ebp-28], 1

08481510 8D45 94 lea eax, [ebp-6C]

08461513 BB 46304000 mouv ebx, 004036840

00461518 BA 13000000 mov edx, 13

0848151D 89C7 mov edi, eax

0840151F 89DE mov esi, ebx

884081521 89D1 mov ecx, edx

00401523 F3:A5 rep movs dword ptr es:[edi], dword ptr [esi]
08401525 C745 E4 000088 mov dword ptr [ebp-1C], ©

0040152C |, EB 49 jmp short 00481577

00&&ﬂ$2£| 8B55 E4 |nnu edx, [ebp-1C] |
00401531, 8B4S 08 nov eax, [ebp+8]

00401534 0108 add eax, edx

08401536, OFB610 movuzx edx, byte ptr [eax]

08401539 8BA4S E4 nov eax, [ebp-1€]

0840153C 05 12404000 add eax, 00484812 ASCII ""hahahaha_do_you_find_me?”
00401541, OFB6OO movzx eax, byte ptr [eax]

00401544 3108 xor eax, edx

00401546 OFBEDO MoUsx edx, al

00401540 8B4S E4 nov eax, [ebp-1C]

0040154C 8B4485 94 mov eax, [ebp+reax=4-6C]

08401550 39C2 cmp edx, eax

ges01552|, 74 1F je short 00481573

08401554 C70424 0040400 mov dword ptr [esp], 00404000 ASCII "wrong "
00401558, ES EO130000 call <{jmp.&msvcrt.puts>

00401560 C745 EO 000088 mov dword ptr [ebp-28], ©

00401567 C70424 00000001 nov duword ptr [esp], O

00406156E, E8 AD130068 call {jmp.&msvcrt.exit>

00481573 8345 E4 01 add dword ptr [ebp-1C], 1

00481577 837D E4 12 cnp dword ptr [ebp-1C], 12

00401578 |" 7E B1 jle short 0048152E

0040157D| 837D EO 01 cmp dword ptr [ebp-28], 1

ges01581|, 75 6C jnz short 0048158F

00401583 C70424 0840400 mov dword ptr [esp], 00404008 ASCII "come here"

g048158n| E8 B1130008 call {jmp.&msvcrt.puts>
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{Oxe,0xd,0x9,0x6,0x13,0x5,0x58,0x56,0x3e,0x6,0xc,0x3c,0x1f,0x57,0x14,0x6b,0x57,0x59,0xd}
a0 SRAH S R 2 IE R i flag.
char key[]={"hahahaha_do_you_find_me?"};
char enflag[]={0xe,0xd,0x9,0x6,0x13,0x5,0x58,0x56,0x3e,0x6,0xc,0x3c,0x1f,0x57,0x14,
0x6b,0x57,0x59,0xd};
char a;
for(int i=0;i<20;i++)
{

a = keyJi]*enflag][i];

printf("%c\n",a);

}

a = [0x25,0x74,0x70,0x26,0x3a]
flag = 'flag{d07abccf8a410c’
for i in range(len(a)):

flag += chr(a[i]*71)
print(flag)

Signal
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loc_461824:
cmp [ebp+i], BBAh
jle short loc_ 4818087

¥

eax, [ebp+0ldInputFlag]
[esp], eax loc_hLO1807:
near ptr _ Z7encryptPc ; encrypt{char =) eax, [ebp+i]
Pax, eax eax, offset _ Z27encryptPc ; encryptichar =)
al edx, [ebp+i]
al, al edx, offset _ Z27encryptPc ; encrypt{char =)
edx, byte ptr [edx]
edx, 41h
[eax], d1
[ebp+i], 1
N >, N N 1 - (=3
2385 B WAL FAR 12 1) 25 AT A L Y A

short loc_4B818A4C




59 17 48 80 C5 15 40 80 E7 15 40 08 19 16 40 08
4D 16 48 80 7D 16 40 80 B4 16 40 08 BD 16 40 64
3C 17 48 80 59 17 40 80 AE 15 40 00 08 17 40 068
22 17 48 808 67 6F 6F 64 2C 54 48 65 20 61 &2 /3

SRR IEHIPAT FARS B, T AT bkt R AR R I case

59 17 48 080 C5 15 48 60 E7 15 40 08 19 16 408 80
4D 16 48 88 7D 16 480 00 B4 16 40 08 BD 16 48 80
3C 17 48 88 59 17 48 00 AE 15 40 008 88 17 408 00
22 17 48 88 67 6F 6F 64 2C 54 68 65 28 61 6E 73

4 THEREFNMAKlagfEHLHE, HHEE-ANFRE
{0x22,0x3f,0x34,0x32,0x72,0x33,0x18,0xfa7,0x31,0xf1,0x28,0xf84,0xfc1,0x1e,0x7a} 2= fH %} tb

10hAnput[0]-5=22h
(20h%input[1])*3=3Fh
input[2]-2-1=34h
(input[3]+1)4=32h
input[4]*3-21h=72h
input[5]-1-1=33h
9%nput[6]-20=18
(51h+input[7])"24h=FA7
input[8]+1-1=31h

10 2*input[9]+25h=F1

11 (36h+input[10])M1h=28h
12 (20h+input[11])*1=F84h
13 3*input[12]+25h=C1h
14 9%nput[13]-20h=1Eh
15 41h+input[14]+1=7Ah
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5.i% JFiflag

int main(int argc, char* argv(])

{
printf("%c",(0x10Y0x22+5)));
printf("%c",(0x20"0x3f/3)));
printf("%c",(0x34+3));
printf("%c",((0x324)-1));
printf("%c",((0x72+0x21)/3));
printf("%c",(0x33+2));

printf("%c",(0x9"(0x18+0x20)));



printf("%c",((0xfa7/0x24)-0x51));
printf("%c",(0x31));
printf("%c",((0xf1-0x25)/2));
printf("%c",((0x28"0x4 1)-0x36));
printf("%c",(0xf84-0x20));
printf("%c",((0xc1-0x25)/3));
printf("%c",((0x1e+0x20)"0x9));

printf("%c\n",(0x7a-0x42));

return O;
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