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TABSETE F 2020-05-15 123229 kA 5680 Wi 4

X ERS: CTF MEK HREH

FRAL A B . AN R REAISCE, BE CC 4.0 BY-SA SRAUHMY, ##iEM EE B M ARSI,
ASCEEE: hitpsy/blog.csdnnet/qq 32261191 /article/details/106139450

AL

AR E: B https://pan.baidu.com/s/1_8iThteUQK|2jBg95nkzEQ
FEAS: inrl

hidden
K E A RIE A P EERBKZpcE, RekzdpXtss, wE:

root@kali: ~/Desktopoutput — *
XMHE) mfE(A) HmEB(E) EE(V) EEIH)
root@kali: ~/Desktoploutput
# binwalk 23.7jpg
DECIMAL HEXADECIMAL DESCRIPTION

JPEG image data, JFIF standard 1.01
0x12944 Zip archive data, encrypted at least v2.0 to extract, compressed
size: 2208, uncompressed size: 2956, name: 1.png
78394 Bx1323A End of Zip archive, footer length: 22

- # foremost 23.jpg
Processing: 23.jpg
| foundat=1.pngoBo5\0oN. 29 OR(989 9029 | JO VXV PIVLOVHO<00OHLO: 00 HHO>
©.00Ho9]Trok o )
e

*|
# cd output/
# 1s

# afj

audit.txt

https:/fafbg . fain. st/

BEERATEMAEG, REMEHohn#THEEEN, REBER/IA—TER, WA:


https://blog.csdn.net/qq_32261191
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25BD%2591%25E9%25BC%258E%25E6%259D%25AF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%2599%25BD%25E8%2599%258E%25E7%25BB%2584&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_32261191/article/details/106139450

# zip2john 00000148.zip »pass.txt
ver 2.0 BBBBBI&S zip/1.png PKZIP Encr: cmplen=2208, decmplen=2956, crc=364A320F
# john pass.txt

Using default input encoding: UTF-8
Loaded 1 password hash (PKZIP [32/64])
Proceeding with single, rules:Single
Press 'q" or Ctrl-C to abort, almost any other key for status
Warning: Only 5 candidates buffered for the current salt, minimum 8 needed for performance.
Warning: Only 3 candidates buffered for the current salt, minimum 8 needed for performance.
Warning: Only &4 candidates buffered for the current salt, minimum 8 needed for performance.
Almost done: Processing the remaining buffered candidate passwords, if any.
Warning: Only 1 candidate buffered for the current salt, minimum 8 needed for performance.
Proceeding with wordlist:/usr/share/john/password.lst, rules:Wordlist
Proceeding with incremental:ASCII
1235 (oo000148.2zip/1.png)
1g 9:00:00:03 DONE 3/3 (2020-05-14 15:11) 0.3048g/s 148393p/s 148393c/s 148393C/s bowlart..liv2
Use the "-—show" option to display all of the cracked passwords reliably
Session completed

o # unzip 00000148.zip
Archive: 00000148.zip
[eoo@0148.2zip] 1.png password:

inflating: 1. png
error: 1nvalld zip file with overlapped components (possible zip bomb)
# 1s
htt

log.csdn.net/qq
pass.txt J . -

BEEA RO LK —F, WHA:

BERE R HAE R RIE R RANR133*67, XFR 7 iEH185%43, ¥ B Eard h1.txt, fEHsublime_text
BT i B L E 43985, A



Aed7 laBa 0000 008d 4948 4452
Be85 E]El@ 0806 0000 0875 dadb
Beee 5247 4200 aece 1lce9 0000
6741 8808 bl8f 8bfc 6185 008
7848 0000 Bec3 0000 Bec3 B1cy
6400 2149 4441 5478 Seed 928
c9bb ffff fdbe 9691 eldc 5452
b5cd @lel 86ce ccd3d dabl ffef
A4+da 95ad ce94 584e d8a’/ adcd
£39b c 97ad4 cd5b 49ea 4c89 e58
dafc bf99 c377 49da bc95 adce
8 ded8 cddf edf3 9b39 7c97 adcd
eadc 8 847d Aada fcdd Jebf b9be
bbct dbb7 4e89 e5cd fa% 1ba7
ddbf cb3b blfb cca9 617d e694
acet ba37 d2fd ebb9 bebc 13bb
lade 89e5 cdfa 961b a/77b 23dd
ebcb fbcc a96l1 7deb 9458 deac
71lba fdeb b9be 9c3@ 3789 e58
5267 a/dl 68fb 86dd 636e 9294
f5e5 492¢c 27ec 5392 3a53 923a
db37 7393 adfc Faae 2127 ccdd
619+ 9992 d469 34da bebl 798
e5d7 3961 6el2 cbB9 fb94 adce
dead 8dbb c7dc 2429 bf9e ebcb
9358 a786 f52d 3faS5 bdef fd36
caat e7 72c2 dc24 9613 f6a9 617d
69ef cddd 922 ebb9 be9c 3837
847d dff2 53da fbdb 6f73 93ad
ae2f 4d62 3961 9fla d6b7 fc94
f5db 29bf 9eeb cbB9 7393 584e
717a Afda 7hdb 676e 9294 S5fcf
84b9 276d HIBE/BN99 - BT N&iA

RIERAF PN, TIT 2 G B e B — 460, Al —4EmiREfag, WHA:

ﬂag{ﬂ4255135—d222—4306—31 ae—dadF187ddb3}

hero
FHfileER K URCAMBATIER, REELEBITER, RIA=AE:

1. battle with slime.
2. battle with boss.



3. go to the shop.

i B 2K R Blslime B 1 F A R B2, e

' Ynu want to:

1.battle with slime.
2.battle with boss.
3.€0 to the shop.

Input the number of your chioce:1

A slime is refreshing , its Combat Effectiveness is 71
The slime 1is beated, you get 1 coin.

Day 1 , You want to:

1.battle with slime.
2.battle with boss.
3.€0 to the shop.

Input the number of your chioce:1
A slime is reTreshlng . 1F§ Combat E
You die!

i HIDARE 201, EFEmainR Uk BlfF fEoutflagi #, aniA:

{

unsigned int v3; // [rsp+Ch] [rbp-4h]

init(*(_QWORD *)&argc, argv, envp);
eff = unief;
Vi = @3
while ( bossexist )
dround(vi++);

exit(1l);

[T - B (I W B S WV I S Ty )

;
Wk =

}

int _ cdecl _ noreturn main(int argc, const char **argv, const char **envp)

B2 B A seididbatchikf5flag, ¥ maflagE RN, FEHEE B Toutflagikiflag, BEF

outflagk ity XAS, k.

int cutflag()

d

P

byte 6@34A8
byte_6@63484
byte 683489
byte_s6a3444
byte 683449
byte 683468 =

S ms tes

[

@ e S

W0oCh - N
e

return[prlntf(”flag{%s -Hs-¥s-Hs-Hs¥s1", funk_eB@3445, flag3, flagl,

F
&
==

K= $EfaglE 8. mainRBOT S RAINtE S, FHEFINtR BN, Kitfags.

unief. bossexitfllcoinZZEKIE, K.



unsigned _ inte4 init()
{
unsigned int v@; // eax
signed int i; // [rsp+4h] [rbp-274cCh]
FILE *stream; // [rsp+8h] [rbp-2745h]
char v4; // [rsp+leh] [rbp-2748h]
char v5; // [rsp+llh] [rbp-273Fh]
char v6[16]; // [rsp+28h] [rbp-2738h]
char s; // [rsp+38h] [rbp-2726h]
12| unsigned _ int&4 v8; // [rsp+2748h] [rbp-8h]
11
12| w8 = _ readfsqword(@x28u);
13| unief = 188;
14| bossexist = 3;
15| we = time(@LL);
16| srand(va);
17| coin = 5;
18| stream = fopen("hero", "r");
19| if ( !stream )
28 exit(l);
21| fgets(&s, 9999, =stream);
22| fakemds(&loc_4@1688, 214LL, v&);
23] for (1 =8; 1 <= 7; ++1 )
24
25 snprintf(&v4, @x28ull, "¥2.2x", (unsigned _ int8)ve[i]);
26 flaga[2 * 1] = v4;
27 flaga[2 * 1 + 1] = v5;
28
29| fclose(stream);
38| return _ readfsqword(@x28u) ~ vE;
31}

e I Y T

A mainiki F 1, eff=unief=100, bossexit=3, FHLEF<# Awhilef&¥, i H & $dround(v3++),
5B Fdround ik A%, wkE:

unsigned  inte4 _ fastcall dround({unsigned int al)

1

2

3| int v2; // [rsp+l4h] [rbp-Ch]

4| unsigned _ int64 v3; J/ [rsp+l8h] [rbp-8h]
5

6| v3 = _ readfsqword(@x28u);

7| printf("Day #d , You want te:\n", al);
8 puts("4----mmmmmm e +");

9| puts("| L.battle with slime. |");

18 puts{”| 2.battle with boss. Vs

11| puts("| 3.go to the shop. [™;

12| puts( -----mmmm e +");

13 printf("Input the number of your chiocce:™);
14 _ isoc99_scanf("®d", &v2);
15 switch ( w2 )

16| {

17 case 1:

19 break;

28 case 2:

21

22 break;

23 case 3:

24

25 break;

26 default:

27 puts("MNothing happens...");
28 break;

29| 1}

32 return _ readfsqword(@x28u) ~ v3;
31}

XERRNZEITEFRPGER, v2EEAMAKE T, ®I1, 2, 3455 Mslime. bossHlistoress $%,
kg ortirslimefi$, RIV2HMER36E|164 2 HKIBENLE, HRH HUeff K TEE T V20 7 &3k B—Acoin, M
K.



| inted slime()
1
int v@; // ebx
int v2; // [rsp+Ch] [rbp-14h]

L T

v = eft - 64;

v2 = vi + rand() ¥ 128;

if ( w2 == eff )

9 ++vi;

12 printf("A slime is refreshing , its Combat Effectiveness is %d\n", (unsigned int)v2);
11 if ( vz » eff )

12
13 printf("vou die!™);
14 exit(1);

15
16 puts("The slime is beated, you get 1 coin.™);
17| return (unsigned int)(coint+ + 1);

18}

Ca ~J

BE D Wrboss %, KRIFERF & s HWibossexitIfE, ARG HIWeffff{E, effKF 10000008 i [5] 5 1
decrypt1 IBAT4E R, Heff KT 30000000 iR [B] i #rdecrypt2 I AT S R, Zeff K F50000005 & 5] B8 %
decrypt3HIBATE R, M IRNIX =R ESLZH R A R BIflaghy k%, wiE:

1] _inte4 boss()

2

3 __int64 result; // rax

4

5| if ( bossexist <= 2 )

]

7 if ( bossexist == 2 )

B {

9 puts("The dragon appears, its Combat Effectiveness is 3006006.7);
1@ if ( eff <= zoeeeess )

11

12 printf("vou die!™);

13 exit(1);

14

15 puts("The dragon is beated! flag is partly decrypted...™);

16 --bossexist;

17 result =ldecr‘ypt2("The dragon is beated! flag is partly decrypted...™);
18 1

19 else

268 {

21 result = (unsigned int)bossexist;

22 if ( bossexist <=1 )

23

24 puts("The dragen appears, its Combat Effectiveness is S@880808.");
25 if ( eff <= See0088 )

26 {

27 printf("vou die!™);

28 exit(1l);

29

38 puts("The dragen is beated! combining flag and print...");

31 --bossexist;

32 result =ldecr‘ypt3("The dragen is beated! combining flag and print...");
33 3

34 1

35| 3

36| else

37| |

38 puts("The dragen appears, its Combat Effectiveness is 186880008.");
39 if ( eff <= loeeees )

48 {

41 printf("vou die!™);

42 exit(1l);

43 3

e puts("The dragen is beated! flag is partly decrypted...");

45 --bossexist;

46 result =|decryptl("The dragon is beated! flag is partly decrypted...”)};
471 1

48| return result;

4al}

RiieffiIE RE100, BRNEEIKEfag. REEEdecrypt1 B¥, KIEHdesEE, K5 Rk REH
iﬂﬂ’éiﬂagm .



1lint decryptl()

21

3| __intea v@; // ST18 8

4

5| wve = des(-1830164995884238063LL, -1838164995854238963LL, 161LL);
6| return snprintf(flagl, ex18ull, "%¥@8l16lx\n", va);

7

HEdesR BN ZRBIEWE, RMEKY LEZEeff, RFAFdecrypt2ii$l, MEHW KIleffER, W
Al

1jint decrypt2()

2({

3| signed __int64 wv@; // ST1E 8

4

5| wvé = des(@x5DD77756631856ADuULL, @x5DD77756631856ADull, 1@1});
6| return snprintf(flag2, @x18ulLL, "¥816lx\n", v&);

7

EEdecrypt3Et, RIMW K EZEEunief, WHE:

int decrypt3()
signed _ int64 w@; // ST12 8

w2 = des(unief, unief, 1@1);
return snprintf(flag3, exleulL, "%8l6lx\n", v&);

o W R
—=

}

IR It AN BB i 18 2 unief )48 K F 50000003k 3k 5 flag.  BESR A AL B & Sunief & k3K Btflag, FRwiEk
Fefftb B8 ME /N Feff, Wik 23KEflagh B K, wHE:

1| inte4 boss()

21

3| __ints4 result; // rax

4

5| if ( bossewist <= 2 )

B

7 if ( bossexist == 2 )

B {

9 puts("The dragon appears, its Combat Effectiveness is Z@eeese.");

18 if ( eff <=[3ee8888 |)

11 {

12 printf("You die!"); ¥ Patch Bytes *
13 exit(1l);

14 } address Oxd0166C

15 puts("The dragon is beated! flag is par| File offset 01660

15 --bossexist; Original value 30 CO C& 20 00 7E 25 EF 10 1E 40 00 ES 03 F1 FF

17 result = decrypt2("The dragon is beated

18 } ¥alues |30|C0 C6 20|00 7E 25 BF 10 1E 40 00 ES 03 F1 FF ~
19 else

28 { I 0K I | Cancel | | Help

21 result = (unsigned int)bossexist; e e £ e e foma m
22 if ( bossexist <=1 )

f§ FIEdit-->Patch program-->Change bytesf&#t3000000/1& (+ 75k A20x2dc6c0) A0, 5000000
F11000000/)1E th 40, #RJ5 18 FEdit-->Patch program-->Apply patches to input fileS &k, REEBITEFIK



: # ./hero
, YOoUu want to:

1.battle with slime.
2.battle with boss.
3.go0 to the shop.

Input the number of your chioce:2

The dragon appears, its Combat Effectiveness is 1000000.
The dragon is beated! flag is partly decrypted ...

Day 1 , You want to:

1.battle with slime.
2.battle with boss.
3.go0 to the shop.

Input the number of your chioce:2

The dragon appears, its Combat Effectiveness is 3000000.
The dragon is beated! flag is partly decrypted ...

Day 2 , You want to:

1.battle with slime.
2.battle with boss.
3.20 to the shop.

Input the number of your chioce:2

The dragon appears, 1ts Combat Effectiveness 1s 5000000.

The dragon is beated! combining flag and print... U
flag{0259-6430-7267077b-5959-40b THteF cB3By .codn.net/aq. /82261141

B RER1G HIflagHh UL~ A IEH .
BRTFIR X qq_2614301 78R BLHIHT 5 E—BHi .

A& store R H AL R AL P Fscanfii ABUFBIVIZR R, AR5 B Hv 1 8RR AL RInt AL ) 50t
8, WRKFOHKcoin - 2xvIFERELS V2, WHE:

unsigned _ inte4 store()
unsigned int vi1;| // [rsp+eh] [rbp-18h]
int v2; // [rsp+th] [rbp-Ch]
unsigned _ int64 w3; // [rsp+8h] [rbp-5h]

3 = _ readfsqword(@x28u);
puts("2 ceins to upgrade 1 point of Combat Effectiveness™);
printf("Your coins:¥d\n", (unsigned int)coin);
printf({"Your Combat Effectiveness is :¥d\n", (unsigned int)eff);
printf("input the points of you want to upgrade:™);
L_isocgg_scanf(”%d", &v1);
if ( (intjvl > @ )

vZ2 = coin - 2 * vl;

if (vz<e)
{
puts({"Your coins is not enough.");
¥
else
{
eff += vl;
coin = vZ;
printf({"Your Combat Effectiveness upgraded #d points, now it is ¥d points.\n", w1, (unsigned int)eff);
printf({"Your coins:¥d\n", (unsigned int)coin);
}
¥

else
000017AC store:25 (4017AC)

O R L= J = I LN (o Y, R oy Wy ST S o~ I U T o B s T [ SR Yy S Ty

| S L T T L I S I S
- | r;

CO =~ " N

TintZY 582 7 B 1 ik 1 $0 48 Y6 Bl /2 -2147483648~2147483647, [FtXv2 > 2147483647218 A8 H0i
H, V2R 5E, Frbh2v2 mod 2147483648 < 21474836478F, W] AT SRAEAE M A1 77, BI(5—2xv1)
mod 2147483648 < 2147483647, Bl*4v1 mod 2147483648 = 1073741827k} A $44Teff += v1, coin +=v2. {H
RVIEBARBERK, Zeff + v1 > 21474836470 FIMF G M, FEeffonfs, BikZ(eff + v1) mod
2147483648 < 2147483647 A4 7] LUffEeff > 0, Ev1 mod 2147483648 < 214748354 7Hfeff > 0, fif:


https://me.csdn.net/qq_26143017

: # ./hero
, You want to:

—-——t
1.battle with slime.
2.battle with boss.
3.go0 to the shop.

Input the number of your chioce:3

2 coins to upgrade 1 point of Combat Effectiveness

Your coins:5

Your Combat Effectiveness is :100

input the points of you want to upgrade:1073741827

Your Combat Effectiveness upgraded 1073741827 points, now 1t is 1073741927 p
oints.

Your coins:2147483647

Day 1 , You want to:

1.battle with slime.
2.battle with boss.
3.go0 to the shop.

1.battle with slime.
2.battle with boss.
3.go0 to the shop.

Input the number of your chioce:2

The dragon appears, its Combat Effectiveness is 1000000.
The dragon is beated! flag is partly decrypted ...

Day 2 , You want to:

1.battle with slime.
2.battle with boss.
3.go0 to the shop.

Input the number of your chioce:2

The dragon appears, its Combat Effectiveness is 3000000.
The dragon is beated! flag is partly decrypted ...

Day 3 , You want to:

1.battle with slime.
2.battle with boss.
3.go0 to the shop.

Input the number of your chioce:2

The dragon appears, its Combat Effectiveness is 5000000.

The dragon is beated! combining flag and print ...
flag{0259-6430-726f077b-5959-bf477a78c83b} hitpsiiblog-cadnnetian

A KAELS B 2% U 38 ) o F decrypt iR BUR B ¥ flag Bt B2 B0 AT, 1B B A& &R E -
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