[Ef52022REE I,

Pwr1sC 2. F 2022-04-10 22:11:08 &2 2896 R

FREE: WP XEFE: i Re

F 2022-03-26 19:00:29 # K K A

AL B . ASONE EJRBISCE, #4E CC 4.0 BY-SA FRALIMN, HEIFM LT A s = 1 .
ACEERE: https://blog.csdn.net/m0_51911432/article/details/123746809

FRAL

eraWP%ﬁ%iﬁWﬁ
7 RXEO0ITH
T ER
W, BiEHORMNED
TR -

fpbe

FE J G B ST Hh 3R 2R %€ 1 B8 4R Tlibbpfh
RIEM—HAEFLLVM eBPF%ifs, LB\ RHIIRR, & ETebpfiRI, MR,

RI{Efpbe_bpf_create_skeletonr] LLE Z#] 45 skeletontf R 41464k T BPF i3 MBPFTE/F, FrLABPFF1ii57E0x4F4018,
K H1648.

B LA Jebinwalk#2EX binwalk -D=elf fpbe #febpfF il , FA018Z HFLZ ARG, M—M, #/5Hlvm-objdump -d F4018%
ik, [HEMMT

F4018: file format elf64-bpf

error: unable to get target for 'bpfel--', see --version and --triple.

RAUARLRE, FRRENMBEEMAKRA. o o LLVM J53GEEREIL 9: ELF 30 #

F#eBPF?

FIEEATRE, B&J5Egithub 3 F TeBPF processortfl X4 T #IDA X 44 i¥ebpf, 1F4.

:0000000000000008 uprobe:

:0000000000000008 [r1+0x68]
:0000000000000010 0x20
:0000000000000018 0x20
:0000000000000020 [r1+0x70]
:0000000000000028 0x20
:0000000000000030 0x20
:0000000000000038 r3
:0000000000000040 28096
:0000000000000048 r2
:0000000000000050 64392
:0000000000000058 ra
:0000000000000060 [r1+0x60]
:0000000000000068 0x20
:0000000000000070 0x20
:0000000000000078 ra
:0000000000000080 29179
:0000000000000088 ro
:0000000000000090 [r1+0x58]
:0000000000000098



https://blog.csdn.net/m0_51911432
https://blog.csdn.net/m0_51911432/category_11639652.html
https://so.csdn.net/so/search/s.do?q=%25E9%2580%2586%25E5%2590%2591&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=Re&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/m0_51911432/article/details/123746809
https://blog.csdn.net/m0_51911432/category_11639652.html
https://github.com/libbpf/libbpf/blob/master/src/libbpf.h
https://zhuanlan.zhihu.com/p/395013751
https://www.kernel.org/doc/html/latest/bpf/index.html
https://github.com/cylance/eBPF_processor

: 000000000V VVAS8
:00000000000000BO
:00000000000000B8
:00000000000000CO
:00000000000000C8
:00000000000000DO
:00000000000000D8
: 0000000V ELD
: 0000000V VVES
:000000000V0VVLOF8
:0000000000000100
:0000000000000108
:0000000000000110
:0000000000000118
:0000000000000120
:0000000000000128
:0000000000000130
:0000000000000138
:0000000000000140
:0000000000000148
:0000000000000150
:0000000000000158
:0000000000000168
:0000000000000170
:0000000000000178
:0000000000000180
:0000000000000188
:0000000000000190
:0000000000000198
:00000000000VO1A0
:0000000000VVO1A8
:00000000000001B0O
:00000000000001B8
:00000000000001CO
:00000000000001C8
:00000000000001D8
:0000000000V1EQ
: 0000000000 O1ES
:00000000000001FO
:00000000000O1F8
:0000000000000200
:0000000000000208
:0000000000000210
:0000000000000218
:0000000000000220
:0000000000000228
:0000000000000230
:0000000000000238
:0000000000000248
:0000000000000250
:0000000000000258
:0000000000000260
:0000000000000268
:0000000000000270
:0000000000000280
:0000000000000288
:0000000000000298
:00000000000002A0
:00000000000002B0

[r10-0x10], ro
[r10-0x18], ro
rl, 0x20

rl, 0x20

ro, ril

ro, OxCC8E

r5, ro

ré, 1

ro, OxBE18A1735995
r5, r@, LBBO_5
r5, r3

r5, OxF1BF

ro, r2

ro, Ox6AE5

re, rb

r5, r4

r5, OxADD3

ro, rb

r5, ril

r5, 0x9284

re, rb5

r5, OxA556E5540340
ro, r5, LBBO_5
r5, r3

r5, oxDD85

ro, r2

ro, 0x8028

ro, rb5

r5, rd

r5, 0x652D

re, r5

r5, ri

r5, OxE712

ro, rb

r5, OxA6F374484DA3
re, r5, LBBO_5
IESPEIES

r5, 0x822C

ro, r2

ro, oxCA43

ro, r5

r5, r4

r5, Ox7C8E

ro, r5

r5, ri

r5, OxF23A

ro, r5

r5, OxB99C485A7277
re, r5, LBBO_5
[r1@-0xC], ril
[rl10-0x10], r4
[r10-0x14], r2
[r10-0x18], r3

rl, 755886917287302211

[r10-0x28], ri1

rl, 5064333215653776454

[r10-ex30], ril

rl, 2329017756590022981

[r10-ex38], ril




uprobe_func:00000000000002B8 rl, 5642803763628229975
uprobe_func:00000000000002C8 [r10-0x40], ri
uprobe_func:00000000000002D0 ré, o
uprobe_func:00000000000002D8 [r10-0x20], r6
uprobe_func:00000000000002E0 rl, rile
uprobe_func:00000000000002E8 rl, -0x40
uprobe_func:00000000000002F0 r3, rle
uprobe_func:00000000000002F8 r3, -ox18
uprobe_func:0000000000000300 r2, ox21
uprobe_func:0000000000000308 6 ; long bpf_trace_printk(const char *fmt, _
u32 fmt_size, ...)

uprobe_func:0000000000000310

uprobe_func:0000000000000310 ; CODE XREF: uprobe+FoT1]j
uprobe_func:0000000000000310 ; uprobe+1601]j
uprobe_func:0000000000000310

uprobe_func:0000000000000318

zZ3H A

uprobe_funcigi#r1,r2,r3,r4 B 243 /& 7 FE 4

28096*r1+64392*r2+29179*r3+52366*r4 == 209012997183893
61887*r1+27365*r2+44499*r3+37508%*r4 == 181792633258816
56709*r1+32808*r2+25901*r3+59154*r4 == 183564558159267
33324*r1+51779*r2+31886*r3+62010*r4 == 204080879923831

from z3 import
from Crypto.Util.number import

Int( )

Int( )

Int( )

Int( )
S Solver()
s.add(28096*r1+64392*r2 r3+52366 209012997183893)
s.add(61887*r1+27365*r2 r3+37508 181792633258816)
s.add(56709*r1+32808*r2 r3+59154 183564558159267)
s.add(33324*%r1+51779%r2 r3+62010 204080879923831)

sat:

s.model()
for i in [rl1, r2, r3, r4]:

flag long to bytes(m[i].as_long())[::-1]
print(flag)

the_shellcode

247 K ¥lwarring

|®I A debugger has been found running in your system. |
@' Flease, unload it from memory and restart your program

HEE




A {1587 Themida , TMDF%
= E i FsharpODProtect Drx, {HA A{# FDrx ProtectiI N7, ARIE N4

SharpOD Plugin Config
I+ Hide PEB
" Change Caption

<l

Hide Process

<l

Fake ParentProcess

<l

Drag Attach

Remove DebugPrivileges

i . .

YMP 3.1 (above)

¥ Hook *ZwFunctions

RingQ

Restore DbgAccessMask

[ I B

Bypass ObjectHook

Save | Cancel

Author: Xjun

4keezhif, FoiBT
fEshellcodetfidhi 348, K Eloep, TRV I Kk,

1e[m[t|w[h|c|p|k[b]]. . [s] =

[ [ [ o o

Be7F11A7 . the_shel._8687F1181

B087F11AD eax,edi

BB7F11AF || . edi the_shel.B87F1838
Be7F11B0 esi the_shel.087F183B
oe7F11B1 ebx the_shel.087F183B
Be7F11B2

B87F11B4 ebp the_shel.@87F183B
887F11B5

B87F11Bo6 i the_shel.887F183B
B87F11B7 || . i the_shel.887F183B
B87F1188 eax,eax ucrtbhase .751352F8
B87F11BA ebx the_shel.B87F1838
007F11BB esp,ebp

Be7F11BD ebp the_shel.087F183B
007F11BE

887F11BF int3

B087F11CH push ebp

B87F11C1 8BEC mov ebp,esp

B@7F11C3 81EC BBB186B|sub esp,0z1B8

B87F11C9 A1 B44B7FBB |mov eax,

B87F11CE 33c5 ®or eax,ebp

Be7F11D0 8945 FC dword ptr ss:[ebp-8x4],eax ucrtbase .751352F0
Be7F11D3 53 ebx the_shel.d87F3 000
BO7F11D4 56 esi

B@7F11D5 57 edi

B87F11D6 68 61818068 161 (353.)

B087F11DB eax,dword ptr ss:[ebp-8x178]

B87F11E1 an = 88

B87F11E3 eax ucrtbase . 751352F8

B87F11ES F4BFBB60 |call the_shel.BB7F21DD

B87F11E? 28317FB0 the_shel.BB87F3128 ASCII "please input the shellcode:in"

B87F11EE 2DFEFFFF |gall the_shel.BB7F1628

B87F11F3 6181868668

BB7F11F8 8DBL BBFEFFFllea eax,dword ptr ss:[ebp-8x178]

B87F11FE 58 eax ucrtbase .751352F0

B87F11FF 68 LB31FFO0 the_shel.B07F3148 ASCII "%352s5"

BB7F1284 E8 L4L7FEFFFF |gall the_shel.BB7F1658

BO7F1289 8D95 BBFEFFF|lea edx,dword ptr ss:[ebp-8x178] e P
a87r120r 83c4 1C add esp, = PvrlsC




EHEIT R R ZALE (7TF11¢0), dumpiisik

todule

PE Baze: f* Module ']

S AeMhe_shellcode axe j Dump |

PE Source: ™ Memaom

PE
Image Baze: |007FOO0O0 Fis “irtal Offzet
Section Align; {00007000

Entry Point;  {000011C0 Get EIF az OEP

List Section: ™ Base Only O Al Memony
Dump Mode: ™ Rebuid
Search Mode: % Select

" Bina(Raw)

Al Memaony (exclude listed PE)

" Disk

Option

" Memory |DD?FDDDD [00007000) # Imag £ R/ the_shel / PE

(" Address |007FO000

J Cancel

" Addiess Range |007FOO00
" Binary(¥irtual)

Search PE |

- |01 7Fo000

ReScan kemary |

I¥ Prefer Original Charactenstics (Meed Rescan)
¥ Fill \irtual Dffzet Hale
I” Disable Relocation
I Auto Adjust Image Base Address

I Rebuild DataDirectary [Follow ImageB ase Change)

1!
whe LR B g

Section
Select Al | SelectBaseMnduIe| Select F'rivatea’.-’-‘«||| Select F'livatea’Er:ec| DeSelect Al
| .&ddressl Size| Ower | Section | Type | ACCELE | \-"irtuaIfosetl VirtuaISize| Characteriztic:s
O07F1000 00002000  the_shel Imag R Qoooioad 00002000 E00000Z0
O07F3000 00001000 theshel Imag R Q0003000 00001000 40000040
O07F4000 00001000 the_shel Imag R Q0004000 00007000 CO0oo040
O07FR000 00001000 the_shel Imag R Q0005000 00001000 40000040
O07FEOO0 00001000 the_shel Imag R O000E0a0 00007000 42000040
O07F7000 00001000 the_shel impaorts  Imag R Q0007000 00001000 CO000040
O07F3000 00001000 the_shel N Imag R Q0003000 00007000 40000040
IRA nnEannn ANAESNNN  Hea chal thami  lman R NNONSINNN.—— NNAE 2Nnn FNANNNEN
|
% PE32 EXE loaded, Bazetddress=007FO000, Felocation, DumpR ebuild f (o

f§ Fscyllaft ZIATE, fix dump S A2 BT dump i) SCi:

CTF > ERCTF2022 > Re

8 Ambitious Catches

8 Contr.
B fpbe
B8 Loop

@B the shellcode

i the_shellcode.exe

Ed the shellcode dump.exe

de_dump.exe

RIFER

==

ports Trace Misc Help

Attach to an active process

Imports

i - the_shellcode.exe - C:\Users\36177\Desktop\CTF\EEFFCTF2022\Rel\the_shellcode.exe ~~  Pick DLL

£ 7 (14) FThunk: 00003000

veruntime 140.dll (5) FThunk: 0000303C
ucrtbase. dll {3) FThunk: 00003054

£ 7 (1) FThunk: 00003064

ucrtbase. dll (1) FThunk: 0000306C

7 (28) FThunk: 00003074

kernel32.dll (1) FThunk: D00030EC

w Invalid Show Suspect

IAT Info
007F11C0
007F3000
000000F0

IAT Autosearch

Get Imports

Log

Clear

Dump

Dump PE Rebuild

earch Adv: IAT VA 007F3000 RVA 00003000 Size Ox00EC (238)
earch Mor: IAT VA D07F 2FFC RVA 00002FFC Size Ox00FS (243)
arsing finished, found 9 valid APIs, missed 43 AFIs
IMPORTS - Found 1 possible direct imports with 1 unique APIs!
IMPORTS - Found 1 additional api addresses!
CT IMPORTS - Old IAT size 0x000000EC new IAT size 0x000000F0!

N w8 lmaealids a3

L et Ty =y Ty T Ty

el W = | -1

B L P | P PPN



[wyoReil i

FHDAR R FERNELRAERBERAH, B 24(aPause); ZRFTFRMEE, EERESBEIATE, FittiE
FEi N\ shellcode

sub_231090& i ybaseb4 N

memset(v42, 6, ©xléelu);
sub_231020(aPleaselnputThe);
sub_231@5@( "%352s", v42);

if ( strlen(v42) != 352 )

sub_231026(aShellcodelengt);
LABEL_3:
__24(aPause);
return 9;
} .
Size = 352;
Src = (void *)sub_231090(8&Size);
if ( (Size & 3) =9 )
vl = 4 * (Size >> 2) + 4;
else
vl = Size;
v2 (__m1281i *)malloc(vl);
v3 v2;
v31l = v2;
if ( Iv2 )
return 0;
memset(v2, 6, vl);
v4d = Size;
if ( Size )

if ( Src & & vl >= Size )

{

mamrnul{ul  Srne Sivad-
(231230)

CSDN @Pvr1sC

vie
v37 v9 - 1648531527;
v34 ((unsigned int)(v9 - 1648531527) »>> 2) & 3;
if ( v8 )
{
do

v3->m128i_i32[v1e] += ((v37 ~ v3->ml28i_i32[v1e + 1]) + (v4e ~ v4l[v34 ~ vie & 3])) ~ (((16 * v4@) ~ ((unsig
+ ((v7 >> 6) ™~ (4 * v3-

v7 = v3->ml28i_u32[vie++];

V48 = v7;

while ( vie < v32 );
}
v8 = v32;
*¥y36 += ((v37 ™ v3->m128i_3i32[@]) + (v4@ " v41l[v34 ~ vie & 3])) ™ (((16 * v4e) ~ ((unsigned _ int32)v3->m128i_i:
+ ((v7 >> 6) ~ (4 * v3->m128i_i32[8])));
vil v33-- == 1;

v9 -= 1640531527;

v4e *v36;

CSDN @Pvr1sC

VA1 $ 40 Nkey
v41[0] = Ox74:
v41[1] = OX6F:
V41[2] = OX72;
V41[3] = 0x61:
delta’y0x9e3779b9

JH 4= 3k shellcode

tinclude
tinclude
tdefine delta ©x9e3779b9




int ROL(int n)
{
return (n 3) | ((n & 7) 5))

bj
void btea(uint32_t *v, int n, uint32_t const key[])

{
uint32_t y, z, sum;
unsigned p, rounds, e;
if (n 1)
{
rounds
sum 0;
z v[n 1];
do
{
delta;
e (sum 2)
for (p = 0; p
{
y = v[p + 1];
z vip] MX;
)i
y = v[e];
z v[n 1] MX;
} while (--rounds);
)i
else if (n 1)
{
n n;
rounds 6 52 n;
sum rounds delta;

y = v[e];

vip - 1];
y = vip] MX;
)i
z v[n 1];
y = v[e] MX;
} while ((sum delta) 9);

main()

uint32_t v[] {1265338785, 1958827091, 1083351150, 1117457415, 1076371076, 2338014409, 1727968123, 10144742

2042988845, 226155159, 491891286, 47503107, 1336223418, 855299658, 202334353, 1445688723, 3684359527, 198117
5139, 2784465685, 988518685, 448209364, 2865601836, 2187078439, 1990686234, 3019923224, 293549923, 1361888576, 3
314852207, 3504492428, 2627986153, 178045653, 1177151005, 1668360675, 3394144983, 4125077361, 1196320939, 141241
4522, 3597932055, 2903358437, 1660402659, 3369503751, 2282657038, 4161742266, 1987716684, 2591875092, 1552665070
, 1570699220, 3113856222, 3001847315, 3999802157, 2457624526, 3387140189, 2893329771, 1119282962, 3441989850, 42
43659864, 4117788142, 1349969528, 3570821685, 2500876985, 464536579, 2990586201, 2068719130, 600910296, 41255779
33, 1319604080} ;

uint32_t k[] {0x74, Ox6F, 0x72, Ox61};

int n 66;

btea(v, -n, k);

for (size_t i 0; i




printf( , ROL(*((char *)v i) oxff));

return 0;

R JGbasebAtiT T, MIRBREEME
YPxoTHcmBzPSZItSMItSDItSFItyKA+3SiYz/zPArDxhfAIsIMHPDQP44vBSVAtSEItCPAPCiOB4hcAPhLAAAAADWICLSBiLWCAD20P5AA+EQQA
AAEMLNISD8jP/M8Cswc8NA/g6xHXOA3wkBDt8IAX12TP/M8mDwlAPtgQKwc8NA/hBg/kOdfHBzw1XM/8zyYtUIDxSD7YcDrhnZmZmo+vR+ovCweg
FfA8KNBIAr2FoPtgQKK8PBzwOD+EGD+Q511MHPDTs8JHQWaCVzAACLXGhubwAAVFCLXCRI/9PrFGglcwAAi8RoeWVzAFRQilwkSP/TWFhYWFhYWFh
YYcNYX1qLEukLhhcHAwkFAAOMDN4AMDgzeDg80Dg6AGDAVYPXx0THCmBZzPSZItSMItSDItSFItyKA+3SiYz/zPArDxhfAIsIMHPDQP44vBSVAtSEIt
CPAPCi@B4hcAPhL4AAAADWI1CLSBiLWCAD20P5AA+EQQAAAEMLNISD8jP/M8Cswc8NA/g6xHXOA3wWkBDt8IAx12TP/M8mDw1APtgQKwc8NA/hBg/k
O0dfHBzw1XM/8zyYtUIDXxSD7YcDrhnZmZm9+vR+ovCwegfA8KNBIAr2FoPtgQKK8PBzwOD+EGD+Q511MHPDTs8JIHQWaCVzAACLXGhubwAAVFCLXCR
I/9PrFGglcwAAi8RoeWVzAFRQi1wkSP/TWFhYWFhYWFhYYcNYX1qLEukL

BTk ZKfag

BABEANWR, E3hif, BRA REEET R, SRR

flag: hhcHAwkFAA@MDN ?

RIEAX, /R

WTER

(k)):
(a[i])+k[i]),end

Contra 2048

BRELI0T, #HEFRE M helloworld, FEERE KB M

protected void onCreate(Bundle arg2) {
super.onCreate(arg2);
this.setContentView(0x7F09001C);
this.imageButton (ImageButton)this.findViewById(@x7F070046) ;
this.imageButton.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View arg3) {
MainActivity.this.cnt;
if(MainActivity.this.cnt 10) {
MainActivity.this.cnt Q;
Intent v3 new Intent();
v3.setClass(MainActivity.this, TestActivity.class);
MainActivity.this.startActivity(v3);




fEactivity_maint & 7 i J&

xml version encoding

roidx. co raintlayout.wi ConstraintLayout android:background android:layout height

id:layout_width xmlns:android xmlns:app

TextView android:id android:layout height android:layout width android:text
app:layout_constraintBottom_toBottomOf app:layout constraintlLeft tolLeftOf app:layout constrain
tRight_toRightOf app:layout constraintTop_toTopOf
ImageButton android:background android:id android:layout_height android
layout width app:layout_constraintBottom_toBottomOf app:layout constraintEnd_toEndOf app:layout
constraintHorizontal bias app:layout constraintStart_toStartOf app:layout constraintTop_ toTopOf a
pp:layout_constraintVertical bias app:srcCompat

t.ConstraintLayout

44 B fEandroid:layout_height="47.0dp” android:layout width="52.0dp”, i — FiE& Rk HFEE, RuERM4EE.

SR JE HE R webview® 2 12048, this.webView.addJavascriptInterface(this, "gameManager"); fEassert/webl/js FiELL#k
# game_manager

REE—T 17, KAH—T, siBE. . .

FIRWE

RIRKGR R B

v GameManager.prototype[ “"checkseq”] = function () {
if (seq.length < 1ee) i

for (Value_fl = @; Value_fl < Math.floor(seq.length / 4); Value_fl++)
console.log("Cheat code: " + _©x2603b4);

var _ex382931 = kzlso("", "");

window.gameManager.pre("Hello from 2848!");

res = window.gameManager.docheck(bbb);
?Eﬁsole.log{resj;

seq = new Array();

if (String(res) == "Bingo!")

return false;

BIEEHAME, Ekzdso B T XTEAIE

fromByteArrayif ${/&base64

fEso X AR Bcheck B, MM T Kasik

frida dump so3Cf, HAK (AIEERIRAERAE 8D

—EENAEERILH], Elibnative-1ibXXHERIW T WfridafI kAR, REARANET — FFHEESHBFrida
Funidbg, A<4, BT HRemtanling X Hwp, 1FEIWBER1970, libnative-libBk#: Flsub_1970


https://obfuscator.io
http://www.dejs.vip/encry_decry/obfuscator.html
https://www.yuque.com/emtanling/tdqiqd/ikbg1g#U0l8c

_int64 _ fastcall sub _1970(__int64 *al, _ int64 a2, _ int64 a3)

__int64 v5;
__int64 v6;
__int64 v7;

int v8;

__int64 v9;
__int64 vie;
_BYTE v12[256];
__int128 v13[6];
int vi14;
__int64 vi15;

v15 (_QWORD *)(_ReadStatusReg(ARM64 SYSREG(3, 3,
0;
memset(v13, O, sizeof(vil3));
v5 sub_1418();
v6 sub_15BO(Vv5);
sub_1724(v6, v7);
sub_150C((__int64)v12, 256LL, (__int64)&byte 100F8);
v8 (*(__int64 (__ _fastcall )(__int64 *, _ int64))(*al 1344)) (a1, a3);
v9 al;
if ( v8 64 )
{
v1e (*(__int64 (__ _fastcall )(__int64 *,  int64, _QWORD))(v9 + 1352))(al, a3,
if ( (unsigned int)sub_1874(v1e, v13) 1)
{
sub_58E4(v13, 48LL);
sub_150C((__int64)v12, 256LL, (__int64)&byte 100FC);
}
(*(void (__fastcall )(__inte4 *, __int64, _ inte4))(*al + 1360))(al, a3, vi0);
v9 al;
b
return (*(__inte4 (__fastcall )(__inte4 *, BYTE *))(v9 + 1336))(al, vi2);




sub_1418,sub_15B0,sub_1724#fZanti_debug,

TEXE Yt 2/ B RE, R ERER, 25

fE datadiv_decode14253863403468425951() Fl datadiv_decode6598209846029502604 5 /MDA A i iF 5 & 7F & B I B R 5%,
—F

int8x16_t datadiv_decode6598209846029502604 ()
{

int8x16_t ve; // g3

int8x16_t vi; q2

int8x16_t v2; q4

int8xl6_t v3; q5

i nt8x1 G_t v4 H ..f"' ..f"' q 17

int8x16_t result; // g@

v@.n128_ub4[@] = @x6565656565656565LL;

v@.n128 ub4[1] = @x6565656565656565LL;

xmmword_100E@ = (__int128)veorq_s8((int8x16_t)xmmword_100E@, ve);

*(1int8x8_t *)alW63R = veor_s8(*(int8x8_t *)alW63R, (int8x8_t)@x5252525252525252LL);
alW63R[8]
alW63R[9]
alW63R[10]

alW63R[11]

alW63R[12]

alW63R[13]

alW63R[14]

*(int8x8_t *)aVpcagprkf = veor_s8(*(int8x8_t *)aVpcagprkf, (int8x8_t)ex:
byte_18098 ~= 6xCéu;

byte_10091 *

aVpcagprkf[8

aVpcagprkf[9

byte_100A4 A

byte 100A5 A=

byte_168A6 "= ©xAlu;




sub_1874(v7, v10)E Haeshn#
SRJG1Esub_540CH %, OLLVMIR¥E, KILTmd5, HERIERE FHsendtol %, FARMNIFEER SR Kpcap ka7 N

= malloc(©x11lu);
*v7 = -1;
v8 = (char *)malloc(©x34u);
*(_DWORD *)v8 = dword_16330;
*((_DWORD *)v8 + 1) = 4;
*((_DWORD *)v8 + 2) = time(eLL);
sub_Cee4(v27);
sub_cCeic(v27, v7, 17LL);
sub_Ce98(v27, v26);
v9 = v7[16];
vle = *(_OWORD *)v7;
*((_DWORD *)v8 + 3) = v26[@];
*((_DWORD *)v8 + 4) = 17;
vB[36] = v9;
*(_OWORD *)(v8 + 20) = vie,
sendto(fd, v8, ©x34u, ©, , 16);
close(fd);
v2 = 8,
v5 11889251,

CSDN @Pvr1sC

ad—RIEXR, RAT
4

L RAESIZE

sub_Al116(&aYhXhY, &v23 - 3@, 128LL);
sub_5CDe(v18, v18, &v23 - 30, 128LL);
vl9 = (char *)malloc(©x34u);

*(_DWORD *)v19 = dword_16339;
*((_DWORD *)v1S + 1) = 2;

*((_DWORD *)v19 + 2) = time(OLL);
md5_init((__inft64)v31);
md5_updata((__inte4)v31, vi17, 17LL);
md5_final(v31, v3e);

v20 = v17[16];

v21 = *(_OWORD *)v17;

v22 = v24;

*((_DWORD *)v1S + 3) v3el[e];
*((_DWORD *)v1S + 4) 17,

v19[36] = v2e;

*(_OWORD *)(v19 + 20) = v21;

result = sendto(v4, v19, ©x34u, 6, v22, 16);

}
return result; CSDN @Pvr1sC




( (s[i])”ex32),end

#Epcap, RIRBAESIEKI# S, Htype 2

485546550000000072811362cdd740152000000062726154494e58665066585a70515a7265414d475777361565075656T6e727347
48554655010000007281136244cf42:1110008000F fAb5Sabf4cdababecdcbb526c4d4£7475441800000000000000000000000000000
48554655020000007a8113621204224d110088088Ff111ataab75802d7a976c98c8c43e2da2B00000400000000000800000676548
48554655020000007a81136216b7c48311008888FF521F3381F24ec51088bat28Bbbecbddbl2872696768742978323034382c20842
48554655020000007a8113626712c37a11008008f6187ab272c118733babaaet/6T188c592872696768742978323034382c20842
48554655020000007a811362d817727e11008008f81d16ladd85a735d3d383e9482981c3180000000000000000080080000800
4855465502000000728113623d2¢1551110600088f fbeleaf9932810db8ad5c7bb35047d90000006000000000000000000000000
48554655020000007281136260fe061d11060000f fcdbbbdbedbcbatec72bdc89bB66ca730000060000000000000000000000000
485546550208000007a8113629e3d83cd11008888Ffb1849417ed4T822389adfBF4d5c4da9%=B00000800000006801804203000000
48554655020000007a811362344922b511008808Ff1latd/65F3cedeBbi216bleeld2d428186d6F6e5F5573655abf6fod4baF7244
48554655020000007a8113628630a6b411008008f fe7be9ed7e94Ta2823baa’798b5851c873655ab6T6Tod4bbT72445346586T6C
48554655020000007a811362cd277687110008008134286c82231731c478beb284a57183c500000000000000000080080000800
485546550200000072811362066f80d71106000008f fd59dcad948aaf35a313eeB2c1967b380000060000000000000000000000000
48554655020000007281136251 2582211000000 fdf7cb6422e37aedlaf3cad311dcd4104600006000000000000000000000000
48554655020000007a81136263daedb4110088B8FFF2319387bbcf9e7606T4256bF8790aTdBE0EE0800000006000800000E0BE0E
48554655020000007a8113622d35e45b1100888a8Ffd328266ebatelcal9/el2e4059bb4c3eBE000080000000000080000000BE0E
48554655020000007a811362751567b311008088 5895762381 fcebbdBbcbcadbf129388d800800000000000800080080000B00
48554655020000007a8113627398dda211008808 fbT33b95F15731418682adblBc447144a9800000000000000000800800008000
485546550200000072811362fb8d87a611000000F f288b18ec59fbfBE17baflc8c4dO9b5903000006000000000000000000000000
485546550200000072811362abb%ebdel1060088f fdddel8deb5c37cbecdeabld@22a8edeaadlB00000000000000000000000000
48554655020000007a8113627535784311008888FF554b25cc7d29625c902cebd/871d6aacBE000080000000000080000000000
48554655028000007a811362de5bad94110088088ffat9874a528dcBbeb3cB12756b80d2de5BE00008000000060008000000BE0E
48554655020000007a8113620b2990e611008008 fd8b27655d8cde7f2cdc7a74754953337000000000000000000800000000000
48554655020000007a811362186e88c311008808ffcadeebldcb728813a8ed41e9beilab76480000000000000000080080000000
4855465502000000728113624F333c271106000008F ffc95be5241f8a59eb580eba5tb91fddfB00R06000000000000000000000000
485546550200000072811362592f68b211060000f2bal33fa3879e6347b3ae8e55fbc09442000000000000000000000000000000
48554655028000007a811362bBeb8a831100880AFfcbB8dT585a2932cable3538atbbcd1bbbBERBE0EECEBEEEECR0EE0ECBEEBERE
485546550208000007a81136202fd6ed811008808Ffcbd4add7747cc/Bebl3bab516286ca7218000008000000000008000000BE0E
48554655020000007a811362123a759711008008F1737bla23ec2bd493ablab275bbe2eblBB000000000000800080080000BE00
48554655020000007a811362712cedabl1008808f2cTb5de58c1fc558d9T4332180096380000000000000000080080000800
485546550200000072811362346ebBeel1000000 fobeeed127510330485a8bee805805c000000000000000000000000000000
4855465582BBBBB87a8113627F73b563118BBBBBFFSb821cac8196275984bbb53a11b831d58BBBBBBBEBBBBBBBBB@BBBBBBBBBBB

B 1. 51 £ 48, { FEE A8, | tuns), AEER.

%jl\ﬂ{hé (2663 bytes) e Show data az [FIGFTIE i o0 ls

B EHT— )
R TEN BiFA R[E 2_1:053 | .f;._r'.P}} 1_[),_{_(_’-

RE, B NAESHIZkeyHIKE AN16FTLL, NAES-128/N%, 1284:

48554655 02000000 7a811362 1e@4224d 11e00eee ff 1lllafaa675802d7a976c98c8c43e2da? ©06000400000000000000008676548

HUFU type time md5 length -1 data

12 B pcapfs B i i 4

from Crypto.Cipher import AES

import binascii

S




AES.new(key, mode=AES.MODE_ECB
s
sl.append(s[i][42:42+32
decode
for enc in sl
decode.append(crypto.decrypt(binascii.a2b_hex(enc
print(decode

RiERWER, kPWT, ZEH

4




	虎符2022RE复现
	fpbe
	z3脚本

	the_shellcode
	脚本求shellcode
	脚本

	Contra 2048
	提取pcap信息的脚本
	然后是调试，先中断了，之后搞


