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No. Time Source Destination Protocel Length B33 Id Inf:
— 1 6.808200000 127.8.0.1 127.8.0.1 QUIC 1399 Inji
2 8.801170565 127.8.0.1 127.8.0.1 QUIC 170 Ret
3 9.801662286 127.8.0.1 127.8.0.1 QUIC 1399 Inji
4 6.807620732 127.8.0.1 127.8.0.1 QUIC 1294 Har
5 B.087s85813@ 127.8.0.1 127.8.08.1 =3 HTTP3 382 Prc
6 8.8897891% 127.8.0.1 127.8.0.1 QUIC 219 Har
7 8.911896478 127.8.0.1 127.8.0.1 HTTP3 99 Prc
& 8.911948328 127.8.0.1 127.8.0.1 QUIC 114 Har
9 8.912441924 127.8.0.1 127.8.0.1 HTTP3 282 Prc
18 8.912904275 127.8.0.1 127.8.0.1 QUIC 81 Har
11 @.8136399%62 127.8.0.1 127.8.0.1 QUIC 353 Prc
12 8.814545686 127.8.0.1 127.8.0.1 QUIC 78 Prc
13 8.8145808322 127.8.08.1 127.8.08.1 . HTTP3 1294 Prc
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Tima Source Destination
614 8.096339714 127.98.0.1 127.68.0.1
637 8.0897613484 127.8.0.1 127.6.0.1
641 8.241716345 127.8.8.1 127.8.8.1
642 8.242391329 127.0.0.1 127.6.0.1
643 8.255606873 127.8.08.1 127.6.0.1
644 8.258862696 127.8.0.1 127.8.8.1
647 ©.269238842 127.8.0.1 127.98.0.1
648 @.270014814 127.8.0.1 127.6.0.1
651 8.279318647 127.8.08.1 127.68.8.1
652 0.280699471 127.8.0.1 127.98.0.1
679 8.281616897 127.98.0.1 127.68.0.1
788 8.282834011 127.8.0.1 127.6.0.1
736 8.283772681 127.8.8.1 127.8.8.1
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#EXTM3IU

#EXT-X-VERSION: 3
#EXT-X-TARGETDURATION: 30
HEXT-X-MEDIA-SEQUENCE: @
H#EXT-X-PLAYLIST-TYPE:VOD
HEXT-X-KEY:METHOD=AES-128,URI="https://localhost:8443 /music/
enc.key",IV=0x00000000000000000000000000000000
#EXTINF:30.016000,
audioB.ts
H#EXTINF:29.994667,
audiol.ts
H#EXTINF:29.994667,
audio2.ts
H#EXTINF:29.994667,
audiold.ts
#EXTINF:30.016000,
audiod.ts
H#EXTINF:29.994667,
audio5.ts
H#EXTINF:29.994667,
audiob.ts
H#EXTINF:29.994667,
audio?.ts
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B HTTP3$ R AR KEE, AWM KRGO E, FA e 8 W R LG KIm3u8 playlistitkey iR, /s &
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KIEMPEG-TSA S IS FIAES-128-CBCHNZ 5 4%, AT LGS I, BEMEE.
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, override_prefs={ : os.path.abspath(

>

(678, 18706):

(cap[i].http3.frame_type) 0:
fd.write(cap[i].http3.frame_payload.binary value)
except Exception:

continue

fd.close()

ZJ5, #igRE&—A A KIm3u8 playlist:

HEXTM3U

HEXT-X-VERSION: 3

HEXT-X-MEDIA-SEQUENCE: @

HEXT-X-PLAYLIST-TYPE:VOD

HEXT-X-KEY :METHOD=AES-128,URI="enc.key", IV=0x00000000000000000000000000000000
HEXTINF : 10000

output.ts

HEXT-X-ENDLIST

EXTINFRTUABERA K, BEZEHARNURBCHEXTEEZE. B # HFFMPEGHEATESBI A .

ffmpeg -allowed_extensions ALL -i index.m3u8 -c copy outdec.ts

PR A LAfEE Fopenssl. X ByER, HLSY) R N ié 2)id K M Key2 BEAT 128 61/ N 25 %41
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343632386565613630313966323236316132623437346336336637653536
663531383439653831663166353931326538363835663861303461666430

323133640d0a

BHT 128 A BEAT Al BV A -

openssl aes-128-cbc -d -in .\output.ts -out .\out.ts -iv 000000000V -K 3436323865656136303

1396632323631 -nosalt
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Here are 148 public repositories matching this topic... Improve this page
Add a description, image, and links

e sort Best mateh ¥ t0 the modem topic page so that
developers can maore easily lea
about it.

2 quiet / quiet-js frsar | 17k

Curate this topic »

<> Code | (D) Issuez 1% Pull requests

Add this topic to your repo
Transmit data with sound using Web Audio -- Javascript binding for libquist
To associate your repository with

the modem topic, visit your repa’s
anding page and select "manage

webaudio emscripten data-transfer ultrasonic masdem

topics.”
Updated 23 days & JavaSonipt
pess Jeeae Learn more >
& ggerganov / wave-share 0 sponsor | P Swar | 16k
<> Code (D Isues I Pullrequests () Discussions

Serverless, peer-to-peer, local file sharing through socund

webrtc pip filz-sharing data-transfer ultrasonic madam fake webrtc-signaling

data-over-sound

Updated on 11 Dec 2020 @ C=+=
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Quiet for Android - TCP over sound

android ultrasonic modem airgap
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KIquiet TE C(https://github.com/quiet/quiet) BAHEITEFH AEMEES (BT Utrasonic™) HITRE.
Ultrasonic

The ultrasonic- profiles encode data through a very low bitrate, but the audio content lies above 16kHz, which
should pass through audio equipment relatively well while being inaudible to the average person. This is a good
option for sending data through a channel where you would prefer not to disrupt human listeners.
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"ultrasonic": {

"mod_scheme™: "gmsk",
"checksum_scheme™: “"crc32™,
"inner_fec_scheme": "waT"
"outer_fec_scheme": "none,

"frame_length": 34,

"modulation™: {

"center_frequency™: 19083,

"gain": @.82

Ta

"interpolation": {
"shape": "rrcos",
"zamples_per_symbol™: 14,
"symbol_delay": 4,
"excess_bandwidth": ©.35

Ta

"encoder_filters": {
"dc_filter_alpha™: @.81

Ta

"resampler": {
"delay": 13,
"bandwidth": @.45,
"attenuation": @@,

"filter_bank_szize": &4
}!
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SHNDFILE *wav_open(const char *fname, unsigned int *sample_rate) {

SF_INFD sfinfo;
memset{&sfinfo, @, sizeof(sfinfo));
SNDFILE *f = =f_open(fname, SFM_READ, &sfinfo);
#gample_rate = sfinfo.zamplerats;
return f;
#ifdef QUIET_DEBUG
decodeopt-»is_debug = true;
#endif
decode_wav({output, "encoded.wav”, decodeopt);

fclose{output);

free(decodeopt);
return 8;

FEB AR S Awavig R, BLE 4% Nencoded.wav. BEAEZIE H 1“Robust’, 2 EI“&kEd:", FIb KB, |
RATAEREE, RN, RFERERNRERENAE:

rf64, *amb)

(o nBEe)_ad8

bE )5 A -
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Zero Width Characters for Steganography:
MU+200B ZERO WIDTH SPACE
MU+200C ZERO WIDTH NON-JOINER

M U+200D ZERC WIDTH JOINER

M U+200E LEFT-TO-RIGHT MARK
OuU+202A LEFT-TO-RIGHT EMBEDDING
OuU+202C POP DIRECTIONAL FORMATTING
OuU+202D LEFT-TO-RIGHT OVERRIDE
OuU+2062 INVISIBLE TIMES

OuU+2063 INVISIBLE SEPARATOR
MU+FEFF ZERO WIDTH NC-BREAK SFACE

BRIFERD SR

<~A2@_;ApZ7 (GAO]MC.i&:F%' t#:IXSd=tj-$>'EtKom.1t0i38~>

B E R <~ ~>5 53 NBase854ifi. RIS 8Flag:

d3ctf{1IwiKUjKcUSEn@O0IZZ0ZsZwUX1uiC1P}



	补档：D^3CTF 2021 - Misc - Robust WriteUp

