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from cv2 import

img cv2.imread( )

cv_color cv2.cvtColor(img, cv2.COLOR_BGR2YCrCb)
cv2.imwrite( , cv_color)
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PC.raw —profile=Win7SP1x6& psxview
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Name PID pslist psscan thrdproc pspcid ion deskthrd ExitTime

onhost.
host.e:
onhost.

§ dllhn't.
host.
host.e:

host. True True True

host.e: True True True

@ winlogon.exe ; True True True
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True True True
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umtuul d . exe True True True
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from base64 import *from base64 import
b64decode( ) .decode(
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File  Edit ] Settings  Help

a / ] volatility -f Y
Framework 2.6

Volatility
ctionObject @ 9 None

1 = 1L

+ le.None
a /home /moc
file.None.

a

Volatili
Wrote .
Wrote .
Wrote .
Wrote .
Wrote .
Wrote .
Wrote .
Wrote .
Wrote . on_1.win:
Wrote . on_1.Win!
a

file.None.@x

[
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volatility -f Yusa-PC.raw --profile=Win7SP1x64 filescan grep -E



File Edit View Boockmarks _’-.ettiruqs HEIp

a Yusa-PC.raw —profile=Win75P1=64 files grep '.zip$|.rar$|.7z$
011t111t- Foundation Volatility

folume2\PROGRA- [
aw —profile=win75sP

HarddiskVolume2\PROGRA~1\MSBuild\MICROS~1\WINDOW~1\key . z1

a-PC.raw
file file.None.@=
Zip archive d v2.0 to
mv file.None.@ dee.dat key.
1s

key.zip TEHM; S0

P stikyNot.exe , AT snt 34
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1-|t111t- —+ Yus ) profile=Win75P1x64 filescan | grep -E '

Nune
1s

a /home/mochu? /Desktop ¥ file file.None .dat
file.None. e270590.dat: Composite Document File V cument, Cannot read section info

i / ch |
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from PIL import Image
import struct
pic Image.

a, b pic.size
listl []
for y in (b):
for x in (a):
pixel = pic.getpixel((x, y))
listl.extend([pixel[1], pixel[@], pixel[2], pixel[2], pixel[1], pixel[0]])

fp.read()
for i in (0, (CEICIDE
fs.write(struct.pack( , data[i] listl[i % a*b*6]))
fp.close()
fs.close()
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File Edit View Bookmarks Settings Help

latility -f Yusa-PC.raw --profile=Win7SP1x64 hashdump
work 2.6

HomeGroupU
Yusa: 100
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FZ Passware Password Recavery Kit Forensic

File View Tools Help

@ Back @ Forward & Start Page

Quick Start

’ili Recover - Search ‘ @Check for Updates g Suppaort @ Help

Recover File Password

Recover a password for a file
Recover file password...

Find Encrypted Files

Scan computer for encrypted files and containers

Search for protected files...

Create Windows password

feset disk... Full Disk Encryption

Decrypt HDD: BitLocker, TrueCrypt, PGP, FileVault2, etc.

It Memory Analysis
Extract encryption keys and passwords from a memory image

Mobile Forensics

Open Job...

Recover passwords for mobile backups and images

Internet 8 Network

Recover passwords for websites, email and network connections

System & Registry

T
9 Extract passwords from external registry files
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FZ Passware Password Recavery Kit Forensic

File View Tools Help

@Back @ Forward &Starl Page g Suppaort @ Help

[E] Memory Analysis

Details

Windows User
Extract passwords from a Recover passwords for Windows users from a memory image.
live memory image.

[

Mac User
G Recover passwords for Mac users from a memory image.
= Websites
P
‘"‘:-I,,[H Extract passwords for facebook and other websites from a memory image.

[E] additional Tools

=, Passware FireWire Memory Imager
4\# Acquire a memory image of a running computer.
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FZ Passware Password Recavery Kit Forensic

File View Tools Help

@ Back @ Forward ® Start Page

Attack Susmsry

H Save Results j@ Print @ Check for Updates g Support @ Help

ChUsers\Administrator\Downloads\Yusa-PC.raw
Protection: Memory Image

Passwords found: Complexity: Instant Unprotection




1 password Memory image file: Yusa-PC.raw

Total time elapsed: Folder: Ch\Users\Administrator\Downloads),
25 sec. Protection: Memory Image - 1 Password(s)
=t Gy S Complexity: Instant Unprotection
[completed] YUSA-PC\Yusa password: [Yusa¥Yusa520] (no brackets) =Copy=
CSDN @3k /)

BE|%: YusaYusa520
f#E1S 2 who_am_I
Who_am IH T, BZE key.omp XTI LB R flag XH T

Edit  View tmarks  Settings  Help
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ylatility -f C.raw —-profile=Win75P1x64 dumpfiles -Q
tility Foundation Volatility Framework 2
SectionObject Bx3e58 None  “Devi ild\Mi soft'Windows Workflow Foundatio

ile file.MNone
ip archive data
mv file.None.@ bd2ba@.dat ura-didi.zip
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from PIL import Image
import struct
pic Image.

(

pic.size

[]

(b):
for x in (a):
pixel pic.getpixel((x, y))
listl.extend([pixel[1], pixel[@], pixel[2], pixel[2], pixel[1], pixel[0]])

data = fp.read()

for i in (o, (data)):
fs.write(struct.pack( , data[i] listi[i a*b*6]))
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B

python3 dirsearch.py -u
200 grep -v

AR P RIMZL IR /.idea/dataSources.xml XAHEE, R BEREY A Z£404

Starting:

Starting: ..;/
(Added to queue)
Starting: .admin/

(Added to queue)
Starting: .ansible/
Starting: .aspnet/DataProtection-Keys/
Starting: .apt_generated/

starting: .axoCover/
Starting: .aws/
(Added to queusd
Starting: .build/
Starting: .buildpath/
Starting: .bundle/
starting: .bzr/
Starting: .c9revisions/

(Added to queue)
starting: .c9/
Starting: .cache/
Starting: .cabal-sandbox/
Starting: .capistrano/
Starting: .capistrano/metrics/
starting: .cfg/

Starting: .circleci/
starting: .clcbio/
Starting: .components/

CSDN @7 4]

Starting: .git-rewrite/
Sstarting: .git/




(Added to queue)
Starting: .git/info/
starting: .git/logs/
Starting: .git/branches/

:16:86] Starting: .git/hooks/
:16:38] Starting: .git/refs/
:17:18] Starting: .git/objects/

Starting: .git2/

(Added to queue)
Starting: .github/

Starting: .gitignore/

Starting: .gnome/

:19:51] Starting: .gnupg/

[18:21:14] starting: .gphoto/

ZRE V5 /.idea/dataSources. xml

b1c34857-a729-4b00-a22a-982 * -+

&« ¢ & O B bl1c34857-a729-4b00-a22a-98323505597c.haomeidehelloworld-ctf.dasctf.com:2333/.idea/dataSources.xml

1Z XML X ERESEMXERIRRES. KRBT,

—<project version="4">
—<component name="DataSourceManagerimpl® format="xml" multifile-model="true" >
—<data-source source="LOCAL" name="flag@localhost" uuid="9e687dff-ebb7-45db-b542-b1b5d7c402cd" >
<driver-ref>mysql.8</driver-ref-
<synchronize>true </synchronize>
<jdbc-driver>com.mysql.cj.jdbc.Driver</jdbc-driver=
—<jdbc-url>
jdba:mysql://DASCTF{e4bd12e6325597a2efa71744f2618f15}:3306
</fjdbc-url>
</data-source>
</component>
</project>
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