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Hardgame

flagl = ant( flagl{FFrrreerrkrrrrsrsrnls S ancode( hex ),16)
flag2 FEXXEXEXL" _encode('hex'),16)
3 flag = int( flag{trtrreirrseresrsssslr! ancode( hex"),16)

14 flag = flagl*flag2 flag

flag = libnum.n2s(flag)

p = number.getPrime(10624

g = number.getPrime(

n=p 4

= number.getPrime(24)

final(data):
iv = os.urandom(256)
= = iV
1117 binascii.hexlify(data)
000 (len(11l) 3) 4
kkk = 111.1just(ooo * 4, b'f')
il range(®, len(kkk), 4):
qqq = number.bytes to long(kkk[i:i+4])
www - pow(qqq, e, n)
eee binascii.unhexlify('%.512x" Www )
fff strxor(fff[-256:], eee)
base64.b64encode(fff)
f = open('enc', 'wb"')
f.write('n= , e=0 (n, e))
f.write('\n"')
f.write(final(flag))

37 f.close()
Hardgame.png
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= 8036784533596546782949088497960708796839571507933347603319145645604363462463181469720
37345532196144846302396231568208129578229658427016137015812294767829769526183110361155218
97353413263786862987869727688501062166779834099072247923220653973713463002267961138485665
14576767425031815526125777238891484803718144270035199118878202599958091382248809859740192
40787368063863785676352901706320933005866320209971047564687269855667449125006030388570791
74502560401299593296780884562686149406747757626955306318894286334582390440199311487506303
91723989422739220069192979146360761657647243198209757903543161784470722640257106296127927
44623493832043468536056092942850806682235592789516752472672702894552294332079944336742847
29765777711182020727069774363430120155459102563459786762117990027934127337326692296907778
49898971804673853596374679605486250994462067144498021338816661680015260566260121233460930
03692879254719481099405181507957042513412777445437991143507101426673368439550927862534716
77679929374852301467956035620488443249917432666866615533126628927567640776343133843532733
88823928758448367518817572260268201735092705057764226524362062247466144913976682473160509
74170122064912373180229234431227192655345960223082314479121823620163578746247313,

e = 2,
¢ = 9217979941366220275377875095861710925207028551771520610387238734819759256223080175603
032167658086669886661302962985046348865181740591251321966682848536331583243529
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— K pythonFF IR 5 ik AR, X REEHIF HRIIR S U E K.
RIEFR gmpy2 AT AX REHIFHR S .

import gmpy2

import libnum

Cc = 9217979941366220275377875095861710925207028551771520610387238734819759256223080175603032167658086669886
m = gmpy2.isqrt(c)

m = int(m)

m_text = libnum.n2s(m)

print(m_text)
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DESECB (M 7# AT ) HELARHRH, BARHE R8N 747 —But /T DESING B % 15 2 — B B8N 71/
EXEHERL, RE—BARNFH (—BA0KEF) , FHRFRIE8ANFHHATHE CGHTHED , ZJFERIIF
BT EPTR B EE R, & BOEE A E AR .
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Last Block Padded Block

Data 1 Byte Short

() ] ) ) B ] ) O — [x] ) Ix] [x] B (] [x] 2]

Data 4 Bytes Short

XXXXOOOO — & [& X [ (4] (4] (4] (4]

Data O Bytes Short

() [x] [x] ] [x] (] (%] [x] —— [x] [x] [x] [x] (x] [x] [x] [x]
and (8] (8] (8] (8] (8] [8] [8] [8]
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hashcat64.exe -a 3 -m 14000 d33ad316eb246e5c:0808080808080808 -w 3 -0 Qururururululuru
hashcat64.exe -a 3 -m 14000 ea9c3c12181a1e82:0808080808080808 -w 3 -0 Qururulurululuru

inimum password length supported hy kernel:
aximum password length supported by kernel:

datchdog: Temperature abort trigger set to 98c

eaZclcl2181ale82:08B8BB8A8H8HBEB3A8 : JFRYOMPR

2. .-.----- DES {PT = %salt. key = Spass)
cree--: 2a%3c12181a1e82:ABA8ABABABABASASR
..... : Tue Apr B9 23:58:87 2019 <4 secs>
: Tue Apr B9 23:58:11 28019 (B secs?
cesnenets fUTNTUuTUTU?U??0 [B1
ceee--2 171 {198.88x)
csssssss=s- 8046.4 MH/s <69.69ms) B Accel:256 Loops:1024 Thr:256 VUec:1
ceeeew=s: 171 <1808.08:> Digests, 1-1 {198.88:x> Salts
cs-==s-s 35226918728-208827864576 <(16.87:x>
casssnanats B/35226910720 <8.08:x)
ce--: 1966880-11881376 (16.55%)>
: Salt:8 Amplifier:8-1824 I[teration:B8-1824
: MARCTJCO —-> TKAGWIUI
: Temp: 62c Util: 84x Core:1746MHz Mem:3882MHz Bus:1i6

Tue Apr B9 23:50:81 2019
: Tue Apr B9 23:58:12 2819

D: 3608 ~Etshashcat-5.1.8>
flag2.png

d33ad316eb246e5cfE A Hi ¥k
ea9c3c12181a1e821R R AT 5 3 % 44N JrrYOMPR

RJE = RA T

from pyDes import *

Des_Key = "JFRYOMPR"

def DesDecrypt(str):
k = des(Des_Key, ECB, pad=None, padmode=PAD_PKCS5)
DecryptStr = k.decrypt(str.decode('hex"))
return DecryptStr

with open('enc.txt','r"') as fe:
for line in fe.readlines():
print DesDecrypt(line.strip('\n'))
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#lusr/bin/env python

# -*- coding: utf-8 -*-

import base64

import binascii

import string

import libnum

from Crypto.Util import number

from Crypto.Util.strxor import strxor

n=0x834b44a67ea419elc3e665cedf7790ebc5fb013e2304861b667232e7eclcae53eb253639b348a6702561671a5c5c9105eacd5d4
e=0x9ae923
c="L+HK7Ksu+PoVIZBnIriWufZgKFH1APFFLFnKIf70Fj1BHRAkUtWaVp6y720Aux7f+ed+4rBIzsF7F+TwQAT+p0il825ftEICTL+CUBgW

c_dec = base64.b64decode(c).strip()
#—IFRivEa 25661 N —AN 4 HIg 2564
length = len(c_dec)/256
#HRHEBHE R BT AR
c_list =[]
for i in xrange(length,1,-1):
c_list.insert( @, strxor( c_dec[(i-1)*256:i*256], c_dec[(i-2)*256:(i-1)*256] ) )

IR IR S
dic = []
for i in range(0,0xffff):
m = str(hex(i)[2:]).rjust(4,'0")
gqq = number.bytes_to_long(m)
www = pow(qqq, e, n)
eee = binascii.unhexlify('%.512x"' % www)

dic.append(eee)

# iR E
m_hex = ""
for i in c_list:
if i in dic:
m_hex += hex(dic.index(i))[2:].rjust(4,'0")
else:
print "not found"

print m_hex

flagl = int('flagl{Thls_i5 wHat_You_ne3d _FirsT}'.encode('hex'),16)
flag2 = int('flag2{Fuck_YOu_cAn_Ge7_Se3ond}'.encode('hex'),16)

m_num = libnum.s2n(binascii.unhexlify(m_hex))

m_num /= flagl*flag2
print libnum.n2s(m_num)

SRS

10652cdf92fb9032a2e4c699448e3cadca2b66ab667ccc5af2c95fae7f6de79fcdlfas52cfe72ee7fa3ab90a58c0c2310cfcc42dab372c
flag{64b60d7c2ddcf37f8d50358belc35f45}
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[('FloraPrice','E11'),('FloraPrice’','E9'),('FloraPrice’, '75D}"'), ('NoraFayette', 'E11'),('NoraFa
yette','E1@'), ('NoraFayette','E13'), ('NoraFayette', 'E12"), ( 'NoraFayette', 'E14"'), ('NoraFayette'
,"E9"), ('NoraFayette','E7"'),('NoraFayette','E6'),('E1@', 'SylviaAvondale'),("E1@", 'MyraLiddel’)
,("E1l@’', 'HelenlLloyd'),('E1@"', 'KatherinaRogers'), ( 'VerneSanderson',"E7"'), ( 'VerneSanderson', "E12
'), ('VerneSanderson', 'E9"'),('VerneSanderson', 'E8'),('E12’, 'HelenLloyd'),('E12", 'KatherinaRoger
s'),("E12', 'SylviaAvondale'),('E12', '"MyralLiddel'), ('E14", 'SylviaAvondale'),("E14"',"'75D}"),('E1
4',"KatherinaRogers'),('FrancesAnderson', 'E5'), ('FrancesAnderson’', 'E6'), ('FrancesAnderson’, 'E8
'), ('FrancesAnderson', 'E3"), ('DorothyMurchison', 'E9"'), ( 'DorothyMurchison', 'E8"), ( 'EvelynJeffer
son','E9'), ('Evelynlefferson’, 'E8"), ('Evelynlefferson’, 'E5"'), ('Evelynlefferson’, 'E4'),( 'Evelyn
Jefferson','E6"'), ('Evelynlefferson','E1"'),('Evelynlefferson’','E3"), ('Evelynlefferson’,'E2"), ('
RuthDeSand', "E5'), ( 'RuthDeSand', 'E7'), ('RuthDeSand', 'E9"'), ( 'RuthDeSand"','E8"'), ("'HelenLloyd"','E
11'),('HelenLloyd’, 'E7"'), ('HelenLloyd"', 'E8'),('OliviaCarleton', "E11'),('0OliviaCarleton‘,'E9"'),
( '"EleanorNye',"E5"), ( 'EleanorNye’, 'E7"'),('EleanorNye’, 'E6"), ( 'EleanorNye’', 'E8"),('E9", 'Theresa
Anderson'),("E9', 'PearlOglethorpe"),('E9", 'KatherinaRogers"'),('E9", 'SylviaAvondale'), ("E9"', "My
raLiddel'),("E8"', 'TheresaAnderson'),("'E8", 'PearlOglethorpe'),('E8"', 'KatherinaRogers'),('E8",'S
ylviaAvondale'),('E8"', 'BrendaRogers'),('E8', 'LauraMandeville'),("'E8', 'MyraLiddel'),('E5", 'Ther
esaAnderson'),('E5S', 'BrendaRogers'),("E5', 'LauraMandeville'),("'ES', 'CharlotteMcDowd'),('E4","'C
harlotteMcDowd'),('E4’', 'TheresaAnderson'),('E4', 'BrendaRogers'),('E7', 'TheresaAnderson'),("'E7’
> 'SylviaAvondale'), ('E7", 'BrendaRogers'),('E7', 'LauraMandeville'),('E7', 'CharlotteMcDowd"), ('E
6', 'TheresaAnderson'),('E6', 'PearlOglethorpe'), ('E6", 'BrendaRogers"'),('E6"', 'LauraMandeville'),
('E1', 'LauraMandeville’),("E1l', 'BrendaRogers'),('E3"', 'TheresaAnderson'),('E3", 'BrendaRogers'),
('"E3', 'LauraMandeville'),('E3', "CharlotteMcDowd'), ('E3"', "flag{'),("E2', 'LauraMandeville'), ('E2
; 'TheresaAnderson'), ( 'KatherinaRogers','E13"),('E13"', 'SylviaAvondale')]

#HREETELL R AHERNIER T, #HBhflagitEixFR E75D/AHNG ?
#RT A Flag{PT|“75D”FIRIEEE, BDRflag, Hei0 : flag{E3AliceBobXX XXX XXXXXXXXX75D}
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import networkx as nx

import matplotlib.pyplot as plt

G
G
G
G
G
G
G
G
G
G.
G
G
G
G
G
G
G
G
G
G

=nx.Graph()

.add_edge('FloraPrice', "E11',weight=1)
.add_edge('FloraPrice', 'E9',weight=1)
.add_edge('FloraPrice','75D}"',weight=1)
.add_edge('NoraFayette', 'E11',weight=1)
.add_edge('NoraFayette', 'E10',weight=1)
.add_edge('NoraFayette', 'E13',weight=1)
.add_edge('NoraFayette', 'E12',weight=1)
.add_edge('NoraFayette', 'E14',weight=1)
add_edge( 'NoraFayette', 'E9',weight=1)
.add_edge( 'NoraFayette', 'E7"',weight=1)
.add_edge( 'NoraFayette', 'E6"',weight=1)
.add_edge('E10', 'SylviaAvondale',weight=1)
.add_edge('E10', '"MyralLiddel’,weight=1)
.add_edge('E10', 'HelenLloyd',weight=1)
.add_edge('E10', 'KatherinaRogers' ,weight=1)
.add_edge( 'VerneSanderson', 'E7"',weight=1)
.add_edge( 'VerneSanderson', 'E12"',weight=1)
.add_edge( 'VerneSanderson', 'E9',weight=1)
.add_edge( 'VerneSanderson', 'E8',weight=1)
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.add_edge('E12", 'HelenLloyd' ,weight=1)
.add_edge('E12', 'KatherinaRogers' ,weight=1)
.add_edge('E12', 'SylviaAvondale',weight=1)
.add_edge('E12', 'MyraLiddel' ,weight=1)
.add_edge('E14', 'SylviaAvondale',weight=1)
.add_edge('E14','75D} " ,weight=1)
.add_edge('E14"', 'KatherinaRogers' ,weight=1)
.add_edge( 'FrancesAnderson', 'E5',weight=1)
.add_edge( 'FrancesAnderson', 'E6',weight=1)
.add_edge( 'FrancesAnderson', 'E8',weight=1)
.add_edge('FrancesAnderson', 'E3"',weight=1)
.add_edge( 'DorothyMurchison’, 'E9' ,weight=1)
.add_edge( 'DorothyMurchison’, 'E8"' ,weight=1)
.add_edge('EvelynJefferson', 'E9',weight=1)
.add_edge('EvelynJefferson', 'E8',weight=1)
.add_edge('EvelynJefferson', 'E5',weight=1)
.add_edge('EvelynJefferson’', 'E4',weight=1)
.add_edge('EvelynJefferson’', 'E6',weight=1)
.add_edge('EvelynJefferson', 'E1',weight=1)
.add_edge('EvelynJefferson', 'E3"',weight=1)
.add_edge('EvelynJefferson', 'E2',weight=1)
.add_edge('RuthDeSand', 'E5',weight=1)
.add_edge('RuthDeSand', 'E7"',weight=1)
.add_edge( 'RuthDeSand', 'E9"',weight=1)
.add_edge('RuthDeSand', 'E8"',weight=1)
.add_edge('HelenLloyd', 'E11"',weight=1)
.add_edge('HelenLloyd', 'E7"',weight=1)
.add_edge('HelenLloyd', 'E8',weight=1)
.add_edge('OliviaCarleton', 'E11"',weight=1)
.add_edge('OliviaCarleton', 'E9',weight=1)
.add_edge('EleanorNye', 'E5',weight=1)
.add_edge('EleanorNye', 'E7',weight=1)
.add_edge('EleanorNye', 'E6',weight=1)
.add_edge('EleanorNye', 'E8',weight=1)
.add_edge('E9"', 'TheresaAnderson',weight=1)
.add_edge('E9"', 'PearlOglethorpe’,weight=1)
.add_edge('E9"', 'KatherinaRogers',weight=1)
.add_edge('E9"', 'SylviaAvondale',weight=1)
.add_edge('E9"', 'MyraLiddel',weight=1)
.add_edge('E8"', 'TheresaAnderson',weight=1)
.add_edge('E8"', 'PearlOglethorpe’,weight=1)
.add_edge('E8"', 'KatherinaRogers',weight=1)
.add_edge('E8"', 'SylviaAvondale',weight=1)
.add_edge('E8"', 'BrendaRogers ' ,weight=1)
.add_edge('E8"', 'LauraMandeville',weight=1)
.add_edge('E8"', 'MyraLiddel',weight=1)
.add_edge('E5', 'TheresaAnderson',weight=1)
.add_edge('E5"', 'BrendaRogers ' ,weight=1)
.add_edge('E5', 'LauraMandeville',weight=1)
.add_edge('E5', 'CharlotteMcDowd',weight=1)
.add_edge('E4", 'CharlotteMcDowd',weight=1)
.add_edge('E4', 'TheresaAnderson',weight=1)
.add_edge('E4', 'BrendaRogers',weight=1)
.add_edge('E7', 'TheresaAnderson',weight=1)
.add_edge('E7', 'SylviaAvondale',weight=1)
.add_edge('E7', 'BrendaRogers ' ,weight=1)
.add_edge('E7', 'LauraMandeville',weight=1)
.add_edge('E7"', 'CharlotteMcDowd',weight=1)
.add_edge('E6', 'TheresaAnderson',weight=1)
.add edge('E6','PearlOglethorpe’ ,weight=1)



.add_edge('E6', 'BrendaRogers',weight=1)
.add_edge('E6', 'LauraMandeville',weight=1)
.add_edge('E1', 'LauraMandeville',weight=1)
.add_edge('E1', 'BrendaRogers ' ,weight=1)
.add_edge('E3', 'TheresaAnderson',weight=1)
.add_edge('E3', 'BrendaRogers ' ,weight=1)
.add_edge('E3', 'LauraMandeville',weight=1)
.add_edge('E3', 'CharlotteMcDowd',weight=1)
.add_edge('E3", 'flag{',weight=1)
.add_edge('E2', 'LauraMandeville',weight=1)
.add_edge('E2', 'TheresaAnderson',weight=1)
.add_edge( 'KatherinaRogers', 'E13' ,weight=1)
.add_edge('E13', 'SylviaAvondale',weight=1)

O 0O 6006060606060 60600

nx.draw(G,pos = nx.random_layout(G),node_color = 'b',edge_color = 'r',with_labels = True,font_size =18,node
plt.savefig("wuxiangtu.png")

plt.show()

rs=nx.dijkstra_path(G, 'flag{', '75D}")

print(rs)

BITERWT

Chase) C:\UserswinlB\Desktop?>python dijkstra.py

[’flagl’,. *E3’, ’EvelyndJefferson’,. *'E9’,. ’FloraPrice’, *75D3’1
A BT R E IV png

SHREE


https://links.jianshu.com/go?to=https%253A%252F%252Fmp.weixin.qq.com%252Fs%252FrlSyABoulRKygPmwfcUuXA

	西湖论剑CTF2019
	Crypto
	哈夫曼之谜
	Hardgame
	flag1
	flag2


	Misc
	最短的路


