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4! Capturing from Realtek 10/100/1000 {Nicrosoft” s Packet Scheduler) \Device\REF_ {0CBDD3 [495—BEEA—FFE8A1B890ER}

Fle Edit Wiew Go Capture pnalyze Statistics Telephony Tools Internals Help

BB PEEXEE AesaTL (BB Qaam @B %

Filter: | tep | Expression Clear  Apply  Save
¥o e - Mermenfion Protecol |Leagth IInfo _!-_ |

601 2017-05-25 16:24:34.10.111.134.124 10.111.100. 210 TCP 54 Tmsocialserver > frp [ack] sSeq=1 Ack=1 win=65535 Len=0

602 20017-05-25 16:24:34.10.111.100.210 10.111.1354.124 FTP 92 Response: 220 Serv-U FTP Server w12.1 ready...

603 2017-05-25 24:34,10.1; 134,124 1 100.210 FTP 70 Reguest: USER anonymous

4 3 o FTP Request: PASS IEUser@
606 2017-05-25 16:24: .100,210 10.111.134.124 FTP 84 Response: 230 User logged in, proceed.
607 2007-05-25 16:24: L134.124 10.111.100.210 FTP 68 Request: opts utfd on
608 20017-05-25 16:24: L100.210 10.111.134.124 FTR 84 Response: 502 Command not implemented.

605 20017-05-25 16:24: .134.124 10.111.100.210 FTP 60 RequesT: sysT
610 2017-05-25 16:24: .100.210 10.111.134.124 FTP 73 Response: 215 UNIX Type: L8
E11 2017-05-25 16:24: .134.124 10.111.100.210 FTP 65 Reguest: site help
613 2017-05-25 16:24:34,10.111.100. 210 10.111.134.124 FTP 690 Response: 214-The following commands are recognized (* =» unimplemented).
614 2017-05-25 16:24:34,10.111.134.124 10.111.100.210 FTP 59 Request: PWD
615 2017-05-25 16:24:34,10.111.100. 210 10.111.134.124 FTR 85 Response: 257 "/" dis current directory.
618 20017-05-25 16:24:34,.10.111.134.124 10.111.100.210 FTP 60 Request: noop
615 20017-05-25 16:24:34.10.111.100.210 10.111.1354.124 FTP 73 Response: 200 Command okay.
621 2017-05-25 16:24:34,10.111.134.124 10.111.100.210 FTP 61 Request: CwD
622 2017-05-25 16:24:34,10.111.100. 210 10.111.134.124 FTP 82 Response: 250 Directory changed to /
624 2017-05-25 16:24:34.10.111.134.124 10.111.100.210 FTP 62 Request: TYPE A
625 2017-05-25 16:24:34,10.111.100.210 10.111.134.124 FTP 74 Response: 200 Type set to A,
626 2007-05-25 16:24:34.10.111.134.124 10.111.100. 210 FTP 60 Request: PASY
627 20017-05-25 16:24:34.10.111.100. 210 10.111.154.124 FTP 105 Response: 227 Entering Passive mode (10,111,100,210,204,86)
| 629 2017-05-25 16:24:34,10.111.100.210  10.111.134.124  TCP 62 52310 > fcp [Svn, ACK] seq=0 Ack=1 win=8152 Len=0 Ms5=1460 SacK_PeRM=l
630 2007-05-25 16:24:34,10.111.134.124 10.111.100.210 TCP 54 icp > 52310 [ACK] Seg=1 ack=1 wWin=85535 Len=0
631 2017-05-25 16:24:34,10.111.134.124 10.111.100.210 FTP 60 Request: LIST
632 2017-05-25 16:24:34,10,111.100, 210 10.111.134.124 FTP 107 Response: 150 opening ASCII mode data connection for /bin/ls.
633 2007-05-25 16:24:34,10.111.100. 210 10.111.134.124 FTP-DAT 376 FTP Data: 322 bytes

635 2017-05-25 16:24:34,10.111.134.124 10.111.100. 210 TcP 54 icp > 52310 [ACK] Seq=l Ack=324 win=65213 Len=0
| 636 2007-05-25 16:24:3410.111.134.124  10.111.100.210  Tck 34 dcp > 52310 [FIN, ACK] seq=l Ack=324 win=65213 Len-¢.

637 2017-05-25 16:24:34,10.111.100. 210 10.111.134.124 TCP 60 52310 > icp [ACK] Seq=324 Ack=2 win=64240 Len=0

644 2017-05-25 16:24:34,10.111.134.124 10.111.100. 210 TcP 54 Imsocialserver » ftp [ACK] Seq=100 Ack=1026 win=64510 Len=0

AR 3N T AR 9B 1E.74.34 70 A7 AA0 1A Tn a1 17a 104 —rr 1A Ancnanen- T wmr s crmrlen 999 Tnrme e eme e @ 99 0 e
Frame 604: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface 0

Ethernet II, src: Fujianst_lh:96:af (14:14:4h:1b:96:af), Dst: Micro-st_23:d8:3e (dd4:3d:7e:23:dB:3e)

Internet Protocol version 4, src: 10.111.100.210 (10.111.100.2107, Dst: 10.111.134.124 (10.111.134.124)

@ Transmission Control Protocol, Src port: frp (210, Dst Port: Imsocialserver (1111), Seq: 39, Ack: 17, Len: 70

LRy i

0000 d4 3d 7e 23 d8 3e 14 14 4b 1b %6 af 08 00 45 00 = E.
0010 00 e 6% 1d 40 00 3f 06 oz 40 0a 6f &4 d2 Oa &f .ni.@.7. .@.od..o

0020 86 Fc 00 15 04 57 a3 d2  aF ca fh a6 1c 2f 50 18 P I SR, =
0030 fa 20 73 60 00 00 33 33 31 20 55 73 63 72 20 Ge 057,33 1 User n b
0040 61 6d 65 20 &F 6b 61 79 2 20 70 6C 65 61 F3 65 ame okay , E'Iaase 3
faTal-¥al N 72 EL Em G4 0 B2 GF el TN Ee~ AE 74 EC M AC crmel _mn il T ==
O M|Realtek 10/100/1000 Ethernet NIC ... | Packets: 5331 Displayed: 761 Marked: O } Profie: Default

1 M EBESR AT, FATAT CMR T5 E IE B b k56 B F 2% 7 mip ik 910.111.134.124, T A AR 55 4% Mipsta ik 9
10.111.100.210, BFIAEAKIRFTPHMEAT HRK, RI\FTPEIMER, TATWUAMFTPREI AR EMTCP LK, THFTP
P BEAT B A% SR R N5 ) BA SO AR, B ABRATT AT DA AABC B T LA 5 (8 i) 18 RN F TP 2% 7 3 BT 56 P B 7 &= anonymous, i 5523 AR 22
I se B I emaill ik fE AE MRS, FTUR P RKIEE: EUser@ (RLZRZBRINKD , HETH230MF FEL, R#EsystikE
MHEE, MREB|MEAKRUNXRSZ, TYPEA, UHBMAKRascifiiE LR E4, PASVILHR XM ANER (BIZ /5 3)
REER .
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- [=]]

S bl BRXZE Qe»aTL/IEE QaaB @EB % 8
Filter:  fip w | Expression .. Clear Save
¥o Time Source Destination Frotocol Length Infs . ~
952 2017-05 d not ‘implemented.
953 2017-05 A\FINDO¥S\systen32icad. exe ftp 10.111.100.210
954 2017-05 NEy— R T ype: L8
BRIl <> [ ATFE 1985-26681 Microsoft Corp.
957 2007-05 1lowing commands are recognized (% =» unimplemented]).
EELIEREN : \Documents and SettingsMdministrator>ftp 10.111.100.218 ,
EEEREARE N - cted to 10.111.1080.210. current directory.
960 2017-05 220 Serv—U FIP Server vi2.1 ready...
ER Lt o <16.111.180.218:Cnoned>: anonynous d okay.
ATl 35 lser name okay. please send complete E-mail address as passwomd.
967 2017-05 1N ory changed to /
ERLIRAEl 1 30 User logged in, proceed.
969 2017-05 Fep> et to A.
970 2017-05
571 2017-05 ng Passive mode (10,111,100,210,205,16)
G875 2017-035
876 2017-05 g ASCII mode data connection for /hin/ls.
983 2017-05 er complete. 322 bytes transferred. 0.31 KB/ sec.
1047 2017-05
1048 2017-05 d okay.
1050 2017-05 47N31ANIF2N2TIN2 T3N3 27N3BTNI22N265
1051 2017-05 ory changed to 321524 7531183725275527333274367,3224265
1052 2017-05
1053 2017-05 et to A.
1054 2017-05
1055 2017-05 ng Passive mode (10,111,100,210,205,17)
1059 2017-05
1060 2017-05 = - g ASCII mode data connection for Abin/ls.
1077 2017-05-25 16:49:16,10.111.100. 210 10.111.134.124 FTP 118 Response: 226 Transfer complete. 3,765 bytes transferred. 245.12 KB/sec.
3387 2007-05-25 16:50:26,10.111.100. 210 10.111.134.124 FTP 92 Response: 220 Serv-U FTP Server vw12.1 ready...
4684 2017-05-25 16:51:02.10.111.134.124 10.111.100. 210 FTP 70 Request: USER anomymous
4685 2017-05-25 16:51:02,10.111.100. 210 10.111.134.124 FTR 124 Response: 331 uUser name okay, please send complete E-mail addrass as password.
5114 2017-05-25 16:51:22,10.111.134.124 10.111.100.210 FTP 68 Request: PASS IEUser@
5116 2017-05-25 16:51:22.10.111.100. 210 10.111.134.124 FTR 84 Response: 230 user logged in, proceed.
kS
# Frame 3387: 92 hytes on wire (736 bits), 92 bytes captured (736 hits) on interface 0
# Ethernet II, Src: Fujianst_1b:96:af (14:14:4b:1b:96:af), Dst: Micro-st_23:d8:3e (d4:3d:7e:23:d8:3e)
® Internet Protocol version 4, src: 10.111.100.210 (10.111.100.210), Dst: 10.111.134.124 ¢10.111.134.124)
® Transmission Control Protocol, Src Port: ftp (210, Dst Port: uma (1797), Seq: 1, ack: 1, Len: 38 =
0000 d4 3d 7e 23 d8 3e 14 14 4b 1b %6 af 08 00 45 00
00l0 00 42 17 94 40 00 3f 06 23 ea 0a 6f &4 d2 0a &f
0020 86 7c 00 15 07 03 3 81 ba 75 82 20 95 46 50 18
0030 fa fo ed f1 00 00 32 32 30 20 53 65 72 76 2d 55
0040 20 46 54 50 20 53 65 72 F8 65 72 20 76 31 32 zZe FTP ser wver wlz. = |
faTal-¥al 21 _2n 73 AL &1 &4 Fh dn Om 2~ nA O ek
O &’ Realtek 10f100/1000 Ethermnet MIC ... | Packets: 5590 Displayed: 40 Marked: O Profile: Default

2. NT B Efp I — LB 4H T R R, SR emd SR & Fiiftp 10.111.100.210,
User: anonymous , Password: IEUser@);,
fEfFiteri g%, A2 T ENMIEKTCPH, MUK EFRATT UE N LR —TFHELERK =KETF, RE
5 TH] B 25 B0 A% S R AR B omd R I ftp i & BT AT B 1% a1, N BUTAR LAk B 3 —B¥cd Edbr B X T HIE F1.png, fE M ftpHiget
S THE 1.ong, RJEEHAbyedr &R MAERE, B/EEIBKE PRI UFE &G KR BOEE K Y K E T !
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7l Capturing from Realtek 10/100/1000 Ethernet HIC

Fle  Edit
S ey
Filter

Fo Time

2017-05-25
20017-05-25
2017-05-25
2017-05-25
2017-05-25
64 2017-05-23
85 2017-05-23
2007-05-25
2007-05-25
2017-05-25
2017-05-25
2017-05-25
2017-05-25
2017-05-25
2007-05-25
2007-05-25
2007-05-25
2007-05-25
2007-05-25
2017-05-25
2017-05-25
2017-05-25
2017-05-25
2017-05-25
2007-05-25
2007-05-25
2007-05-25

2017-05-25
2007-05-25
2017-05-25
20017-05-25
2017-05-25

C:“Documents and Settings“Administrator>ftp 10.111.16860.218
Connected to 18.111.1608.218.

top. strean eq 0

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

17

17:
17:
17:
17:

Wiew Go  Capture

=]

51:
51:
51:
51:
s
gils
gils
s
HER
51,
51.
58.
58.
58.
06,
06,
06,

51:
51:
51:
51:
s
52:
52:
52:
52:
125
52:
357,
397,
397,
387,
3570
357,

58.

53:
53:
53:
53:

Analyze  Statistics

L 4=

34
34
34
34
34
432
43
43

25

25

25
25
25
25
25

.10,
0.
0.
0.
0.

% Realtek 10/1001000 Ethernet NIC

Source
0.
0.
0.
0.
0.
.10,
.10,
.10,
10.
10.
10.
10.
10.
10.
10.
10.
10.
.10,
10,
0.
10.
10.
10.
10.
10.
10.
10.

111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.

111.
111.
111.
111.
111.

32cad. exe

nes90T2 BB QRAQE FBM %

134.
lo0.
134.
l1o0.
134.
134.
1o00.
134,
134,
l1o0.
134.
134.
l1o0.
134.
134.
1o00.
134,
134,
100,
134.
134.
l1o0.
134.
lo0.
134.
1o00.
134.

100.
134.
100.
lo0.
134.

Telephony  Tools

124
210
124
210
124
124
210
124
124
210
124
124
210
124
124
210
124
124
210
124
124
210
124
210
124
210
124

210
124
210
210
124

Internals

| Expression

Destination

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.

111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.
111.

111.
111.
111.
111.
111.

100.
134.
100.
134.
100.
100.
134.
100.
100.
134.
100.
100.
134.
100.
100.
134.
100.
100.
134,
100.
100.
134.
100.
134.
100.
134.
100.

134,
100.
134.
134.
100.

210
124
210
124
210
210
124
210
210
124
210
210
124
210
210
124
210
210
124
210
210
124
210
124
210
124
210

124
210
124
124
210

Packets: 798 Displayed: 32 Marked: O

228 Serv-U FTP Server viZ.1l ready...

Uzer

Pazzword:

238 User logged in.
:tx.‘l-r

Ftp> cd

ssa AZT

Invalid command.

ftp> cd dbr
258 Directory changed to

ftp> get ,|_—|L‘1 .png

288 PORT

ftp> hye

221 Goodbye.

C:*“JDocuments and Settings“Administrator’

command

successful.

158 Opening BIMARY mode data connection for
226 Tranzsfer complete. 148.881 hytes transferred. 7.882.87 KB/
rep: WIE| 148881 =T, FH 8.8BSeconds 1488P1PPO.PBKbytes/sec

proceed.
>

i E TR

258 DiPeéénPy changed to /%
ftp> cd hde

closing

SEE

/."-‘.‘Il"

(18.111 .188.218: Cnone>>:
331 User name okay.

sion.

anonymous
please send complete E-mail address as pas

Clear

(Microzoft” s Packet Scheduler) : ‘Dewice\NPF_IOCBDD37C-F200-4495-BEEEA-FFEZA]1EI0EE3}

i3

Save

Frotocel Lemgth Infe

TCP 62

TCP 62
TCP 54
FTP 92
TCP 54
FTP 70
FTP 124
TCP 54
FTP a8
FTR B84
TCP 54
FTR 72
FTP o4
TCP 54
FTP 63
FTP 105
TCP 54
FTP 63
FTP 98
TCP 54
FTR 81
FTR B4
FTP 70
FTP 125
TCP 54
FTP 122
TCP 54
FTR 85
TCP 54

TCP a0
TCP a0
TCP 54

Ei Fﬂklhdr: Mo zuch file or directory.

T Bk abe

F1.png <148861

vrts-at-port > ftp [SvN]
ftp » vrts-at-port [S¥N,
vrts-at-port > frp [ack]
Response: 220 serv-u FTP
vrts-at-port > frp [ack]
Request: USER anomymous
Response: 331 User name okay, please send complete E-mail address as password.

wrts-at-port > ftp [Ack] Seq=17 Ack=108 win=83%427 Len=0

Request: PASS IEUser@

Response: 230 User Tlogged in, proceed.

vrts-at-port > frp [ack] seq=31 ack=13% win=65397 Len=0

REQUEST : CwD MZ75N\314%312N 248426202 T4N326N\303 327367 3223265

rResponse: 250 Directory changed to M275N314MN3128246M2620274%3260303N\32713671,322%2465
vrts-at-port > frp [Ack] seq=49 ack=173 win=65357 Len=0

Reguest: Cwh bdr

Response: 550 A275N3L4N312%2460262027453264303%327\367,,3225265,/bdr : nNo such file or directory.
wrts-at-port > ftp [ack] Seq=58 Ack=230 wWin=63306 Len=0

Request: cwh dbr

Response: 250 Directory changed to M275%314%312%246%2625274%326%303\327367 3225265 /dhr
wrts-at-port > ftp [Aack] Seq=67 Ack=274 win=65262 Len=0

seg=0 Win=65535 Len=0 MS5=1460 SACK_PERM=1

ACK] seq=0 Ack=1 win=8192 Len=0 mMs5=1460 SACK_PERM=1
seg=1 Ack=1 win=635333 Len=0

server vlz.1l ready...

seg=1 Ack=3% win=65497 Len=0

Reguest: PORT 10,111,134,124,11,19
Response: 200 PORT command successful.
Request: RETR “315%274%306%2541. png

response: 150 opening BIMARY mode data connection for %315%274%306%2541.png (148801 ByTes).
vrts-at-port > ftp [ACK] Seq=110 Ack=375 wWin=65161 Len=0
Response: 226 Transfer complete. 148,801 bytes transferred. 9,082.08 kKB/sec.
vrts-at-port > ftp [Ack] Seg=110 Ack=443 win=65093 Len=0
T

RESPDHSE
vrts-at-port > ftp
ftp » vrts-at-port
ftp » vrts-at-port
wrts-at-port > ftp

221 Goodbye, closing session.

[FIN, ACK] sSeg=116 Ack=474 win=65062 Len=0
[ack] seq=474 Ack=117 win=64125 Len=0
[FIN, ACK] Seq=474 Ack=117 win=64125 Len=0
[Ack] sSeg=117 Ack=475 win=65062 Len=0

Profile: Default
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3. RNEF4EER, TTURI, F/mMEARR228215% 0 (W) , REBERKZ21mO (BEBRD, FRIEL
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" 44 2017-05-25 17:51:34. 147152000 10.111.134. 124 10. 111.100.210 ICP 62 vrts-at-port > ftp [STH] Seq=0 Win-65535 Len=0 NS5=1460 SACK_PERE-1 [HEIET

Frame 44: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0
Ethernet II, src: Micro-st_23:d8:3e (d4:3d:7e:23:d8:3e), Dst: Fujianst_1lb:96:af (14:14:4b:1b:96:af)
Internet Protocol version 4, Src: 10.111.134.124 (10.111.134.124), Dst: 10.111.100.210 (10.111.100.210)

Source port: wrts-at-port (28210

pestination port: frp (21)

[stream dndex: 0] ®
Sequence number: 0 (relative sequence number)
Header Tlength: 28 bytes

[Calculated window size: 65535]
Checksum: Ox2aal [validation disahled]
® options: (B bytes), Maximum segment size, nWo-Operation (MOP), Wo-Operation (MOP), SACK permitted

0000 14 14 4k 1b 96 af d4 3d 7e 23 d8 3e OB 00 45 00  ..K....= ~#.>..E.
0010 00 30 2f ac 40 00 80 06 ca of 0a 6f 86 7c 0a 6f .0/.@... ...0.].0
0020 64 d2 Ob 05 00 15 c0 13 8d 24 00 00 00 00 70 02 L S p
0030 2a al 00 0D 02 04 Q5 b4 01 OL 04 02




4, BE3035RH4305H, KIAED3075H4295 4, 41303, 304, 305, 3065 HKIM, 7/ Al iR 55 28347 HdE 164
"IH’JE%»AIYE 303: HR4ra:: WABEEZMMNA377 (11,19) SiO (RIEARESHD, XANAREER D) . 304: B/

s B OEERI. 305: B EREA1.pnglfE . 306: MREHS: HRMTh, ARXHEER.
%Té&%ﬁtiﬁ)\ﬁp%%ﬁﬁ%ﬁﬁﬁ
fEwireshark 1 [ Filterth # \ :fto-data, #4735 QRS 2E,

4! Capturing from Realtek 10/100/1000 (Nicrosoft” s Packet Scheduler) : \Dewvice\RPF_[0CBDD3TC-F200-4495-BEEA-FFESA1890ER3}

Fle Edit Wiew Go Capture pnalyze Statistics Telephony Tools Internals Help

FEHBAd EEXRE Ae+aTIIEE QD EEB % B

Filter:  ftp-data | Expression. .. Clear Save
Ho Time Source Deztination Frotocel Length 'Info = Y ~

382 2007-05-25 17: 10,111,100, 210 10.111.154.124 FTP-DAT 1514 FTP Data: 1460 bytes

383 2017-05-25 17: J10.111.100. 210 10.111.154.124 FTRP-DAT 1514 FTP Data: 1460 bytes

384 2017-05-25 17: J10.111.100. 210 10.111.1354.124 FTP-DAT 1514 FTP Data: 1460 bytes

385 2017-05-25 17: .10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

386 2017-05-25 17: .10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

387 2017-05-25 17: .10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

388 2017-05-25 17: »10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

389 2007-05-25 17: 10,111,100, 210 10.111.154.124 FTP-DAT 1514 FTP Data: 1460 bytes

300 2017-05-25 17: J10.111.100. 210 10.111.154.124 FTRP-DAT 1514 FTP Data: 1460 bytes

301 2017-05-25 17: J10.111.100. 210 10.111.1354.124 FTP-DAT 1514 FTP Data: 1460 bytes

303 2017-05-25 17: .10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

304 2007-05-25 17: .10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

395 2017-05-25 17: .10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

396 2017-05-25 17: »10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

307 2007-05-25 17: 10,111,100, 210 10.111.154.124 FTP-DAT 1514 FTP Data: 1460 bytes

308 2017-05-25 17: J10.111.100. 210 10.111.154.124 FTRP-DAT 1514 FTP Data: 1460 bytes

305 2017-05-25 17: J10.111.100. 210 10.111.1354.124 FTP-DAT 1514 FTP Data: 1460 bytes

400 2017-05-25 17: .10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

401 2017-05-25 17: .10.111.100. 210 10.111.1324.124 FTP-DAT 1514 FTP Data: 1460 hytes

404 2017-05-25 17: .10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

405 2017-05-25 17: »10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

406 20017-05-25 17: 10,111,100, 210 10.111.154.124 FTP-DAT 1514 FTP Data: 1460 bytes

407 20017-05-25 17: J10.111.100. 210 10.111.154.124 FTRP-DAT 1514 FTP Data: 1460 bytes

408 20017-05-25 17: J10.111.100. 210 10.111.1354.124 FTP-DAT 1514 FTP Data: 1460 bytes

409 2017-05-25 17: .10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

410 2017-05-25 17: .10.111.100. 210 10.111.1324.124 FTP-DAT 1514 FTP Data: 1460 hytes

411 2017-05-25 17: .10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

412 2017-05-25 17: »10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

413 20017-05-25 17: 10,111,100, 210 10.111.154.124 FTP-DAT 1514 FTP Data: 1460 bytes

414 20017-05-25 17: J10.111.100. 210 10.111.154.124 FTRP-DAT 1514 FTP Data: 1460 bytes

415 2017-05-25 17: J10.111.100. 210 10.111.1354.124 FTP-DAT 1514 FTP Data: 1460 bytes

416 2017-05-25 17: .10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

417 2017-05-25 17: .10.111.100. 210 10.111.1324.124 FTP-DAT 1514 FTP Data: 1460 hytes

418 2017-05-25 17: .10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

419 2017-05-25 17: »10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

420 20017-05-25 17: 10,111,100, 210 10.111.154.124 FTP-DAT 1514 FTP Data: 1460 bytes

421 20017-05-25 17: J10.111.100. 210 10.111.134.124 FTRP-DAT 1514 FTP Data: 1460 bytes

423 20017-05-25 17: J10.111.100. 210 10.111.1354.124 FTP-DAT 1514 FTP Data: 1460 bytes

424 2017-05-25 17: .10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

425 2017-05-25 17: .10.111.100. 210 10.111.1324.124 FTP-DAT 1514 FTP Data: 1460 hytes

426 2017-05-25 17: .10.111.100. 210 10.111.134.124 FTP-DAT 1395 FTP Data: 1341 hytes

>
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X2 |aesa9TL|EE el #E8 % B

Filter ‘flp’da(a

+ Expression.. Clear  fpply  Sawe

o Tims Sowrcs Destination Frotocel Length Info . 1 ~
382 2017-05-25 17:52:57,10.111.100. 210 10.111. FTR-DAT 1514 FTP Data: 1460 hytes
383 2017-05-25 17:52:57,10.111.100. 210 10,111,
384 2017-05-25 17:52:57,10.111.100. 210 10.111.1 ey g
385 2017-05- i 11.1
386 2017-05 11.1
gg; ;gi;:g;:; Zoom|| Magnify || Origin|| Cross| Graph type 111 ETT [s]
389 2007-05-3 | (Granh type: 11.1 0. 00003 —
300 2007-05-9 | | & 5 11.1 |
391 2017-05-3 i 11.1
393 2017-05-3 Throughput 11.1
304 2017-05-3 O e 11.1 00008 — .
395 20017-05-3 | |O Time/Sequence (Stevens' -ztyle) 11.1 4 . .
396 2017-05-3 11.1
397 2017-05-3 | | O Tine/Sequence (tcptrace-style) 11.1 0. 00007 —] : '
398 2017-05-3 11.1 . .
208 2017-05-2 | |O Hindow Sealing 11.1 4 . .
400 2017-05-3 11.1 ‘. * .
401 2017-05-2 11.1 0. 00006 | .
404 2007-05-4 | [ Toit on chanee 11.1 “ . :
405 2017-05-3 11.1 g . . .
406 2017-05-2 11.1 . . .
407 2017-05-2 11.1 0. 00005 — . .
408 2017 -05 - =TT 11,1 .
409 2017-05-25 17:52:57,10.111.100. 210 10.111.1 b . .
410 2017-05-25 17:52:57,10.111.100. 210 10.111.1 . .
411 2017-05-25 17:52:57.10.111.7.00. 210 10.711.1 0. 00004 — . . .
412 2017-05-25 17:52:57,10.111.100. 210 10.111.1 | . . .
413 2017-05-25 17:52:57,10.111.100.210 10.111.1 . . .
414 2017-05-25 17:52:57,10,111.100. 210 10.111.1 J— . .
415 2017-05-25 17:52:57,10.111.100.210 10.111.1 . . .
416 2017-05-25 17:52:57,10.111.100.210 10.111.1 i . " .
417 2017-05-25 17:52:57,10.111.100.210 10.111.1 .. A
418 2017-05-25 17:52:57,10.111.100. 210 10.111.1 o onnoz — . . . .
419 2017-05-25 17:52:57,10.111.100. 210 10.111.1 . .o
420 2017-05-25 17:52:57,10.111.100.210 10.111.1 E . . ., .
421 2017-05-25 17:52:57,10.111.100. 210 10.111.1 - . . . .
423 2017-05-25 17:52:57,10.111.100. 210 10.111.1 000001 — . . . L.
424 2017-05-25 17:52:57,10.111.100.210 10.111.1 ., -, . . . .,
425 2017-05-25 17:52:57,10,111,100. 210 10.111.1 R . e . | |
i |
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Filter: | tep | Expression Clear Save
Ko Time Source Deztination Frotocoel Length Ir\foI = = . . . . S [ . A
307 2017-05-25 17:52:57.10.111.100. 210 10.111.154.124 TCP 66 frp-data » avtp-data [Svn] Seq=0 win=8192 Len=0 M55=1460 wW5=256 SACK_PERM=1 =
308 2007-05-25 17:52:57.10.111.134.124 10.111.100.210 TCP 66 evtp-data > frp-data [SvN, ACK] Seg=0 Ack=1 win=65333 Len=0 M55=1460 wWs=1 SACK_PERM=1
308 2017-05-25 17:52:57.10.111.100.210 10.111.134.124 TCP 60 frp-data > evip-data [Ack] seg=1 ack=1 win=65536 Len=0
310 2017-05-25 17:52:57.10.111.100. 210 10.111.124.124 TCP 60 [TCP window Update] ftp-data > evtp-data [ACK] Seqg=1 Ack=1 win=10485760 Len=0
311 2017-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
312 2017-05-25 17:52:57,10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
313 2007-05-25 17:52:57.10.111.134.124 10.111.100. 210 TCP 54 evtp-data > ftp-data [acK] Seq=1 Ack=2021 wWin=65535 Len=0
314 2017-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTRP-DAT 1514 FTP Data: 1460 bytes
315 20017-05-25 17:52:57.10.111.100.210 10.111.1354.124 FTP-DAT 1514 FTP Data: 1460 bytes
316 2017-05-25 17:52:57.10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
317 2017-05-25 17:52:57.10.111.100. 210 10.111.1324.124 FTP-DAT 1514 FTP Data: 1460 hytes
318 2017-05-25 17:52:57.10.111.134.124 10.111.100.210 TCR 54 evtp-data > ftp-data [ACK] Seq=1 Ack=8761 Win=65335 Len=0
31% 2017-05-25 17:52:57,10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
320 2007-05-25 17:52:57.10.111.200. 210 10.111.154.124 FTP-DAT 1514 FTP Data: 1460 bytes
321 2017-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTRP-DAT 1514 FTP Data: 1460 bytes
322 2007-05-25 17:52:57.10.111.100. 210 10.111.1354.124 FTP-DAT 1514 FTP Data: 1460 bytes
323 2017-05-25 17:52:57.10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
324 2017-05-25 17:52:57.10.111.100.210 10.111.1324.124 FTP-DAT 1514 FTP Data: 1460 hytes
325 2007-05-25 17:532:57,10.111.134.124 10.111.100.210 TCP 54 evtp-data > ftp-data [ACK] Seq=1 Ack=17521 win=56775 Len=0
326 2017-05-25 17:52:57,10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
327 2007-05-25 17:52:57.10.111.100. 210 10.111.154.124 FTP-DAT 1514 FTP Data: 1460 bytes
328 2007-05-25 17:52:57.10.111.134.124 10.111.100.210 TCP 54 eytp-data > frp-data [ack] Seq=1 Ack=20441 win=53855 Len=0
329 2007-05-25 17:52:57.10.111.100. 210 10.111.1354.124 FTP-DAT 1514 FTP Data: 1460 bytes
330 2017-05-25 17:52:57.10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
331 2017-05-25 17:52:57.10.111.100. 210 10.111.1324.124 FTP-DAT 1514 FTP Data: 1460 hytes
332 2007-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
333 2017-05-25 17:52:57,10.111.134.124 10.111.100.210 TCP 54 evtp-data > ftp-data [ACK] Seq=1 Ack=26281 wWin=48015 Len=0
334 2007-05-25 17:52:57.10.111.100. 210 10.111.154.124 FTP-DAT 1514 FTP Data: 1460 bytes
335 2007-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTRP-DAT 1514 FTP Data: 1460 bytes
336 2007-05-25 17:52:57.10.111.100. 210 10.111.1354.124 FTP-DAT 1514 FTP Data: 1460 bytes
337 2017-05-25 17:52:57.10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
338 2007-05-25 17:52:57.10.111.100.210 10.111.1324.124 FTP-DAT 1514 FTP Data: 1460 hytes
338 20017-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
340 2017-05-25 17:52:57,10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
341 2007-05-25 17:52:57.10.111.100. 210 10.111.154.124 FTP-DAT 1514 FTP Data: 1460 bytes
342 2007-05-25 17:52:57.10.111.134.124 10.111.100.210 TCP 54 eytp-data > frp-data [ack] Seq=1 Ack=37961 win=36335 Len=0
343 2007-05-25 17:52:57.10.111.100. 210 10.111.154.124 FTRP-DAT 1514 FTP Data: 1460 bytes
344 2017-05-25 17:52:57.10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
345 20017-05-25 17:52:57,10.111.134.124 10.111.100.210 TCP 54 evtp-data > ftp-data [ACK] Seq=1 Ack=40881 win=33415 Len=0
346 2017-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
347 2017-05-25 17:52:57,10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes »
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348 2017-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTRP-DAT 1514 FTP Data: 1460 bytes

349 2017-05-25 17:52:57.10.111.100. 210 10.111.154.124 FTRP-DAT 1514 FTP Data: 1460 bytes

350 2007-05-25 17:52:57.10.111.100. 210 10.111.1354.124 FTP-DAT 1514 FTP Data: 1460 bytes

351 2017-05-25 17:52:57.10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

352 2007-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

353 2007-05-25 17:52:57.10.111.200. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

354 2017-05-25 17:52:57,10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

355 2007-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTRP-DAT 1514 FTP Data: 1460 bytes

356 20017-05-25 17:52:57.10.111.100. 210 10.111.154.124 FTRP-DAT 1514 FTP Data: 1460 bytes

357 2007-05-25 17:52:57.10.111.100. 210 10.111.1354.124 FTP-DAT 1514 FTP Data: 1460 bytes

358 2017-05-25 17:52:57.10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

358 2017-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

360 2017-05-25 17:52:57,10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

361 2017-05-25 17:52:57,10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

362 2007-05-25 17:52:57.10.111.200. 210 10.111.154.124 FTP-DAT 1514 FTP Data: 1460 bytes

363 20017-05-25 17:52:57.10.111.100.210 10.111.154.124 FTRP-DAT 1514 FTP Data: 1460 bytes

364 20017-05-25 17:52:57.10.111.100.210 10.111.1354.124 FTP-DAT 1514 FTP Data: 1460 bytes

365 2017-05-25 17:52:57.10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

366 20017-05-25 17:532:57,10.111.134.124 10.111.100.210 TCP 54 evtp-data > ftp-data [ACK] Seq=1 Ack=70081 win=4215 Len=0

367 2017-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

368 2017-05-25 17:52:57,10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

369 2007-05-25 17:52:57.10.111.134.124 10.111.100. 210 TCP 54 evtp-data > ftp-data [ack] Seq=1 Ack=73001 wWin=1295 Len=0

370 2017-05-25 17:52:57.10.111.134.124 10.111.100. 210 TCP 54 [TCP window Update] evtp-data > ftp-data [ACK] Seqg=1 Ack=73001 win=63535 Len=0

371 2007-05-25 17:52:57.10.111.100. 210 10.111.1354.124 FTP-DAT 1514 FTP Data: 1460 bytes

372 2017-05-25 17:52:57.10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

373 2007-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

374 2017-05-25 17:52:57.10.111.200. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

375 2017-05-25 17:52:57,10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

376 2007-05-25 17:52:57.10.111.100. 210 10.111.154.124 FTP-DAT 1514 FTP Data: 1460 bytes

377 20017-05-25 17:52:57.10.111.100. 210 10.111.154.124 FTRP-DAT 1514 FTP Data: 1460 bytes

378 2007-05-25 17:52:57.10.111.100.210 10.111.1354.124 FTP-DAT 1514 FTP Data: 1460 bytes

379 2017-05-25 17:52:57.10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

380 2017-05-25 17:52:57.10.111.100. 210 10.111.1324.124 FTP-DAT 1514 FTP Data: 1460 hytes

381 2017-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

382 2017-05-25 17:52:57,10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

383 2007-05-25 17:52:57.10.111.200. 210 10.111.154.124 FTP-DAT 1514 FTP Data: 1460 bytes

384 2017-05-25 17:52:57.10.111.100.210 10.111.154.124 FTRP-DAT 1514 FTP Data: 1460 bytes

385 2007-05-25 17:52:57.10.111.100. 210 10.111.1354.124 FTP-DAT 1514 FTP Data: 1460 bytes

386 2017-05-25 17:52:57.10.111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

387 2007-05-25 17:52:57,10.111.100.210 10.111.1324.124 FTP-DAT 1514 FTP Data: 1460 hytes

388 2017-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes bl
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Filter

tep | Expression Clear  Apply  Save

Ko Time Source Deztination Frotocel Length 'Info

7 o FTP-DAT 1514 FTP Data: 1460 hy

17:52 L0121, s 111,134,124 FTP-DAT FTP Data: 1460 bytes
402 2017-05-25 17:52:57.10.111.134.124 10.111.100.210 TCP 54 evtp-data > frp-data [ack] seq=1 ack=116801 win=61155 Len=0
403 2007-05-25 17:52:57.10.111.134.124 10.111.100.210 TCP 54 [TCP window Update] evtp-data > ftp-data [ACK] Seq=1 Ack=116801 wWin=64915 Len=0
404 2017-05-25 17:52:57,10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
405 2017-05-25 17:52:57,10,111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
406 20017-05-25 17:52:57.10.111.100. 210 10.111.154.124 FTP-DAT 1514 FTP Data: 1460 bytes
407 20017-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTRP-DAT 1514 FTP Data: 1460 bytes
408 20017-05-25 17:52:57.10.111.100. 210 10.111.1354.124 FTP-DAT 1514 FTP Data: 1460 bytes
409 2017-05-25 17:52:57,10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
410 2017-05-25 17:52:57,10.111.100. 210 10.111.1324.124 FTP-DAT 1514 FTP Data: 1460 hytes
411 2017-05-25 17:52:57,10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
412 2017-05-25 17:52:57,10,111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
413 2007-05-25 17:52:57.10.111.100. 210 10.111.154.124 FTP-DAT 1514 FTP Data: 1460 bytes
414 2017-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTRP-DAT 1514 FTP Data: 1460 bytes
415 20017-05-25 17:52:57.10.111.100. 210 10.111.1354.124 FTP-DAT 1514 FTP Data: 1460 bytes
416 2017-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
417 2007-05-25 17:52:57,10.111.100. 210 10.111.1324.124 FTP-DAT 1514 FTP Data: 1460 hytes
418 2017-05-25 17:52:57,10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
419 2017-05-25 17:52:57,10,111.100.210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
420 20017-05-25 17:52:57.10.111.100. 210 10.111.154.124 FTP-DAT 1514 FTP Data: 1460 bytes
421 20017-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTRP-DAT 1514 FTP Data: 1460 bytes
422 20017-05-25 17:52:57.10.111.134.124 10.111.100.210 TCP 54 evtp-data > ftp-data [ACK] Seq=1l Ack=143081 win=65333 Len=0
423 2017-05-25 17:52:57.10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes
424 2017-05-25 17:52:57,10.111.100. 210 10.111.1324.124 FTP-DAT 1514 FTP Data: 1460 hytes
425 2017-05-25 17:52:57,10.111.100. 210 10.111.134.124 FTP-DAT 1514 FTP Data: 1460 hytes

|

427 2007-05-25 17:52:57.10.111.134.124 10.111.100. 210 TCP 54 evtp-data > ftp-data [Ack] Seq=1 Ack=148803 win=65535 Len=0

429 20017-05-25 17:52:57.10.111.100. 210 10.111.154.124 TCP a0 frp-data » evtp-data [ACK] Seq=148803 Ack=2 win=10483760 Len=0

430 2017-05-25 17:52:57.10.111.134.124 10.111.100.210 TCP 54 wrts-at-port > frp [Ack] seg=110 ack=375 win=65161 Len=0

431 2017-05-25 17:52:57.10.111.100. 210 10.111.124.124 FTP 122 Response: 226 Transfer complete. 148,801 bytes transferred. 9,082.00 KB/sec.

432 2007-05-25 17:52:58,10.111.134.124 10.111.100.210 TCP 54 wrts-at-port > ftp [ACK] Seg=110 Ack=443 win=85093 Len=0

502 2017-05-25 17:53:25.10.111.134.124 10.111.100.210 FTP 60 Request: QUIT

503 2017-05-25 17:53:25,10.111.100. 210 10.111.134.124 FTR 85 Response: 221 Goodbye, closing session.

505 2017-05-25 17:53:25.10.111.100. 210 10.111.154.124 TCP a0 ftp > vris-at-port [AcK] Seq=474 Ack=117 win=64125 Len=0
| 506 2017-05-25 17:53:25,10.111.100.210  10.111.134.124  TCP 60 ftp > vrts-at-port [FIN, ACK] Seq=d74 Ack=117 win=64125 Len=0

507 20017-05-25 17:53:25,10.111.134.124 10.111.100.210 TCP 54 wrts-at-port > ftp [ACK] Seg=117 Ack=475 win=65062 Len=0
| 4328 2017-05-25 18:13:08,10.111.134.224  10.111.134.124  TCR 6645210 > nethios—ssn [SYN] Seq=0 win=8l02 Len=0 M55-1460 WS=256 SACK PERM=l
| 4329 2017-05-25 18:13:08,10.111.134.124  10.111.134.224  TCR 66 netbios-ssn > 49210 [SYN, ACK] Seq=0 Ack=l win=g5335 Len=0 M55=1460 wS=1 SACK_PERM=1  +
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