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a) $EHT T # & HPing Plotter.

42 PingPlotter 5 Setup ¥

Welcome to the PingPlotter 5
Setup Wizard

The Setup Wizard will allow you to change the way
PingPlotter 5 superpowers are installad on your computer or
even to remove PingPlotter 5 from your computer. Click
"Mext” to continue or "Canced” to exit the Setup Wizard.
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# PingPlotter 5 Setup ®

Installing PingPlotter 5 EW

Please wait while the Setup Wizard installs PingPlotter 5. This may take several
minutes.,

Status:
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M diFinish, SERLEE.
4 PingPlotter 5 Setup »

Completing the PingPlotter 5
Setup Wizard

Click the Finish” button to exdt the Setup Wizard.
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1. EBERE BT RIXRE —NMCMPERE R, EEFAGEE DY BAKInternetthGEB 2. AR H B X R 1P Hhik & %5 /> 2
A] LAf§ fgaia.cs.umass.eduff] IPHbiiE4128.119.245.12, MR IKB|FIICMPiERIE B :

LIE=S
Na, Time Seurce Destinaticn Promeeal  Lengeh  Infe
r 5 8.245908 172.20.10.2 128.119.245.12 e 7@ Echo (ping) request

BHANLEIPHLIEN172.20.10.2, HFHHAKZFINLE, FrUAMAET192.168H LM IPHbE AR . ZEWi-Fi)E 4 5E -
@ iiiPhone

EtE

ptlo Phone
iR Wi-Fi 4 (BOZ. 118
en WRAZ A,
R 24 GHz

P il
AIEHE iPvE TRl fed0cdclo Ja2THT b 1002520
I1Pvis DS BSE: v B cEED

1Pl

1Pyt DINS B A 220,10,
A Inted Corporation

fiif: Intel{R} Dual Band Wireless-AC 7265
SRR T5124.3

ARG MAC)K B8-B1-11-4F-AF-AB

“EER -, SGRIEH.
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O IPESLKE (Header Length) : XANFERMEARANTHARPELMKE, BHAEPELFEEKAIERTS. PEL
B R20FT, HTEKKESS BN KETTRESTR24FT.

O FRie (Flags) : ZFBE—MAEH. B REDFA, DFALEN1RRIARBBRARENZ EESEESB. mE—

AN EREHEATEERN S BRIER THITHR, NWRESLXEFRZ EEHEAIHERE-MERER. FEAMARMFA, 34
HBEEN N ELEHEAS R, WBREBKERTRERE —MrBRNPEHELFIEMFAIERA.

OB (Protocol) : #RIRT EEFERAKHN, XR—AATRKNFER. ZFREBEREREFTELS.

TEIPEHE A 1 k38 L E M B HIE, BREIPLER RN EEFMERM. SFRHARIETRERE - NMCMPIEREE,

BRI FE—MERIPEIER L, ZR OB FRAN(172.20.10.2)5 B irhht(128.119.245.12) 2 M KPR, W0

v Internet Protocol Version 4, Src: 172.20.10.2, Dst: 128.119.245.12
2180 .... = Version: 4
sus. 8101 = Header Length: 28 bytes (5)
Differentiated Services Field: ex2@ (DSCP: CS1, ECN: Mot-ECT)
Total Length: 56
Identification: éxb8aa (47274)
Flags: @xoaad
Fragment offset: @
> Time to live: 1
Protocol: ICMP (1)
Header checksum: @xd56@ [validation disabled]
[Header checksum status: Unverified]
Source: 172.20.18.2
Destination: 128.119.245.12
v Internet Control Message Protocol
Type: & (Echo (ping) request)
Code: @
Checksum: @x4089 [unverified] [in ICMP error packet]
[Checksum Status: Unverified]
Identifier (BE): 1 (Bx@eel)
Identifier (LE): 256 (ex@iee)
Sequence number (BE): 28854 (@xde56)

w

w

Sequence number (LE): 22894 (@x56de) CSDN -f-”;:l;?‘g‘“
F ik = E I SCHICMP(1).

L PRIEZ LT PEIEGAKNEMBR RS D FEN? BRIRREETE A R ER?
IPsL 87T %820, BiHeader Length.
IP 48 1. 194 2% fif =Total Length-Header Length.

ce.. 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: ©x@@ (DSCP: CS®, ECN: Not-ECT)
Total Length: 56

Xt F BB RS, % {E 36,

- RAPEIECESE TS BRRR B EX NIRRT E N E?
XANMPEEREAHESE . BEENRE. WBEIRO0.

v Flags: 9x9089

B... ..o vuvw .... = Reserved bit: Not set
B.. viit cues ... = Don't fragment: Not set
LB o veee we.. = More fragments: Not set

Fragment offset: @

L ETORBEHSAZPE A BER, BFRREBERAZENE - NMCMPIEREE, ¥ RERPHUHIELE.

= 5 ©.245988 172.28.18.2 128.119.245.12 ICHP
~ Internet Protocol Version 4, Src: 172.20.18.2, Dst: 128.119.245.12
9188 .... = Version: 4

. 8181 = Header Length: 2@ bytes (5)
» Differentiated Services Field: ex@e (DSCP: €58, ECN: Not-ECT)
Total Length: 56
Identification: @xb&3& (47168)
~ Flags: @xeees
@... ~vvv +unw .-.. = Reserved bit: Not set
R T R Don't fragment: Not set
.8, ___.. ... .... = More frasments: Not set



Fragment offset e
Time to live: 255
Protocal: ICMP (1)
Header checksum: 8xd7f1 [validation disabled]
[Header checksum status: Unverified]
Source: 172.28.18.2
Destination: 128.119.245.12
~ Internet Control Message Protocol
Type: 8 (Eche (ping) request)
Code: @
Checksum: @xe858 [correct]
[Checksum Status: Good]
Identifier (BE): 1 (@x@@01) CSDN @774
Identifier (LE): 256 (@x@18@)

. EEMHRIIREN, REEEIES —NICMP T RIFTE IR IICMPIE g ?
ATLAE BESE —NMCMP T HI BT A I K KICMPH &.:

5 8.245588 172.28.18.2 128.119.245.12 bl 78 Echo (ping) reguest Id=0wBBEl, seq=19948/58445, ttl=25%
& @ 292907 172.20.10.2 128.119.245.12 = 70 Echa (ping) request Scdedowdddd, sequidddd/sdTod, vlel |
11 @.330278 172.28.18.2 128.119.245.12 ICHP 78 Echo {ping) reguest Id=fwBBRl, seqe19942/58957, ttlel |
12 8. 387221 172.20.18.2 128.119.2485.12 hie o 78 Echo (ping) request ids0wddel, seqe19943/59213, ttls3 |
15 0.433632 172.20.10.2 128.119.285.12 TP 78 Echo (ping) recuest Sd=0wiel, 1eqeiFRAL/ER60, Rtled |
17 8.4EB414 172.28.18.2 128.119.245.12 o 78 Echo (ping) reguest id=0wBBEl, seq=19345/59725, ttlss |
0 &.526817 172.29.10.2 128.119.245.12 i 70 Echa (ping) request Sdwdwdddl, sequidfdd/ /50581, vrled |
25 8, 574681 172.28.18.2 128.119.245.12 e 78 Echo (ping) request IdeBwdBel, seqelPP47/68237, trleT |
27 B.8ZES1 172.20.18.2 128.115.245.12 TP 78 Echo (ping) request id=gwdB9l, sequ1$948/68433, ttle=s |
I8 @, E6R415 172.08.10.2 128,119, 245,12 P TR Echa (ping) reguest Scdedudddd, sequiffdd/ed740, vtled |
33 8.714458 172.20.18.2 128.119_245.12 i 78 Echo (ping) reguest idsgwdeel, seqs19958/61085, ttisla
34 8. 762141 172.29.18.2 128.119.245.12 pie g 78 Echo (ping) request Ic=0wdidl, eqel¥951/61261, ttle=11
35 @, 20BEE0 172.28.18.2 128.119.245.12 ICHP 78 Echo (ping) reguest Id=0wbBRl, seqelPPS2/61517, ttlell
41 8. 855636 172.20.18.2 128.119.2485.12 e 78 Echo (ping) reguest ids0wddel, seqe19953/61773, ttlsl3
43 @, 502142 172.28.10.2 138.119.245.12 e M Echa (ping) request Sode0uBed, 1eqelfRE4S62019, Tleld
45 8.548836 172.20.18.2 128.119.245.12 oW 78 Echo (ping) reguest Id=0wBBEl, seq=19955/62185, ttlsls
47 @.595158 172.29.10.2 128.119.245.12 b= 70 Echa (ping) reguest fdedudddl, sequiddSe dlitsl, wrlield
51 1,042959 172.28.18.2 128.119.245.12 e 7@ Echa (ping) request iﬂm} B;:F" ET, AtFelT
54 1.989892 172.20.18.2 128.119.245.12 0% 78 Echo (ping) request id g 1_:: FgﬁFm
62 1,156773 172,008,102 128.119.245.12 P T Echa {ping) request Sceluiiidl, seqeif0is s ; ttleld

M ENXLICMPIE B IDAHF, seq& AR, BT EANIKAagin0, FWARIPS R, BAHFEER.
AR IPERI SR O B AR, THUBAKE? tA? By B RRIFAZN, THLHRRFAZE?

8100 .... = Version: &
+... 8101 = Header Length: 2@ bytes (5)
» Differentiated Services Field: @xe@ (DSCP: CS@, ECN: Not-ECT)
Total Length: S48
Identification: @éx@c43 (3139)
» Flags: @x@172
Fragment offset: 2968
Time to live: 5
Protocol: ICMP (1)
Header checksum: @x7a92 [validation disabled]
[Header checksum status: Unverified]
Source: 172.28.18.2
Destination: 128.119.245.12
> [3 IPv4 Fragments (3488 bytes): #61549(1482), #61559(14’8#}. #5155:{([5%%]

IR AR ) F B :

"l identification (F8iRFF) , FHFX oA HHE A

" header checksum CLEBRER) , SFEHE 1 5508 i o2 m sk 3
MRFFA R F B -

[l version (JRAS)

1 header length CGLEFKEE)

0 differentiated services field (X43AR%5)

0] protocol (Hp30)

[ source (JREHBHE)

"I destination (B ff#hk)

. BiR—TEPEHIER R dentificationF B B 2 H 4 FER) 2
4 —Mdentification# & —ANME—HIAR IR, 0x0c42, B AHAREIE M K Identificationll & R 13614 .,

P43 Fr



BRI — MP A AR

%= |ID| Fhk | Mais
4000 |=x| =0 =0

A ICERAR SR LA ) Edl R

WE|ID| & | &
=1500 |=x =1 =0

KEETID| be& | fa#e
=1500 |=x | =1 | -185

K |ID] 4k J(TEE
=1040 |=x | =0 =370

a) B Timet?, %I E %L EIRFFHESI SRR, RBEPIng Plotters #4241 K /NS 2000 % ¥ J5 1955 —4NICMP Echo
Requesti& 3¢, BI T EH IR :

19719 1040285274  128.119.245.12 172.20.18.2 P 7@ Echo (ping) reply
18721 1041.616536 172.10.10.2 128.119.245.12 ICHP 534 Echo (ping) request
19723 1041 666883 172.208.18.2 128.119.245,12 1cHP 534 Echo (ping) request

* Frame 19721: 534 bytes on wire (4272 bits), 534 bytes captured (4272 bits) on interface \Device\NPF
> Ethernet II, Src: IntelCor_df:af:ab (88:bl:11:4f:af:ab), Dst: be:9f:ef:ca:83:64 (be:Sf:ef:ca:83:64)
~ Internet Protocol Versiom 4, Src: 172.208.18.2, Dst: 128.119.245.12
0100 .... = Version: 4
.. 1@l = Header Length: 28 bytes (5)
Differentiated Services Field: 2x@@d (DSCP: 5@, ECN: Mot-ECT)
Total Length: 528
Identification: exde32 (56882)
» Flags: exeabg
Fragment offset: 1480
Time to live: 285
Protocol: ICMP (1)
Header checksum: @xafée [validation disabled]
[Header checksum status: Unverified)
Source: 172.28.19.2 "
Destination: 128.115.245.12 CSOMN rig%f;:g}L
» [2 IPw4 Fragments (1988 bytes): #19728(1480), #19721(588)] '

w

b) 4 #7IP FdE R 7 F 15 B

i. B4, flagsRHNO;

ii. Hix, MgFlfragment offset N N0, TR 1480.H T HA R M time s /5 BT BEATHEFF, R HEFE B IR SCAT BE A2 43
i FF R T B3R 3

Bb: JUAN R BT & 0 1) R B 4

a) X FIPv45IPv6

~ Ethernet II, Src: IntelCor_d4f:af:ab (88:b1:11:4F:af:ab), Dst: be:9f:ef:ca:83:64 (be:9f:efica:83:64)
» Destination: be:9fief:ca:B3:64 (be:sfiefica:g2i64)

» Source: IntelCor_af:af:ab (88:b1:11:4f:af:ab)
Type: IPv4 (@xgea)

MEER], FHIREMAER BB ICIPvE (BRI RA4) o FERE L, RAEEMTH T FIPveihil, FiEZHIKER
128, FUABEPNELIKHbE. IPVBRIIR LA T LR A :

e

[d eod)
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Wikt ¥R 888
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BT

DA FRIRIPIROSCEIRA, HAEH 5IPVARIRA—F . {HREANIPVE6.

DB RRIPVeEER B RANEME LK. TERLLTFIPVARI RS EE (TOS) FB. ATFMEHRE (QOS) ThEe, KE
H8AL.

U TRARRE: IPVEHTIE T B, KEN20M. ARID T EIPVERE AR IR E BRI . % B TR E R RS R EA RERER
MM, W E B S SE i St A% . SR BB E L LR — R R SRR BEE S, EF AT EEE,
W KRR SR ERPHAL. FIPHLE. BiRiw 0%, BABEITRAEE— MHERRRSE. MRS 7 B & E AR E
T S B B AT IR IE IR AT B

OB 16 B ERRIPVeIR IR AR, TARBNPOEERCKE. & SEEANPVeHRICH ) H H K
KE.

O F=AEE: KEASM. REPATRIIHTFE, FAPWRE T REHKER, ZFBMEERT M RE KR
W, WA IPEIERK T —NER. WR-NMPOIHRICERE T—ANEBKIGIN, B2 ZT BRIP4 K P s B /& FAH
Al fEERREEDCERE.

O BEEUR: ZTBSAKE. BRIPVTIL (i) FB, T 7ERs has 218 K R RECRIRE IPve ik S A dr A . 4
B SRR, ZFBORT, REION MIEXNMEEFH.

O R 5IPvAT EIRIPHLEE 1R — R A 128 AT RN

O Btptihk: 5PvATE) EARIPHEE R —R, RREM128tR TR R

b) Version: 4f{FH4?

Internet Protocel Version 4, Src: 172.20.10.2, Dst: 128.119.245.12
9188 .... = Version: 4

iX B K Version: 4f8HIEEZIPV4.
c) ICMPR2&H 4 thil? "Bt 2Pt ?

Protocol: ICMP (1)

HEMERIEARRN, DESRKEZERS, ARESRATHR, EFLPEUMER. TCPIPHLEE —NEITHAT KX
ZRR TP, X —HUEIAICMP (nternetiZ HI3RSCHMID - ERTCP/IPHHMUKK — MNP EF L, FFEPEN. B
ZIAEBEEEE . BHEERENGRANE. FHETA, BHEETHSENEARSKIHEE.

—MRERIPERF, ICMPRAT K. ICMPRIEZEIReEE: HiNPERTRINEX Hirthiil, @BAERETE LT IPEE
EFEROEARER, REMERELS. FRICMPRXMEMNEBESERIPHT R, WEICMPE K ENSHEICMP B 35 A5
BEE LR/ AEERERER.

d)ttl (time to live) Ef&RHA4?

Time to live: 255

AAERS T, RARBIEREME P RIFaG. B EER AR E XA T B H B BRI L ToTE S A B8 157 70 BR ) 7E R e
PSR, BT A A E RN SRR . BRI UAMERTTLIM AL, B2 — AN B 280, BB TTLIR 2 $008 R 7E % 8%
THFEHE ) — BRI 18] o 5 B IR AE Bl 88 VAR O () /N T 18D, BRAETTUE R . BTTLECAOR, MEFRXAMHEER. FRIETILF
BRI DRSO BB )" (IR o« Bl S AR R EE MR AT IETTLER 1. BTILERKREIE, BEFINMEER, A
Bk, Fik, WASTILRAMANERY, MRBE. TILHZELREASEERENS T EL L 2 /0B b8

—. Ethernet & ARP i 4 #1



XEARAET —RERFANA. HihA:
https://blog.csdn.net/qq_41112170/article/details/122591096

WRX R X ENIRA R, B E R REE— T


https://blog.csdn.net/qq_41112170/article/details/122591096

	计算机网络实验： 使用Wireshark抓包工具进行网络层和链路层网络协议分析（IP部分）
	目录

	实验名称：
	实验介绍：
	实验目的：
	背景知识和准备：
	实验过程：
	一、 IP协议分析
	二、 Ethernet & ARP 协议分析


