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UDP 5

UDP ¥ R T [ R S — i, G RIRMER M E 3, R RIE P St 2 R EERHEN TEPR:R L, MRTCP—
HEARMER IR AT AL, BT —BUDPHERATIEE, TTEREN, BRiELEKNHERFAER TRHENES, U
UDP#HBUBREKI R AR, —BAREMIES LT FATESE I IR B A udp st AT LA 38 M 25 o i udp F P B s 7.

A
dE @ I TRE Re=sETETE

iy (-] RER
L8 Tiss 2t Dertinstion Proteced  Langth Infz

S35 18, TA2185 192.168, 1. 181 122.154,3, 13

g

1054 1853 + J9B35 Lea=185F
T 10, BAGELG 193108, 1. 100 §3F.184.0, 50 (L] B LEGE + J9EA% Leaw]@5
Dol 19, BOOTOS 192,168, 1. 181 122.18.3, 190 TR LSS 4 JOEAS Loam1043
D 10, BRITST 192,168, 1. 080 123,194,313
SN 19 BUELAE 192 N0E, 1100 §2E.184.3, 503
P14 12916181 192160, 1. 180 132.1%4.1. 390
15 18036402 192168, 1. 081 122,194, 3, 13

1693 1853 = J0B45 Lea=105}
105 LEG3 « J9EA5 Leas]@5
109 1BE3 4 10BN Les=124%
185 1EE3 o JOBHS Lisde=1053

§EEEE

TCPHiX

TCPYMRR— M M 7T, "EE, MRERKH Ao TP EE BRSO LT 2 AT Rk SCBE - St an i fRaE
R IERATE, WA EES], WA TERNE U RERERER, ATEY, SREB— T, HRIE~EH K IER
HEO(EORBSHAZHT)REAZEXREE, HhRAEENRLPHARQM(ASIEALHIN), X THEEN, REEK
BRMIUANEE, BITM, MER%, REML, RIKE, REAMENET DE UL TRERZAIF BAERRFI T 6 K5 %
WA=, BITMRRMEME— IR KRR DR R DU R RHR R 1, TOREAME, PIREREEBEN THS SR ANESL R =1
W BRSO 7R IR BRATR & Z M tep iy @ BT HETCPIR A VB R T .

A
du 9  TRE QesFFsl Eanafl
[em BET | Rt +
e Tine Sorce Bartiratlon Fratocs L Lecgth  Inde i*
*  BROTEIETE DRR.LEH. 2,081 2F3. 66, 150,163 HTTR FE2eET STogl-binSsofteitobaldownfobe_getiowsloadCal 1hac kBcal Ihacks_getbownloadCal Lbackl =1538624774 047 HITR1. 1
Z1 B.H10468 213.166,158,183 192, 16K.1,100 e 54 B0+ 16ELT [AK] S40-1 ACk=869 Wlne-53408 Lin=0
740862909 273.166,059, 167 Y92, 0GR, 1,080 WTIP 239 HITR(1.1 300 0 {tet/jmmacript]
5 BBENSPH 1920630101 2F3. 166 150,183 TOP 54 16H1T o B [ALK] SEq=659 ACK=3P5 MLN=ESSIS Lifi=d =
TH Z.BABN6 192.163.0.000 L1020, 109,58 (0P 66 18655 « B0 [SYN] S40-0 Win=£2150 Lan=i HiS=1460 Wi=156 SALK PEAN=1 =
73 2-BEIRNE 110.202.108.56 492, 06E.1,181 T 86 B3 + IGEGS [5YW, WOK] Saqen Ackel Hin=20009 Len=) M55=1430 SACK_PERM=1 WSe 56
B 2BEIEZ 192.168.0.001 11000110056 TOP 54 18655 o B0 [ALK] S6q=1 ACH=1 WiG=boBIE Lén=0
B 3889300 153.104.0.080  110.0.180.5  WTTR 1L T Jed?cal Ibacksjnonp_callk SIMFATIRIShaTEZAR WITE/T, 1
BE 2.O41F 111.262.188.58 192, 16K.1,100 e 54 B0+ 16865 [AK] Sege1 A - WiN=31488 Lar=d =

o5 2957700 111202, 108,56 497, IGE. 1,181 HTTP 263 WTTR/1.1 790 K {text/p

ICMP#3i%
ICMP ¥R —F A TR SR E B, LTIPE, BATFEMEMKping, tracertir S#RRE TX— WX BEAK, XFHA e
W2 HEM, pingll T RMHEMNSREER, TRMtracertir &IATH LIRN B MEIRINE, Pl Slicmpiiise, RAHE

ping— T4 5 fEWireshark B [ ficmpix — My 453 48 R EI AT .

A
du @ 1 TRE Qe=sFFsl E =
e BT ) misst-  +
. Tins Sarce Tartiration Frataze L Lwgth  Irde
67 29, 320037 192164, 0. 000 4031691 e 74 kzhe (ping) request  id=manonl, seqeli35e, ttleod (o respome fousdl)
B8 24, ISHUES 152160, 0. 100 103 16N.9.1 ) T Lehe (pEng) Fijuisl  ld=Babo1, seq=3/311, ttl-ad raapuiie fousd! )
4607 263300 152.163.1.101 103.168.1.180  ICRR Takche (ping) request ld=DaboN1, weq=1/768, TEl=gd (ruply in aned)
4504 X300 TR 06H. 1000 190, 06E.1, 101 LimP M Eche (ping) reply  lo=foisdel, seq=3/76, ttl=ibF (request Ln &663)
00 264,707 192.168.0.000 103, 16N.1.100 tere Tache (ping) request ld=nzDR01, weq=a/3004, ttl=ea (raply in gspe)
4505 P64, 5. 192,063, 1,108 192, 168,1, 181 ep 74 Echo (pINE) Feply  Lo=EWBla), sen-A/1824, tl=128 (reguest in 4585)
4814 385 _ANY_ 152.163.0.101 103.16N.1.180  ICAR 74 bche (ping) Fiquesl  Ld=BaDRO1, weq=3/1780, ttleed [reply in sa1%)
£615 PES.A1T. 1R 16H. 000 290 06K, 10 LiRP M Eche (ping) reply Lo=toudel, seq=5/1080, til=i28 {request in 45314)
4019 206.417- 192.168.0.2001  193.168.1.100 terp T pche (ping) request ld=nspon1, seqee/1516, ttl=ed (ne response fowndl)
4579 266,473 192.163,1,188 197, 168,1,181 mp 74 Echo (pIng) reply  lo=Eupd1, seq-5 1536, ttl128 {reguest in 4619)

LBNAER R
SEHE B4 A0 e B8 th R
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WWWIR 55 #0454 :

BEY -| Risxt—-  +

Lagth  Inde &
|-— 17 S.1eak5 192.164.0.00 HITP 228 POST {nasireport e GE2IF EIFCFECELC PO PAlol PRSAS FRr oipiliva ¥ 5. 5 20300 HTERY 1.1 (applEcat Son s e - Form - ue lanc oded)
f 22 5.2E1713 111.202.302. 30 193.168.1.100 HTTP 39 HITP/1.1 200 o {text/plaind {textplais}
5 5258406 110,202,192, 3% HTTP 1111 6T Sod teal IbacksJsonp_cal lback_ 1538629113650t fh HITR 1,1
LR 103.168.1.180  WTIR FEINCIRF1.1 208 ¢ (taxt/plais)
4 5. 8ELEIE B3, Wk, 150, 163 WTTR TR GET Sfopl-binfsoftwitobaldownfobe_getiowsloadCal Ibac kBcal hac ke _getBosnlosdCal Lbackh =0530625i34303 HITRL 1
EE R T 102.168.1.100  WTIP 439 WITR{1.1 200 of  {tant jesancript)
3770 111,202,188, 56  HTTP 1174 POST /3 Mh=bB20F 2IOSFCFECSUCTCETTA TG0 MRS &5 20 -BE000=7.5. 5. 27411 HTTP/1.1
W 7_LFTIT 103.168.1.180  WTIR 852 WITR1.1 108 ¢ {taxt/plais)
&5 7330060 1h2. 164 118,260, 180, 3 HTTR 2w aET Swebsearchi Teatures yuné, Jspiplds=sogou- bree-diads dedt P79 caslne 1 068yva PRt el 308 b4 35 50B0d=3 8 101 5~ L5306 2E1 371
51 7.373506 11130 102.168.1.100  WTIP 179 HITR1.1 399 @ {text/heml)
Emailffi 55 % 4.2
A
AR 9 1 FRE GenFFal Eanal
1 mip =] Eibgh- o+
L3 Tins S Tartiratian Protocel Lagth  dnde =
|_ T T, I51822 123.185,50.138 192,168, 1, 181 SMTP 119 5; 229 163, com Aati-spas 6T for Coremall Systes (i6dcce| 2614108 ]}
JAT. 71254436 192,168, 1. 901 103,125.58.138  SMTP o L1 EHLD DESETOR-STIBEM
ME 71391768 133.135.30.138  103.168.1.181  SMIP 240 5: 35 mail | 352 FIFELINING | 358 AUTH LOGIM FLAIH | 350 AUTH=LOGIN FLAEH | 250 coressil Iiberdstf7iink T Tebr T IOl
BB 71,0455 192064, 0,000 AF3. 025, 50,13  SHTR 601 AUTH LOGTR
B 71301402 137.133.30.130  102.168.1.181  SHIP 72 5: 134 Slemshbous
BB 71, 33000 182,164, 0,000 AF3, 005, 5013 SHTR B e aQ{wiDE Mz HRHEAdviFUv RSt
DL 71.I8E2 121.133.30.130 102.168.1.181 ST 72 5 1M UGFEchinge
345, 71, 366536 152.168.1, 901 123,125.58.138  SMTP T2 Passt AQ(WODE IMIHEHE= =
NI T1AS4951 111.173.30.130 103.168.1.181  SHIP 5 5: 238 Authéntication succisful
35E. 71, 500400 12, 164, 0,000 HE3. 025, 50,13 SMTR BT O PAIL FROM; «hodBEd a3 4163 . conx
WS T1.SAFINE 121.133.30.138 103.168.1.181 ST #7 5t 2m0 mail oo
355, 71, 543995 152,163, 1. 901 123,125.50.138  SMTP B5 0 ACRT TO: <kdBE1633L4G163. com
W6 71585962 177.133.30.138 102.168.1.181  SHIP &7 5t 358 Pail ox
¥ 71, 590436 152164 0, 000 BE3. 025, 5013 SMTR o DATA
I 71.BI41T9 123.133.30.138 192,165.1.100  SMIP #15: 354 end data with cCnxLe> cCnzeLFs e

QQEEHIHEa:

LN "RE e SFAT Eanal

Tiam Sorce Partiration PFrotocel Lemgth  Trde =

| | 9 1b, BG5S 152 16E 1,000 ded, 0762156 G10Q &7 OI0Q Protocol
264 a9, JHOIED 192,164 T, 2T 62150 0ICQ #i 0I0Q Pretocol
285 &3, 300712 152164 W2, 20762058 GI0g EL 010G Frotocal
2 8%, TN 192163 (TR TER R ] &1 010y Pratocol
303 &%, 35TATE 153108 142,307,863 0% 010 B OI0G Frotocal
200 9, JAESED 192,164 B 0T 62,050 GICQ #0109 Frotecol
708 23, 420904 152164 W2, 207.63.058  0I0g EL 010G Frotocal
208 2% 45613 192163 (R TERRT ] £1 010G Pratocol
0 &5 ARTIGD 153 104 12076305 610 B 010G Frotocal
3y 4%, 51950 162 164 bbb 20T 62058 GICQ # 0l0 Frotocol
04 23, 523427 153104 W2, 20763058 010 EL 010G Fratocal
05 2%, BLASIA 192163 e 20762058 GIE0 &1 0100 Pratocol

TR SO T BRSO A

A
TRE e SF¥ATE a
BEY -| ®isxt—~  +

Source Destiraslon Protecal Lergeh Inds -]
ARSE FA7EALL FRR. 21968, 193 F1E. 53,219,030 TER 66 5833 + 20 [SVN] Seqed ineBLS] Lesed FES1468 WEad5E SACK_PERS]
322 2006791 FIB.GL.AI.13Z 219 210.E3.183 T 86 B0 s+ 3023 [SYN, ADK] 500 Ack=l MLS=EISAZ Ln=0 MSS=I4S0 HS=51 SACK_PERMSL
5223 ¥, 8051 19.219.68, 183 1E52. 219,132 TR 585813 + 30 [ACE] Seqed Acke] Wine65536 Lened
378 1.OGEG FIO.ZISGE.1A3  J1E.52.319.133 Ter N4 ST 4 B0 [P, ADK] Séqel Ack=d Wie=ESSI6 L2800 [TCP segment of a reassesblod Fou)
575 ¥ 1T EHB.0Z, B, 130 %, ki, 64, 183 TER &0 5B [ACE] Seqed AckeDEl Win=233ES Lensd .
ATIE 3. 119971 ZIN.P2.HP.112 21%. FLD.6E. 10D TR 3023 [ACK] Seg=1 Ack=201 WEn=24012 Lem=1880 [TCP segmest of a reaseesbled Pou)
5749 3,12k 8.9, 1%, 132 1%, 9. 64,183 TR 5823 [ACE] Seq=1861 Ark=261 WUR=2483F Len=1468 [TCF segeent of 3 resssesbled Pou)
STI01.1IFNNE FINGL.MIS.19F 118 FIG.E. 103 TR BMIT [ACK] Si=1031 Ack=38Y Wie=HANIF Len=1460 [TOF sugment of & rusdoessled Pou]

5751 1 12EE B 0T, B, 130 Ei%, ki, 64, 183 TER

5823 [ACK] Seqed3bl dck=261 Mle=14E3F Len-idG@ [TOF segment of 3 resssesbled i)

TR L v 4 T F SR A 1T B 2T, S6Packet Details Pane(3H 814015 B)E KM, RrRHAFHFER, &7
BT

1. Frame: Y3 EREEWRR (X R BRENR, —RULRREE, BAHE)
2. Ethernet Il: 47 8B = LUK Ik 515 B

3. Internet Protocol Version 4: BB M 2Pk 15 B

4. Transmission Control Protocol: 1542 THI %3 Br 3k #815

5. Hypertext Transfer Protocol: N B 115 B
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UDPHE & 7 40 40 47 -

ot g e ar mn s wrmn g
i 30 36, 10 B3 DR2. 16 0,000 R, J0T 62,150 Ui B RS o B Len=AT
I3 85, 164054 140, 207 52,150 1902, 168,1,100 _ uie 7 BNOR o 4N Len=35
Frame 34: 89 hytes on wire (717 Bits), 89 bytes captured {712 bits] n interface 0

Etharmet 01, SPCi Litesnte_28iTd148 (CHIFFIS1IN:AA140), Dt! Shenzhan_131e81fe {A8:CHMMNRIGEFA)
Intarnet Brotocol Weraios 4, Src: 1530680080, Det: LAB_ 763,130

wser Datagrae Protocel, Sec Port) o806, Dst Portn e

Duta (&7 Eytes)

MR EAGEEREEAES T WHEEFrameH—1T), IR Z (Ethernetii—17), M2 (Internet Protocol#—47), &4
JZ(User Datagram ProtocolI8—47 )& A B EHHE, EXREM T2 E.
MUDPHIFR S AT LAS ZIUDPRI B #5458, 85 184026, B K% 1088000, UDPKEN55, KK A0x4362

v User Datagram Protocol, Src Port: 4026, Dst Port: 8e0e
Source Port: 4026
Destination Port: 80ee
Length: 55
Checksum: @x4362 [unverified]
[Checksum Status: Unverified]
[stream index: @]

BHEPEHNAE

« Internet Protocol Version 4, Src: 192.168.1.101, Dst: 140.2087.62.1580
81e8 .... = Version: 4
. 9101 = Header Length: 20 bytes (5)
» Differentiated Services Field: @x@® (DSCP: CS®, ECN: Mot-ECT)
Total Length: 75
Identification: ©@x1534 (5428)
v Flags: 9x08
©... .... = Reserved bit: Not set
£ [T Don't fragment: Mot set
..8. .... = More fragments: Not set
Fragment offset: @
Time to live: 64
Protocol: UDP (17)
Header checksum: @xd7fb [validation disabled]
[Header checksum status: uUnverified]
Source: 192.168.1.181
Destination: 140.207.62.150
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

LIS ST M EHE R, EHKAN207T, BFRIRM5428, 3MEERBEMREMURSKERBEE, TILA64, X
FB17, RET LEMFAHUDP, THEHMAEIPN192.168.1.101, HHKIP}4140.207.62.105
BAETOWHMEASEEREZET, EENERMEER, BEMACHNES B WMACHNE xR ER, FHH EEIPRENIPVATE
MACH1E:74:¢3:30:12:€6:f4, H FIMACH 1t :c8:ff:28:28:7d:49

~ Ethernet II, Src: LiteonTe_28:7d:49 (c8:ff:28:28:7d:49), Dst: Shenzhen_12:e6:f4 (74:¢3:30:12:e6:f4)
> Destination: shenzhen_12:e6:f4 (74:c3:38:12:e6:F4)
» Source: LiteonTe 28:7d:49 (c8:ff:28:28:7d:49)
Type: IPvd (Bx8380)

.
httpZi 3 . 7 40 4 #r -

[ 46156000610 162,168.1.181  157.8.148.41 WTTE 391 GET fpcfagelient/sfilesindex. Json WITR/1.1
| 464 56950436 157.9.145.41 192.168,1.161 HTTR IBIHTTP/1,1 200 ok (application/jsen)

Frame 461: 331 bytes on wire (3648 bits), 331 bytes captured (2648 bits) on interface @

Ethermet 11, Sre: LEteonTe Z0:7d:49 (c8:FF28:28:70:48), Dst: Shenzhen 12:e0:F4 (74:03:38:12:86:4)
+ Imtermet Protocol Version 4, Srci 192.168.1.181, Dst: 157.98.145.41

Transmission Control Protocol, Src Poct: 18132, Dst Port: @8, Seq: 1, Ack: 1, Len: 377

ot Fhttn#r i /740 BIIREBEBE AT T BV nEE MHiEsARE WNKRE MA#8E REAENEHE BEWwsEda--4NaER
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NI I TIMWWPYEXYAMLIIS IV XA 7T LS DAy T2 Zs )y ZRYA VIVAR /LSy VMIFA)LS Yy IR/ S Yy XOTH LAy JAVUNERTY 1 /) 7dany
X—RRL B AhttpiR SCRAR, BIEAERN K ARTGRAR, B GETH =5 Wus B8R, Vi 1 £ 414 Jpub.idggimg.com A
Fofth By — L3 SEARAR KRB B 45

- - B ' - -
w
»

Host: pub.idggimg.com\rin

Accept: */*\r\n

User-Agent: Mozillafa.@ (compatible; MSIE 6.8; Windows NT S.1)\r\n
Connection: Keep-Alive\r\n

cache-control: ne-cache\rin

Accept-Encoding: gzip, deflate\rin

If-Modified-Since: Tue, 83 Jul 2018 14:16:22 GMT\r\n

\rhvn

[HTTP request 1/1]

TH—ERTCP, ATEHRTCPERHMER, AR BN —ANJ7 HHE B http b U A K252 il Rtep, HimHA18122, H
K% 0880, BEEHFSURKIMSS, B UEIFEMFlags, & O K/NA32768, B EKE A20, KA EOx0dc, K&
8%t Urgent pointer &0

~ Transmission Control Protocol, Src Port: 18122, Dst Port: 88, Seq: 1, Ack: 1, Len: 277

Source Port: 18122
Destination Port: 8@
[Stream index: 15]
[TcP Segment Len: 277]
Sequence number: 1 (relative sequence number)
[Mext sequence number: 278 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
2181 .... = Header Length: 2@ bytes (5)

» Flags: ex@18 (PSH, ACK)
Window size value: 32768
[calculated window size: 65536]
[Window size scaling factor: 2]
Checksum: @xa34c [unverified]
[Checksum Status: unverified]
Urgent pointer: @

» [SEQ/ACK analysis]
TCP payload (277 bytes)

BEPENNE, WTUBEZEMTHMEKEHER, RAS N4, HHKR207T, BHERING633, 3MEA B E KItrEFlagsbh
FEKERBE, TILA64, HhilFE6, RET LEEFEHTCP, THHMZEPA192.168.1.101, HKIPA157.0.149.41

~ Internet Protocol Version 4, Src: 192.168.1.101, Dst: 157.0.149.41
9100 .... = Version: 4
«++. 08101 = Header Length: 20 bytes (5)
> Differentiated Services Field: ox®@ (DSCP: CS@, ECN: Mot-ECT)
Total Length: 317
Identification: @xe279 (633)
~ Flags: ex@2 (Don't Fragment)
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: set
..8. .... = More fragments: Not set
Fragment offset: @
Time to live: 64
Protocol: TCP (6)
Header checksum: @x43@b [validation disabled]
[Header checksum status: Unverified]
Source: 192.168,1.101
Destination: 157.0.149.41
[Source GeoIP: Unknown ]
[Destination GeoIP: Unknown ]

o EEEERE, REESRMRER, BEMACHIEEA B WIMACHILE B R R, JH EEIPERREINIPVA, JHEMACH!
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3k:74:¢3:30:12:€6:f4, H BIMAC Hb 3ik:c8:ff:28:28:7d:49

~ Ethernet II, Src: LiteonTe_28:7d:49 (c8:ff:28:28:7d:49), Dst: shenzhen_12:e6:f4 (74:¢3:30:12:e6:74)
» Destination: Shenzhen_12:e6:f4 (74:c3:30:12:e6:14)
» Source: LiteonTe 28:7d:49 (c8:ff:28:28:7d:49)
Type: IPva (Bxa88@)

TCPE 45 #r:

-
Transmission Control Protocol, Src Port: 18122, Dst Port: 86, Seq: @, len:®
Source Port: 18132
Destination Port: B9
[stream index: 1%]
[TCP Sepment Len: @]
Sequence number: @ {relative sequence number)
Acknowledgment nunber: @
1880 .... = Header Length: 32 hytes (8)

Window size value: 63535
[calculated window size: 65535]
checksum: @xi6eh [unverified]
[checksum Status: Unverified)
urgent pointer: B
» optioms: (12 bytes), Maximum segment size, Mo-Operation (MOP), Window scale, No-Operation (MOP), No-Operation (NOP), SACK permitted

S TCPREFER LAE HTCPE #E B, JRiR O 818122, HK% D N80, A EHF S UEHIA

55, & LAEBIFFENFlags, & H X/ A65535, HEBKE H20, HEFIZ0x16eb, % 284 Urgent pointer&0
PERINE, WTUEZESMITHMPERELE, RAES N4, EHEKR207T, EFWIR631, MEHE RE IR EAFlags bl & &
KERBE, TTL V64, HhilFE6, RET LEMHTCP, FHMAMEIPN192.168.1.101, HKIPA157.0.149.41

v Internet Protocol Version 4, Src: 192.1682.1.181, Dst: 157.8.149.41
@1e@ .... = Version: 4
. @101 = Header Length: 20 bytes (5)
> Differentiated Services Field: @xe@ (DSCP: CS®, ECN: Not-ECT)
Total Length: 52
Identification: exe277 (631)
v Flags: &x02 (Don't Fragment)
B s = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..8. .... = More fragments: Not set
Fragment offset: @
Time to live: 64
Protocol: TCP (&)
Header checksum: @x4416 [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.1.101
Destination: 157.0.149.41
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

HEsRE, BEMEEHRMRER, BIEMACHNLEH B KMACHINE B R HR, 3 H EREIPERANIPV4, JEMACH:
3t:74:¢3:30:12:e6:f4, B FIMAC Hb hit:c8::28:28:7d:49

~ Ethernet II, Src: LiteonTe_28:7d:49 (c8:ff:28:28:7d:49), Dst: Shenzhen_12:e6:f4 (74:c3:38:12:e6:f4)
» Destination: Shenzhen_12:e6:f4 (74:c3:3@:12:e6:f4)
> Source: LiteonTe_28:7d:49 (c8:ff:28:28:7d:49)
Type: IPv4 (Bx0800)


https://imgchr.com/i/P3hcuV
https://imgchr.com/i/P3h2HU
https://imgchr.com/i/P3hh4J
https://imgchr.com/i/P3h5C9

ICMP&. 4143 #7 -
i Ficmpid JEAH R IR ST, 2T iRIEHR SO X HricmpB EHK AR, TypeBR8F X & —MERIK L

v Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @
Checksum: @x4d55 [correct]
[Checksum Status: Good]
Identifier (BE): 1 (@xeeel)
Identifier (LE): 256 (@xe1lea)
Sequence number (BE): & (@x0086)
Sequence number (LE): 1536 (@x0600)
[Response frame: 4620]

ST g EMBIE SR E R LR & A X R, FEIPN192.168.1.101, HKIPA192.168.1.100, IPEZ AN20FY, IPRKEK
IPv4, JEMACHNE:74:¢3:30:12:€6:f4, H FIMACHhi:c8:ff:28:28:7d:49

v Internet Protocol Version 4, Src: 192.168.1.181, Dst: 192.168.1.10@
8100 .... = Version: 4
. 9101 = Header Length: 20 bytes (5)

» Differentiated Services Field: @x@@ (DSCP: (5@, ECN: Not-ECT)
Total Length: 6@
Identification: @x37b4 (14260)

 Flags: exee
Fragment offset: o
Time to live: 64
Protocol: ICMP (1)
Header checksum: @xbef3 [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.1.101
Destination: 192.168.1.100
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

D SENRNEER - L

v Ethernet II, Src: LiteonTe 28:7d:49 (c8:ff:28:28:7d:49), Dst: Vmware_a@:f8:ed (00:8c:29:a0:f8:e4)
Destination: Vmware_a@:f8:ed4 (0@:8C:29:a30:T8:e4)
> Source: LiteonTe_28:7d:49 (cB:ff:28:28:7d:49)
Type: IPv4 (@x620a8)


https://imgchr.com/i/P3hHu6
https://imgchr.com/i/P3hbDK

7 BT QQIE IR XX -

I

he w o arararmer meamw mare w e mwam  rar v om W o e e —my mrm e ot e e

288 49.339187 149.207.62.150 192.168.1.101 0I1CQ 873 01CQ Protocol

Source Port: 8000

Destination Port: 4026

Length: 839

v User Datagram Protocol, Src Port: 8@ee, Dst Port: 4026

Checksum: @x7e3c [unverified]
[Checksum Status: Unverified]

[Stream index: 2]

Version: @x3743

v 0ICQ - IM software, popular in china
Flag: Oicq packet (exez)

Command: Get friend online (39)

sequence: 17799

Data(0ICQ Number,if sender is client): 1873313561

M= &

X FQQHIE AT AR R AR 2 A TOICQI TN, BHEEE T QQSHE B UAMER 7 HHIE, H2UDPRESRH
W, YN O 28000, H ¥ H24026

5t F P45 2 UL R B B 2 = — R TS A2, JEIP2140.207.62.150, HIIPRZ192.168.1.101, fZ A IKZUDP, TTLE
55

v LATEernet Protocol Verslon 4, Srci: 14v.2v/7.02.159, DST: 19Z2.108.1.191
@1e0 .... = Version: 4

«s.+ 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: exee (DSCP: CSe, ECN: Not-ECT)

Total Length: 859

Identification: exeees (8)
> Flags: ox@2 (Don't Fragment)

Fragment offset: @
Time to live: 55
Protocol: UDP (17)

Header checksum: @xb31f [validation disabled]
[Header checksum status: Unverified]

Source: 140.207.62.150

Destination: 192.168.1.161

it R4 A 2 # -

LIS

LEY

Time Baiir's Destisation Prototel Limgih Isfo

e
33994 71 MEZ2L 12002990, 150 152, 168, 1.100  SMTP
34005 71.36E536 103 . 1681001 123.825.50. 138 SHTP
35243 T1.4%4953 123, 125,590, 138 192, 168, 1. 181 SMTP
5300 T1.MAFL0A 152, 0081001 123,125, 58, 138 SMTR
35530 71543502 123,195,508 138 102.168. 1181 SHTP
35541 71.543995 192, 168.1.181  123,135.58.138 SMTP
35661 T1.580902 123, 125.30.138 152,108, 1.181 SMTP
5663 T1.5H1456 190 168.1.181  123.125.50. 138 SHTP
35885 T1.624170 123,135,508, 138 102, 168. 1. 181 SHTP
35888 71024035 152, 168, 1.181 133,125, 58, 138 SMTP
BEONG T TAOIA4D 18I VSR 1101 130,135 50 10N IMP

36400 71.803543 123.125.58.138 102.168. 1. 181  SMTP
36581 T1.804569 192, 1628.1.181 123, 135.58. 138 SMTP
ABGRA T1.BATSAR 123, 02%.%9. 158 192, 168, 1. 100 SMTP

T2E: A0A UGFZeddvemQs
TaC: Pass: a20wODE JMzFKiA==
8% 5 235 Authentication successful
BT 0 MAIL FROM: <kORE1eddl4@led, coas
ET 5 258 Mall o
85 C1 RCPT TOr <ko@S1633140163. cons
67 55 258 Mail ok
EB8L: DATA
9151 354 End data with <CR><LF».oCR»<LF2
444 C; DaTA fragment, 350 bytes
W From: "ROBMIAEIIABIEN com” ckaON1EIIIARE). comy,  [TeRt/plain) {Text/htel)
126 51 250 Mall ok quesed as sEbpl,COGOWADNOVIOR] thOSE sAh. - . 241252 1530626767
600 QUIT
63 %: 221 Bye

Frame 3&££4: &% bybes on wire (584 Bits), &3 bytes captured [504 bits) on interface @

Ethernet II, Srci Shenzhen_12iee:fd (74ic2i38ilziedifd), Dstr LiteonTe JB:7didd (cAiffi28:128:7d:49)
Internet Protocol Version 4, Src; 123,123.30.138, Dst; 192,108.1.181

= Transmission Contral Protocol, Src Port: 35, Oct Por@: 17099, Seq: 4%4, Ack: 1504, Len: &

Source Port: 25
Destination Port; 17379
[trésm indes: 0]
[TEP Segment Len: 9]

Sequence number: 454 {relative ssguence nusber)

[rext sequence nusher: ana (relative sequence nusher)]

Ackroul edgment nuaber: 1584 [relative ack nusber}

@13l .... = Header Length: 2@ bytes (%)
Flags: QwdlE (PSH, ALK}
Wimdow 5176 value: 130

W LAE A5 SR IR AR08 —/NEOLIER IS R, MR B i I EL7E 0 B BRSO A X L A R, 3 S FE 4R ) B RS Fl base 64 0 i
T, ETRERMEREATCPEMEREY, HEMWOR17379, FHimH 525, WHE138, F52454, PIRARIPV4, JEIPR

192.168.1.101,

HHKIP&Z123.125.50.138


https://imgchr.com/i/P34ZCj
https://imgchr.com/i/P34m2n
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LRARE=R

Vi F P35 www . souci. 1i i3 JEhttp SR 5 1B Extcp it 3 AT LA Whttp B3 AR B R BEIE AR (763X 2 1 B % 5 /5@ 1E DNS £ i 44,
SRAZXNEITIEDNS & R IIC A BB RIPHIETR), REHMEH KhtpiE REEQ, HKpitcp®, BirtcpiEsk (ZHRIETF
FEHTTP LAETF8G 280, 2/ 0l (WebRI%E83) HAZEBE M SRS HELERE, ZEERBEITCPRTRM, Z/ KA HE
K, BRFARWINL, 558K HItcpiE#

dmi® 1 "REQes>ETFI0[Eaa4T

Aftcp atcann w21
Foo Tine Bouree Dastizarion Fretseel Lemgth Infe
117 4.585766 192, 168.1,181  173,153.18.23% TOP &5 12988 + B [5¥M] Seq=d Win=G4249 Len=0 M55=14068 WE=256 SACK_PERM=1
128 4.7838E7 173,153.18,23% 197, 168.1,181 TOP &5 20+ 13508 [S¥M, ACK] Seqe=@ Ack=1 Win=14G88 Len=8 H55=1448 SACK _PERM=1 W5=1:B
171 4.7832%8 192,168.1,181 173,153.18.23% TOR 4 15988 + BR [AE] Seg=l Ack=]l Win=GE842 Len=2
122 4.787121 102.168.1.1001 173.193.18.335 HTTP EI5 GET f HTTP/i.1
179 5.874448 173,153.18,235 132, 168.1,181 TOR 420 + 12908 [ACE] Seg=l Ack=572 Win=1574¢ Len=9
138 5875304 173,153.18.235 197, 168.1,181 TOP 1454 20 » 12508 [ACE] Segel Ack=572 Win=15744 Len=1248 [TCP segment of a reassembled FOU)
131 5876306 173.153.18.235 197, 168.1,181 TOR 1454 20 » 12508 [ACE] Seq=l441 Ack=57F Win=15744 Len=1448 [TCF segment of 2 reassesbled POUJ
ot 132 5876387 173.193.18.235 197, 163.1.181 HTTR T4 HTTP/1.1 288 0€ (text/himl)
133 5876419 192,168.1.181 173,153.18.235 TOR %4 13988 + BA [ACE] Seqe572 Ack=3551 Win-HE6B4E Len=@
134 5877388 192,.168.1,.181 173,153.18.235 TOP %4 12588 + BA [FIN, ACK] Seqe572 Ack=3551 Win=G&048 Len=B

178 6.218047 192.168.1.181 173,193.18.235% TOP 54 13088 » BA [ACE] Seq-573 Ack=3593 Win-&6B48 Len=@
117 &, 35T 192,168.1,.. 173,153, 18. TOP O 12908 - B [SYN] S5eq=0 Win=064248 Len=0 ME5-14060 WS=250 SACK PERM=1
12 4, THSEET 173,193,149, 192.168.1.. TCP B WG« 10500 [SYN, ACE] Seqed ACk=1 Wine1d4608 Len-0 MSS=1440 SACK PERM=1 WE=128
171 &, TRS259 152,168.1... 173.153.18. TOP 54 12988 - 38 [ACK] Seq=1 Ack=1 Win=GGB48 Len=8
133 4.T7E7131 192.168.1... 173.193.18_ HTTP 625 GET / HTTP/1.1

St =IO F R
BRMETF

WIF) WIE) DY) BRASG) MEER(C) SETA) MREHS) () M) TAT  REd)
Adm: 8 TRE QesEFsCEacal

[W[eep-stroam og 21 B3 -] Eix-  +
Ho. Time Source Destination Frotocel  Length Infn ol
117 4.5@5766 192.16B.1.181 173.193.18.3235 TCP 66 1B0BB + B8 [SYN] Seq=0 Win=64248 Len=@ M55=1460 WS=256 ..

126 4.785887 173.193.18.235 192.168.1.181 TCP 66 88 + 189Q8 [SYN, ACK] Seq=0 Ack=1 Win=14600 Len=@ M55=1_.

121 4.785299 192.16E.1.181 173.193.18.235 TCP 54 1B988 + B8 [ACK] Seg-1 Ack=-1 Win-G66B84E Len-2 1

AN A TATIAMA ARG A A_ARA AT AT A _AE s sar erw i swTnis s -
> Internet Protocol wersion 4, Src: 192.168.1.181, Dst: 173.193.10.235 ]
-

Source Port: 15098

Destination port: 8@

[stream index: 21]

[TCP Segment Len: @]

Sequence number: @ {relative sequence number)
Acknowledgment number: @

188@ .... = Header Length: 32 bytes (B)

Window size walue: 64248
[Calculated window size: &4248]
Checksum: @xbeod [unverified)
[Checksum Status: Unwverified]
Urgent pointer: @
» Options: (12 bytes), Maximum segment size, Mo-Operation (MOP), Window scale, Wo-Operation (WOP), Mo-Dperation (NOP), SACK "

B RIE—ANTCP, #rEAASYN, FFFI5 R0, HRZ . ImiERELEE


https://imgchr.com/i/P35j1A
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BF-_REFHEERL
RS 2% Kk AN, bRESN SYNACK. ¥l F 5 (Acknowledgement Number)# B A% 7 1S NAn1 LLLETO+1=1, in F &

TEHF) EERE) WE(V) MG RENC) SETA) BERNS) ENE(Y) FoEW) TRT MRWH)
AR 8  TRB Qe=ZFiL[Easanm

Mltcp strean 1

BES | mese +

e

o, Tins Sourcs Destination Frotocel Length Info
~ 117 4.585766 192.168.1.181 173.193.18.235 TCP
| 120 4.785087 173.193.10.23% 192.168.1.101 o

121 4.7B529@ 192.168.1.181 173.193.18.235 TCP

66 1E088 + 88 [SYN] Seq=0 Win=64248 Len=8 MSS=1468 WS=256 _
66 B8 + 16908 [SYN, ACK] Seq=@ Ack=1 Win=1460@ Len=@ M55<1..
54 18988 - 88 [ACK] Seq=1 Ack=1 Win=GG6048 Len=@ o
o Frame 128: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

» Ethermet II, Src: Shenzhen_12:e6:fd4 (74:c3:38:12:e6:f4), Dst: LiteonTe_2B8:7d:49 (cB:ff:28:28:7d:49)
» Internet Protocel Version 4, Sec: 173,.193.18.235, Dst: 192.168.1.161

w

AR A TEMTAAA A AF A ARA AT AR A AT T

source Port: 8@

Destination Port: 18908

[stream index: 21]

[TCP Segment Len: @)

Sequence number: @ {ralative sequence number}
Acknowledgment nusber: 1 (relative ack number)
1880 .... = Header Length: 32 bytes (8)

Window size value: 14608
[calculated window size: 14688]
Checksun: @x5dbl [unverified)
[Checksum Status: unverified]

HEasar madatass o

BEUREFHEREC

P B IR R IE N (ACK) SYNAR E AL N0, ACKIR B N1 . 3F BB R 588 K RACK M5 7B+ EER & B P RIZA X 77,
T E:

SPHF) SMi(E) WE0V) BRSG) MERR(C) SHRA) SNS) E( R TR )
dm &% 1 NRE QesEFECEaqall
W tep. stroaw og 21

No. Tins Source Destination Protocel Length Info

117 4.585766 1392.168.1.1861 173.193.18.235 TP 66 18908 + 80 [SYN] Seq=0 Win=64248 Len=8 HS5=1460 WS=256 _
} 12@ 4.7E5887 173.193.19.235 192.16E.1.181 TCP

66 B9 -+ 1BIBE [SYN, ACK] Seq-8 Ack=1 Win-14608 Len-@ MSS=1.
| 121 4,785299 192,168.1.181 173.193,1@.235  TCP 54 18988 + 88 [ACK] Seq=1 Ack=1 Win=660848 Len=@ |

Frame 121: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Ethernet I1I, Src: LiteonTe_28:7d:49 (cB:ff:28:28:7d:49), Dst: Shenzhen_12:e6:f4 (74:c3:30:12:e6:4)
Internet Protocol wersion 4, Src: 192.168.1.181, Dst: 173.193.18.235

Transmission Comtrol Protocol, Src Port: 18088, Dst Port: B8, Seq: 1, Ack: 1, Len: @
Source Port: 18908

Destination Port: &8

[5tream index: 21]

[TCP Segment Len: @)

sequence number: 1 {relative sequence number)

Acknowledgment number: 1 (relative ack number)

8191 .... = Header Length: 28 bytes (5)

Flags: @x@18 (ACK)

Window size value: 258

[calculated window size: G6848)

[Window size scaling factor: 256]

Chicksun: @xcd?5 [unverified]

[Checksum Status: Unverified

PP T S——

BET -] ¥@ESN-  +

-

~

A

le

BXHER TTCP=OCEF, BT ER

ANNEE, R RERZ, emmm. o

M K ZR 22 SRR BR R 118 %5 https:/Overwatch.top
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