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&m ;N EEEIE CRC32 =N KRR fERmE CRC32
. RS - AR
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pkcrack F#EEEE:: https:/github.com/flag-porter/CTF-Tools/blob/master/Tools/Crypto/pkcrack/install

BATTUEEEA shell WATEME T :

#!/bin/bash -ex

wget https://www.unix-ag.uni-kl.de/~conrad/krypto/pkcrack/pkcrack-1.2.2.tar.gz

tar xzf pkcrack-1.2.2.tar.gz
cd pkcrack-1.2.2/src
make

../../bin

mkdir -p

cp extract findkey makekey pkcrack zipdecrypt ..

cd ../../

/../bin

EXXHRE, A pkcrack-install.sh, MREBWBIZETERT, AEM—PNHRIATHUR x .

chmod 777 install.sh

HNEEEA L

chmod u+x install.sh

MRIGIBIT . /pkcrack-install.

sh




( 10/30/18@ 7:56_F£F )J( python@sakura ):

+ wget https://www.unix-ag.uni-kl.de/~conrad/krypto/pkcrack/pkcrack-1.2.2.tar.gz

--2018-10-30 19:57:04-- https://www.unix-ag.uni-kl.de/~conrad/krypto/pkcrack/pk

crack-1.2.2.tar.gz

IETEREHTEN. www.unix-ag.uni-kl.de (www.unix-ag.uni-kl.de)... 131.246.124.83, 20

01:638:208:ef34:0:ff:fedb:83

E%I_EEEF www.unix-ag.uni-kl.de (www.unix-ag.uni-kl.de)|131.246.124.83|:443... B
3

B&H HrTe 8K, IEESFFMOM... 200 oK

KE: 174208 (170K) [application/x-gzip]

EEREE: “pkcrack-1.2.2.tar.gz”

AR 3.95
2018-10-30 19:57:09 (44.1 KB/s) - BEfR#{F “pkcrack-1.2.2.tar.gz” [174208/174208])

+ tar xzf pkcrack-1.2.2.tar.gz
+ cd pkcrack-1.2.2/src
+ make
gcc -06 -Wall -C -0 Crc.o crc.c
crc.c:24:13: warning: ‘RCSID’ defined but not used [-Wunused-variable]
static char RCSID[]="S5Id: crc.c,v 1.3 1997/09/18 18:07:24 lucifer Releasel 2 1
5";

RIEHATE R TRER— bin B3R, BITEEHAN bin XMHRT, FEE pkcrack XM, EHEX I
HEAT B SCHBAR o

./pkcrack -c "readme.txt" -p readme.txt -C ~/F#/misc/Desktop.zip -P ~/TF#/misc/readme.zip -d ~/decrypt.z

AT H B S BRI T

-C: PRI B AR U (B ERAR)
- ST R I SO I B T (LR RN RIS RA AR, Nzip XX — B TTER)
-P: 48 5 B 3004
-p: R4 I B SC T4 A B SO B 8 (B R readme . txt#Ereadme . zipH I E )
-d: R R ETEER 4N A, RS zipsCit-ha
ZETHMIENSE . /pkcrack --help
fRERNERINT:



( 10/30/18@ 1:10 FF )( python@sakura ):
bin
( 10/30/18@ 1:10_F£F J( python@sakura ):

extract findkey makekey pkcrack zipdecrypt

( 10/30/18@ 1:10_F£F J( python@sakura ):

-c 'r me.txt" -p readme.txt -C

/misc/readme.zip -d ~/decrypt.zip

Files read. Starting stage 1 on Tue Oct 30 13:12:37 2018
Generating 1st generation of possible key2 43 values...done.
Found 4194304 possible key2-values.
Mow we're trying to reduce these...
Done. Left with 342485 possible Values. bestOffset is 24.
Stage 1 completed. Starting stage 2 on Tue Oct 30 13:12:40 2018
Strange... had a false hit.
strange... had false hit.
strange... had false hit.
strange... had false hit.
strange... had false hit.
Strange... had false hit.
Strange... had false hit.
Strange... had false hit.
Strange... had false hit.
Strange... had false hit.
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Ta-daaaaa! key@=dfo6dc88, keyil=b432ddfd, key2=df4b9e93
Probabilistic test succeeded for 24 bytes.

Ta-daaaaa! key@=dfo6dc88, keyil=b432ddfd, key2=df4b9e93
Probabilistic test succeeded for 24 bytes.

Ta-daaaaa! key@=dfo6dc88, keyil=b432ddfd, key2=df4b9e93
Probabilistic test succeeded for 24 bytes.

Ta-daaaaa! key@=dfo6dc88, keyil=b432ddfd, key2=df4b9e93
Probabilistic test succeeded for 24 bytes.

Strange... had a false hit.

Strange... had false hit.

Strange... had false hit.

Strange... had false hit.

Strange... had false hit.

Strange... had false hit.

Strange... had false hit.

Strange... had false hit.

Strange... had false hit.

Strange... had false hit.

Strange... had false hit.

Strange... had false hit.

Strange... had false hit.

Strange... had false hit.

Strange... had false hit.

Strange... had false hit.

[« VI« I T« Y T I T« I F T}



false hit.
false hit.
false hit.
false hit.
false hit.
false hit.
false hit.
false hit.
false hit.
false hit.
false hit.
false hit.
false hit.
false hit.
false hit.

Strange... had
Strange... had
Strange... had
Strange... had
Strange... had
Strange... had
Strange... had
Strange... had
Strange... had
Strange... had
Strange... had
Strange... had
Strange... had
Strange... had
Strange... had
Strange... had false hit.

Strange... had false hit.

Strange... had a false hit.

Stage 2 completed Starting zipdecrypt on Tue Oct 30 15:27:40 2018
Decrypting answer/key.txt (93cc3c98bac382a9443cc4e7)... OK!
Decrypting readme.txt (03cb26263c718c55931el5e6)... OK!

Finished on Tue Oct 38 15:27:40 2018

( 10/30/18@ 3:27 FF )( python@Sakura ):

[ F I ¥ I Y VT I I T Y T I T}

( 10/30/18@ 3:44_F£F J( python@sakura ):
bin pkcrack-1.2.2

examples.desktop pkcrack-install.sh
get-pip.py sources 115t backup
imooc-cookie.txt s

p7zip_% '11.q|'111.q|'1t1.|'1t_1_

( 10/30/18@ 3:44 FF )( python@ﬁabura ):
decrypt.zip
Archive: decrypt.zip
creating: answer/
extracting: answer/key.txt
extracting: readme.txt
( 10/30/18@ 3:45_F£F J( python@sakura ):
./answer /kev.txt
Flag{7ip_Fi13_sem3tim3s_s@ SaSy@}q
( 10/30/18@ 3:45 T )( python@sakura ):

BATTUEER], BATTH 1:10 FFLRHE, T4 3:27 4 REHTRHA.
BB H T HZLMflagh: flag{7ip Fil3 SOm3tim3s_s0 3a5y@}
BiERT

BRI EIAET, R THADZAN, AEBREFZE LS 7 HE T AN AR RE? B
FUA B T B —HER R, REAMRE R, AR HER?

PRATV e ARG T —Sedl ¥ i fE, AN gD FE RS G @I A FRELERW? B8 w2 RATE R
readme.zip SGZUARFN T R FEAERIE? ButRF XA B T BE=/HEHER, MSHiERINTLUE
EH MY, 7 Windows A ARCHPR AT XX B .

75— . ARCHPRi# 1T B XL B i
HARBEEBKRE T ARCHPR 4.53 A, REAXMEATAKIIN. RIEEWT:



. *’] ARCHPR 4.53 Professional Edition
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ARCHPR. version 4.53 (c) 1997-2008 ElcomSoft Co. Ltd.

BMERE KR ARCHPR FIRHEE B L FXFhIE L

M) ARCHPR 4.53 Professional Edition
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DR ZIP RARJACE/AR] 31 Ii&ﬁi‘.!
C:\Users\37328\Desktop\AWD\6005400ff  BR<r

BE EE T HX ginir &R =8

B3z IR

BASTS i E:

C:\Users\B7328\Desktop\AWD \testreadme.zip 5% - FH&ET: '@

o FH dfosdcss B4R b432ddfd 4R dfabgess 5
eV T RS E DR Z1P 555
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Advanced Archive Password Recovery (R1HER:

BE *E Fa HY

BRr; SHA% n/a
Hiﬂjg‘?ffmé: Sitadtia 11m 29s 618ms
C:\Users\87328\Desktop\awn| | PIIEE(OSAD) n/a
2 = 7P B RH#NOS FE {7
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2018/10/30 20:55:25 - 37{4"C: \Users\87328\Desktop|AWD -
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2018/10/30 20:55:25 - BT i 275
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ARCHPR version 4.53 (c) 1997-2008 ElcomSoft Co. Ltd.
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