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function waf($str){
return !preg match("/\'|http|\"|\'|cookie/", $str);
}

function fetch data($num){
$arr = $this->get all data();
$res = array();
foreach ($arr as $a) {
if ($a['songID'] == $num){
$res[] = $a;
}
}

return ($res);
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class DB{

function waf($str){
return lpreg_match("/\'|http]\"|\'|>|<|cookie/", $str);

}

login_as_admin
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Jrequire_once 'libs/mysql_config.php’;
drequire_once 'libs/flag.php’;

I;u nction sqlWaf($s)

if (preg_match('/sqlmap/i', $ SERVER['HTTP_USER AGENT'))
die;

$filter = '/xml|extractvalue|regexp|copy|read|file|create|grand|dir|insert|link|server|drop|=]>|<|;\"NA NI\ /i
if (preg_match($filter,$s))

return False;
return True;

[u nction alertMes($mes, $url){
echo "<script>alert('{$mes}");location.href="{$url}’;</script>";
die;
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1if (isset($_POST['username']) && isset($ POST['password'])) {

$username = strval($_POST['username’]);
$password = strval($_POST['password']);

if ($username !== "admin’)
{
alertMes("you must be admin" ,"./index.php");

)

if ('sqlWaf($password) )
alertMes('damn hacker' " /index.php");

$password = preg_replace('/select/i', ", $password);

$sq| = "SELECT * FROM users WHERE username="${username}’ AND password= '${password}'";
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Sresult = $conn->query($sql);
if ($result->num_rows > Q) {
$row = $result->fetch_assoc();
if ( $row['username'] === 'admin' && $row['password'])
{
if ($row['password'] == $password)
{
alertMes("Login success:".$FLAG ,"./index.php");
} else {
alertMes("Sorry, | haven't let you login" ,"./index.php™);
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update.tar.gz

HEAF BExx tar.gz& R .
[® index.php 12KB 1.5
~Jupdate.sh 1KB 1
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# tar -zcvf 32.tar.gz functions.php update.sh

functions.php

update.sh
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login as admin

login as admin
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