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NtSetinformationThread() IS EFIR W T . ELIIX—IhEE, ThreadHideFromDebugger(0x11)# 24{EThreadInformationClassZ %
i#, ThreadHandleid % &4 5 &2 AW (OXFFFFFFFE):

NTSTATUS NTAPI NtSetinformationThread(

HANDLE ThreadHandle,
THREAD_INFORMATION_CLASS ThreadInformaitonClass,
PVOID ThreadInformation,
ULONG ThreadInformationLength
)i
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push 0 ;InformationLength

push NULL :ThreadInformation

push ThreadHideFromDebugger ;0x11

push Oxfffffffe ;GetCurrentThread()
call [NtSetinformationThread]
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void anti()

{
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/
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1l
1
I

::GetCurrentThread();

_asm// xp R4

{

push 0 //InformationLength

push 0 //ThreadInformation

push 0x11 /11 Bt & ThreadHideFromDebugger
push eax // 24 {7 L2 A

mov eax, Oxe5 //EAX NtSetinformationThread i i 5
mov edx, esp //EDX 4T HERR I

int 0x2e

add esp, 0x10

}

::GetCurrentThread();
_asm// 2000 &%
{

push 0

push 0

push 0x11

push eax

mov eax, Oxc6
mov edx, esp

int 0x2e

add esp, 0x10

}

}

9T Bk _ETE IANTI inline hook AN A ) 77 v
inline hook 45



HB—F RIFE-N2REE AREEBBIRKES
BT FB—ANRE RISRIR R

B=0 BORRE

P ZFHOOK

HIE HHRHOOK

ForhE e B4 A AR T T AOAREE BR 4

NTSTATUS __stdcall /5= HCHIHE
MyNtSetinformationThread(

IN HANDLE ThreadHandle,

IN THREADINFOCLASS ThreadInformationClass,
IN PVOID ThreadInformation,

IN ULONG ThreadInformationLength

)

{

if(ThreadInformationClass == 0x11)

{
DbgPrint("& 3 ANTI DEBUG 17A");

DbgPrint("NtSetinformationThread 241 %8x %8x %8x %8x ", ThreadHandle, ThreadinformationClass, ThreadInformationClass,
ThreadInformationLength); // ¥TEF S5
ThreadInformationClass = (THREADINFOCLASS)O0xff;

DbgPrint("Z## & i J5 2 %8x %8x %8x %8x ", ThreadHandle, ThreadInformationClass, ThreadInformationClass,

ThreadInformationLength);

return STATUS_SUCCESS; //E.#:1& [Bl 5. X FEANT IR 3 T
}
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return ((SYSNTSETINFORMATIIONTHREAD)OIdNtSetinformationThread)( // 47
ThreadHandle,

ThreadInformationClass,

ThreadInformation,

ThreadInformationLength

);

}
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void * OldNtSetinformationThread;; //5— HiE—MNEREE FREBEBIRES

/INtSetInformationThread

typedef NTSTATUS (__stdcall *SYSNTSETINFORMATIIONTHREAD) /5 — 35 7B —/NE A1 F ok i il 5%
(

IN HANDLE ThreadHandle,

IN THREADINFOCLASS ThreadInformationClass,

IN PVOID ThreadInformation,

IN ULONG ThreadInformationLength

);



NTSTATUS __stdcall /5= HOME
MyNtSetinformationThread(

IN HANDLE ThreadHandle,

IN THREADINFOCLASS ThreadInformationClass,
IN PVOID ThreadInformation,

IN ULONG ThreadInformationLength

)

{

if(ThreadInformationClass == 0x11)

{
DbgPrint("& 3 ANTI DEBUG 17A");

DbgPrint("NtSetinformationThread Z41 %8x %8x %8x %8x ", ThreadHandle, ThreadInformationClass, ThreadinformationClass,
ThreadInformationLength); /AEB B C1E7E

ThreadInformationClass = (THREADINFOCLASS)O0xff;

DbgPrint("Z## & id J5 & %8x %8x %8x %8x ", ThreadHandle, ThreadInformationClass, ThreadInformationClass,
ThreadInformationLength); //iIE 81 B S 7E

return STATUS_SUCCESS; /B #3i& 8l .3
}
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return ((SYSNTSETINFORMATIIONTHREAD)OIdNtSetIinformationThread)( // 47
ThreadHandle,

ThreadInformationClass,

ThreadInformation,

ThreadInformationLength

);

}

ULONG AddrNtSetinformationThread;

VOID OnUnload(IN PDRIVER_OBJECT DriverObject);
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NTSTATUS DriverEntry(PDRIVER_OBJECT pDriverObj, PUNICODE_STRING pRegistryString)

{

DbgPrint("Hook NtSetinformationThread DriverEntry");
pDriverObj->DriverUnload = OnUnload;

AddrNtSetinformationThread = *PULONG((ULONG)KeServiceDescriptorTable->ServiceTable + 0xe5 * 4);
AfxHookCode((void*)AddrNtSetinformationThread, (void*)MyNtSetinformationThread, (void**)&OIdNtSetinformationThread, 10); /55 /U5
AFXHOOK
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return STATUS_SUCCESS;

}
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VOID OnUnload(IN PDRIVER_OBJECT DriverObiject)

{

AfxUnHookCode((void*)AddrNtSetinformationThread, OldNtSetinformationThread, 10); /45 T35 148 IR 3 ) # — & Bk JRHOOK B 9 IR h &
BT, HOAEHINFERRERT

DbgPrint("Unload Hook NtSetinformationThread");

}
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#ifndef _ AFXHOOKCODE_H__
#define _ AFXHOOKCODE_H__

bool AfxHookCode(void* TargetProc, void* NewProc,void ** |_OldProc, int bytescopy = 5)

{
*|_OldProc = ExAllocatePool(NonPagedPool,(bytescopy+5)); // 4747 & 154 B B2 E SRR LizfT

memcpy(*l_OldProc, TargetProc, bytescopy); // F5e RN I 4

__asm{

cli

mov eax,cr0

and eax,not 10000h

mov cr0,eax

}
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*((unsigned char*)(*|_OldProc) + bytescopy) = Oxe9;

11 BN RIS B R JE R AR LK mE
*(unsigned int *)((unsigned char*)(*|_OIldProc) +bytescopy + 1)=(unsigned int)(TargetProc) + bytescopy - ( (unsigned int)((*|_OldProc)) + 5
+ bytescopy ) ;

113 HOOK ) iR £ 3k U Njmp
*(unsigned char*)TargetProc =(unsigned char)0xe9;
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*(unsigned int*)((unsigned int)TargetProc +1) = (unsigned int)NewProc - ( (unsigned int)TargetProc + 5);

__asm{

mov eax,cr0
or eax,10000h
mov cr0,eax
sti

}

return true;

}



bool AfxUnHookCode(void* TargetAddress, void * |_SavedCode, unsigned int len)
{

__asm{

cli

mov eax,cr0

and eax,not 10000h

mov cr0,eax

}
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memcpy(TargetAddress, |_SavedCode, len);

__asm{

mov eax,cr0
or eax,10000h
mov cr0,eax

sti

}

return true;

}

#endif
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