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\@ewplain  qdpy
y2=x3+ax+b

p=FFFFFFFE FFFFFFFFFFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF FFFFFFFF
a=FFFFFFFE FFFFFFFFFFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF FFFFFFFC
b=28EOFA9E 9DIFSE344DSA9E4B CF6589A7 F39789F5 15AB8F92 DDBCBDA1 4D94QE93
n=FFFFFFFE FFFFFFFFFFFFFFFF FFFFFFFF 7203DF6B 21C6052B 53BBF409 39D54123
Gx=32C4AE2C 1F198119 5F990446 6A39C994 8FE3@BBF F2660BEL 715A4589 334C74C7
Gy=BC3736A2 F4F6779C 59BDCEE3 6B692153 DOA9877C C62A4748 @2DF32E5 2139F0A@
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X BAH—AETFopenss1ifIsm2sEB, MR T fifopenssl, TG E—THRMIN, XERPH
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1. int SM2_Verify(BYTE* Px,BYTE* Py, BYTE* DataIn,DWORD DatalLen, BYTE* sigrs)
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1.
2. | static const char *group_p ="FFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFO@000000FFFFFFFFFFFFFFFF";
3. | static const char *group_a ="FFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFO@00000OFFFFFFFFFFFFFFFC";
4. | static const char *group_b ="28E9FA9E9D9F5E344D5A9E4BCF6509A7F39789F515AB8F92DDBCBD414D940ES3" ;
5. | static const char *group_Gx ="32C4AE2C1F1981195F9904466A39C9948FE30BBFF2660BE1715A4589334C74C7";
6. | static const char *group_Gy ="BC3736A2FAF6779C59BDCEE36B692153DOA9877CC62A474002DF32E52139F0A0" ;
7. | static const char *group_n = "FFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFF7203DF6B21C6052B53BBF40939D54123" ;
8. | static const char *ENTL_ID ="008031323334353637383132333435363738";
9. | #define SM2_KEY_LENGTH 32 //256fLih4k
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1 strcpy(szBuff, ENTL_ID);

2 strcat(szBuff,group_a);

3 strcat(szBuff,group_b);

4. strcat(szBuff,group_Gx);

5 strcat(szBuff,group_Gy);

6 AscToBcd(szDataForDigest, (unsigned char *)szBuff, nLen);
7
8
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9.

10. SM3(szDataForDigest,nLen+SM2_KEY_LENGTH*2, digestZA);
11.

12. memcpy (szDataForDigest,digestZA, ECC_LENGTH);

13. memcpy (szDataForDigest+ECC_LENGTH,DataIn, DatalLen);
14.

15. SM3(szDataForDigest,DataLen+ECC_LENGTH, digestH);
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p = BN_new();
a = BN_new();
b = BN_new();

group = EC_GROUP_new(EC_GFp_mont_method());

BN_hex2bn(&p, group_p))
BN_hex2bn(&a, group_a))
BN_hex2bn(&b, group_b))
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GroupAAECCH LA, & RECCHEMZL, ATAXABIE? BH XA group R FTE 7B
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1. if (!EC_GROUP_set_curve_GFp(group, p, a, b,ctx))
2. 1 ¢

3. gotoerr_process;
4. }

5.

6. P = EC_POINT_new(group);

7. | Q = EC_POINT_new(group);

8. R = EC_POINT_new(group);

9. [ if (P || 'Q || 'R)
10. | {
11. gotoerr_process;
12. }
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1 <span style="white-space:pre"> </span>x = BN_new();
2 y= BN_new();
3 z= BN_new();
4 if(Ix || ly |] '2)
5. {
6 gotoerr_process;
7 }
8
9 //Gx
10. if(!BN_hex2bn(&x, group_Gx))
11. {
12. gotoerr_process;
13. }
14.
15. if(!EC_POINT_set_compressed_coordinates_GFp(group, P, x, 0, ctx))
16. {
17. gotoerr_process;
18. }
19.
20. if(!BN_hex2bn(&z, group_n))
21. {
22. gotoerr_process;
23. }
24. if(!EC_GROUP_set_generator(group, P, z, BN_value_one()))
25. {
26. gotoerr_process;
27. }
28.
29. if(!EC_POINT_get_affine_coordinates_GFp(group, P, X, y, ctx))

30. {
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31. gotoer‘r‘_pr‘ocess;
32. }

B—BESAREnEgroup, nifHURE, REZHIHT. FH5MER NG, yHiE FP, XERH
LWERARAA, GRARyARMECHE, A2 BFEN AT RERERY, RARBEX
LRl #groupf B R T IER? REN T RE?
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1 if ((eckey = EC_KEY_new()) == NULL)
2 {
3 gotoerr_process;
4 }
5. if(EC_KEY_set_group(eckey, group) == 0)
6 {
7 gotoerr_process;
8 }
9.
10. | EC_KEY_set_public_key(eckey, P);
11. if(!EC_KEY_check_key(eckey))
12. {
13. gotoerr_process;
14. }
15.
16.
17. if(SM2_do_verify(1, digestH, SM2_KEY_LENGTH, signature, sig_len, eckey) != 1)
18. {
19. gotoerr_process;
20. }
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For Bob to authenticate Alice’ s sigmaturs, he must have a copy of her
public key @a. If he does not trust the source of @4, he needs to
validate the key (() here indicates the identity slement):+

1. Check that Q.—\is not equal to (Jand its coordinates are otherwise

valide
2. Check that Qalies on the curver

3. Check that M@ = Oy

—
After that, Bob follows these steps:+

1. Verify that Tand Sare integers in [1'™ ~ 1. I£not, the signature

is invalid o
2. Caleulare € = HASH(M), shere misH is the sane function used

in the signature generation. Let Zbe the Lnleftmost bits of €.+

. Caleulaze W =5 = (modn),

w

4 Caleulate U1 = 2w (mod nly up =rw (mod nr) .

. Caleulate (T1.01) = G +wQ4 0

o

6. The signature is valid if" =21 (W0d R) jra1id othervise, ¢
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1. [RFATA4H]
2. | 173A31DD681C6F8FE3BA6C354AD3924A4ADFD15EBO581BC1B37A1EB1C88DA29B47155F62FCFACCCD201B134351A049D77E81F6A6C66E9CB32664F41348DA11F
3.
4. [cAm & E]Y (rl]s) :
5. | 3499A2AQA7FEDSF74F119B416FF728BA98EFOA32A36BCCB8DO110623D466425CA44C68F8EA9121DIBFA9484CAEFIB476C5EB576D1A8DDEBCAAOIBE6AFA134ABAF
6.
7. [Tag_90 1 (KFRITAHIER) :
8. 1262280001122000000204001140173A31DD681C6F8FE3BA6C354AD3924A4ADFD15EBO581BC1B37A1EB1C88DA29B47155F62FCF4CCCD201B134351A049D77E86A6C66E9CB32664F4134¢
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